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MIL-HDBK-232A

. This standardization handbook was developed by the Department of Defense with the assis-

tance of the Military Departments and Federal Agencies.

. This handbook provides fundamental guidance to engineer and install electronic systems that
process or communicate classified information. It contains guidance which will, when used in
conjunction with department/agency directives, aid in the protection of such information by
reducing the probability of hostile interception and exploitation.
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FORWORD

This revision has been prepared to satisfy a need for an unclassified document describing the
fundamental “How-To’s” of RED/BLACK engineering and installation. Its principles and guid-
ance stress sound engineering practices to produce a safe environment to process or communicate
classified defense information. Its unclassified nature permits its distribution to the lowest
operating level to enhance an awareness of RED/BLACK and TEMPEST principles.

This document includes metrication. The handbook is not measurement sensitive. See the current
edition of MIL-STD-962 for a discussion of measurcment-sensitive metrication. The following
i conversion factors have heen used for simplicity.

1 inch = 25 millimeters

3 feet = 0.9 meters
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1. SCOPE

1.1 Purpose. This handbook provides guidance within the RED/BLACK concept for the engineer-

~nomceing rlacal infavmatinn Tha o

ing and installation of sysiems and facilities processing classified information. The engineering
installation concepts contained herein should be selectively applied for control of TEMPEST at all
Department of Defense (DoD) facilities where classified information is processed.

a. Power distribution, installation, and protection.
b. Equipment installation and protection.

c. Signal distribution, installation, and protection.
d. Filters and isolators.

e. Grounding, honding, and shielding (GBS).

f. Physical security.

g. Administrative telephones.

(O N | -~ 1 me S|ervics reonnNnnao Tno



MIL-HDBK-232A

THIS PAGE INTENTIONALLY LEFT BLANK

N



MIL-HDBK-232A

"RENCED DOCUMENTS
2.1 Government documents.

2.1.1 Specifications, standards, and handbooks. Unless otherwise specified, the following
specifications, standards, and handbooks of the issue listed in that issue of the Department of
Defense Index of Specifications and Standards (DoDISS) specified in the solicitation, form a part
of this handbook to the extent specified herein.

SPECIFICATIONS
MILITARY
MIL-F-15733 Military Specifications for Filters, Radio Frequency Inter-
ference
STANDARDS
FEDERAL
FED-STD-1037 Glossary of Telecommunication Terms
MILITARY
MIL-STD-188-100 Common Long Haul and Tactical Communications Systems
Technical Standards
MIL-STD-188-111 Subsystem Design and Engineering Standards for Common
Long Haul and Tactical Fiber Optics Communications
MIL-STD-188-114 Electrical Characteristics of Digital Interface Circuits
MIL-STD-188-124 Grounding, Bonding, and Shielding for Common f[.ong
Haul/Tactical Communication Systems, Including Ground
Based Communications-Electronics Facilities and Equip-
ments
MIL-STD-188-200 System Design and Engineering Standards for Tactical
Communications
MIL-STD-220 RFI Filters, Methods of Testing
MIL-STD-285 Military Standard, Attenuation Measurements for Enclo-

sures, Electromagnetic Shielding. for Electronic Test Pur-
poses. Method of
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Defense Intelligence Agency

DIAM 50-3 (FOUO) Physical Sccurity of Special Compartmented
Information Facilities (U)

Federal Communications Commission

FCC Reg Part 15 Subpart J Rules and Regulations, Radio Frequency Devices:

Armiidieey Navicas

Cumpuiius vevices
National Bureau of Standards

FIPS PUR 94 Guideline on Electrical Power for ADP Installations
2.2 Other publications. The following document(s) form a part of this handbook to the extent
specified herein. Unless otherwise specified, the issue of the documents which are DoD adopted
shall be those listed in the issue of the DoDISS specified in the solicitation. The issues of
documents which have not been adopted shall be those in effect on the date of the cited DoDISS.

National Fire Prevention Association

NFPA No. 70-19XX National Electrical Code (NEC)
NFPA No. 78-19XX Lightning Protection Code
3
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3. DEFINITIONS

3.1 Terms and definitions. Terms used in this handbook are defined in FED-STD-1037. JCS PUB
1, and NCSC-9, except as listed below, which are uniquely defined for the purpose of this
handbook.

3.1.1 BLACK equipment area (BEA). An area in a limited exclusion area designated for the
installation of equipment processing unclassified information or encrypted information.

3.1.2 Bulk filtering. The practice of using filters at the first service disconnect or on each power
panel, thus filtering power to many items of equipment with one set of filters.

3.1.3 Cognizant TEMPEST agency. That agency within a department, service, or activity
which, by virtue of its mission charter, has the knowledge to develop and the authority to
implement rules, regulations, policies, criteria, and guidance to safeguard defense information,
with specific emphasis on the implementation of the TEMPEST program.

3.1.4 Collateral. All national security information classified under the provisions of an executive
order, for which special community systems of compartmentation (e.g., Sensitive Compartmented
Information) are not formally established.

3.1.5 Controlled access area (CAA). The complete building, facility, or area under direct
physicai control which iucludes one or more limited exclusion arcas, controlled BLACK equip-
ment areas, or combinations thereof.

3.1.6 Controlled BLACK equipment areca (CBEA). A BLACK equipment area which is not
located in a limited exclusion area (LEA), but is afforded the same physical entry control which
would be required if it were within an LEA.

3.1.7 Controlled space (CS). The three-dimensional space surrounding facilities that process
classified information within which unauthorized personnel are: (a) denied uarestricted access,
(b) escorted by authorized personnel, or (c) under continual physical or electronic surveillance.

3.1.8 Equipment radiation TEMPEST zone (ERTZ). A zone established as a result of
determined or known equipment radiation TEMPEST characteristics. The zone includes all space
within which a successful hostile intercept of compromising emanations is considered possible.

3.1.9 Hardened cable path. A path which provides physical protection for the cable such that a
delay factor is applied against penetration or intrusion.

3.1.10 Limited exclusion area (LEA). A room or enclosed area where security controls have
been applied to provide protection to the equipment and wire lines of a RED information
processing svstem equivalent to the security required for the information transmitted through the
svstem. An LEA must contain a RED equipment area.

3.1.11 Protected distribution system (PDS). An approved transmission svstem to which
adequate acoustical, electrical, electromagnetic, and physical safeguards have been applied to
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permit the transmission of unencrypted classified information. The associated facilities include all
equipment and wire lines to be safeguarded. The major components are defined as follows:

a. Distribution system. The metallic wire paths or fiber optic transmission paths that provide
interconnection between components of the protected system. The distribution system may
be an internal PDS within the controlled space or an external PDS traversing an uncontrolled
access area.
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3.1.12 RED equipment area (REA). The space within a limited exclusion area which is
designated for installation of RED information processing equipment and associated power, signal,
control, ground, and distribution facilities.

3.1.13 TEMPEST approved equipment or systems. Equipment or systems which have been

certified within the requirements of the effective edition of NACSIM 5100, or TEMPEST specifi-
cations as determined by the department or agency concerned.

a. ATDD — automatic telephone disconnect device

.BX — computer controlled branch exchange

P.,
~

)} — distribution frame

(]
.

d. EESS — earth electrode subsystem

EIA — Elecironic Indu

]

f. EM — electromagnetic

g EMC — electromagnetic compatibility
h. EMI — electromagnetic interference

i. EMP — electromagnetic pulse

J — electronic private automadtic prancn excnhange
k. FOC — fiber optic cable
1. FPSS — fault protection subsystem
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ab.
ac.

ad.

ae.

af.

ag.
ah.

al.
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GBS — grounding, bonding, shielding

HEMP — high-altitude electromagnetic pulse
IDS — intrusion detection svstem

KSU — key service unit

KTU — key telephone unit

LAN — local area network

MDF — main distribution frame

MG — motor generator

MOV — metal oxide varister

NDI — nondevelopmental item

PABX — private automatic branch exchange

PBX — private branch exchange

PCZ — physical control zone (obsolete term, see 3.1.7)
PLC — power-hne conduction

PTF — patch and test facility

RF — radio frequency

RFl — radio frequency interference

SCI — Sensitive Compartmented Information

SCIF — sensitive compartmented information facility
TPD — terminal protective device

UPS — uninterruptible power supply
VDU — video display unit

VF — voice frequency
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4.1 General. Section 4 provides minimum engineering-installation guidance for general applica-
tion to all equipment and systems processing classified information. Two interrelated principles
apply — the RED/BLACK concept (see FED-STD-1037) and TEMPEST (see NCSC-9). The
RED/BLACK concept provides that electrical and electronic components, equipment, and systems
processing classified plain text information be kept separate from those that process encrypted or
unclassified information. TEMPEST, as used here, is those measures used to control compromis-
ing emanations. Figure 1 depicts a facility designed to RED/BLACK and TEMPEST guidance.
While these terms are often used interchangeably, the concepts are separate and distinct. A facility
properly designed to provide RED/BLACK separation may contain TEMPEST discrepancies. The
guidance of this handbook presupposes the use of low-level balanced voltage digital signaling as
defined in MIL-STD-188-114 and NACSIM 5002, except where specifically noted otherwise (e.g.,
unbalanced voltage digital signaling). Additional treatments may be required for all or part of a
facility if high-level signaling is used. TEMPEST testing after installation and activation may
indicate the need for additional protective measures. Such additional treatment will be determined
by the cognizam TEMPEST authority on a case-by-case basis. Consideration will also be given to
TEMPEST benefits derived from protection for electromagnetic pulse (EMP)/high-altitude elec-
tramagnetic pulse (HEMP), electromagnetic interference (EMI), and radio frequency interference
(RFI). Although this handbook is not specifically directed to the measures used for EMP/HEMP
protection, the attributes of EMP protection which may satisfy TEMPEST have been addressed
(see annﬂndlx C). The desnrn considerations of EMP and TEMPEST are similar — to protect
sxgnals and equipment in one area from activiiy in another arca. The mejor differences are in the
levels (voltage, current, and field strength, which are very high for EMP/HEMP signals and
normally moderate to quite low for TEMPEST signals), and the direction of protection (outside to
inside for EMP/HEMP and inside to outside for TEMPEST). The major differences in practices
used to provide both types of protection are found in treatment of grounding paths and in the
amount, and to some extent, the types of protection provided for any paths that are required
between outside and inside. In general, any facility that is adequaiely protected from EMP/HEMP
effects will provide a significant portion of the required TEMPEST protection. The requirements
for effective RFI/EMI control are similar to those for EMP/HEMP and TEMPEST. RF1 and EMI
can be either external (keep it out) or internal (keep it from getting out). The practices to
accomplish this containment are defined in electromagnetic compatibility (EMC) programs. The
practices used to control each are very closely related to those for TEMPEST and EMP/HEMP.

This handbook will provide the minimum guidance required for RED/BLACK installations. This

guidance, where applicable, will track with practices required for control of RFI/EMI or
EMP/HEMP effects. Six major design and installation techniques are used in the RED/BLACK

environment.

a. Grounding. d. Physical separation.
b. Bonding. e. Physical protection.
c. Shielding. f. Filtering and isolation.

These techniques will be used in varying degrees in every installation that processes classified
information.

11
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4.1.1 System design verification. When a system or facility is designed or retrofitted, specific
aspects are examined to determine the level of protection required. (See NACSI 5004 and NACSI

5005.) The process involves developing a systematic approach to examine each aspect of the design
e it comnlies with the intended end result without rnmprnmmmp the information to be

o
U CTHSUIT i1t CUMIPIITS Wwalds wail 420t vaad s vowas eV

processed by the system or facility. Paragraphs 4.1.2 through 4.1.6 define areas which require
constant review during the design process.

tn an

4.1.2 Environment. The geographical and geopolitical environment in which the facility exists
must be defined. This includes examining the physical plant with regard to the level of security
required, which defines the measures needed to protect the facility. Environment includes
definition of power source, collocated activities (both mission and nonmission), existing security
measures, and a review of service directives to identify additional requirements. The designer
should consult NACSI 5004 and NACSI 5005 for procedures which define the threat environment.

4.1.3 Area boundaries. Based on the environmental review, boundaries are established for the
various security levels needed. Subsequent reviews ensure these boundaries have been
maintained.

4.1.4 Processing requirements. All functions in the mission should be reviewed to dctermine
which arca of the facility will contain those functions and what equipment will satisfy those

functions.

4.1.5 Equipment and layout. A review of all equipment satisfying the mission requirements
should be conducted 1o determine compliance with existing criteria, any special treatment
required, or additional protective measures needed. This review may reveal additional require-
ments in other areas. Planned layouts can confirm that area boundaries arc not violated.

4.1.6 Power, signal, and ground runs. Constant attention is required to ensure proper
separation, isolation, and accountability. A grounding review ensures that all required paths exist
and are effectively bonded, and that non-current-carrying conductors stay that way. Further, the
review should verify the accountability of all conductors entering, egressing, or traversing the
facility, and that protective measures for such conductors at all boundaries have been applied.

—‘

1, the guidance in MIL-STD-188-124,

4.2 General guidance for nower distribution.

Tl FTAnTIGS gmrasiaa: 1ce 10 W Ls e e guaa

r al,
MIL-HDBK- 419 the National Electrical Code (NEC) nd local bmldmg codes is adequate for
power distribution where low-level balanced voltage digital signaling and TEMPEST approved
equipment arc used. If non TEMPEST equipment and/or high-level signaling are used, separate
RED and BLACK power distribution may be required. This separation must be as complete as
possible and the isolation as high as practical. Power distribution must be designed and installed
such that classified information cannot exit the protccted areas via power lines that exit those
areas. Power distribution must also be protected from external disturbances such as those caused
by lightning or EMP/HEMP pulses. The design and installation of power in a facility iz an integral
part of the engineering effort. Consideration must be given to the source of pawer, types of
distribution required, need for filtering, treatment of ducting, and special needs of the facility.
Figure 2 depicts the typical power system. Guidance for power distribution in digital systems may
also be found in FIPS PUB 94. The designer should be aware of the electrical codes and standards

gener

13
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4.2.1 Source. The source of power to a facility will determine the need for special treatments,
particularly isolation and filtering. If at all possible, the prime generating source should be totally
contained within the controlled space (CS). Since this is seldom possible, the designer must
determine if power is a dedicated service feed or shared with other activities. That information will
aid in the design of other elements of the power system.

D 30 I ¢ P meisnm sritbhio a £anilitey mmmemanlly Anmaiote ~f 4 nmtanhe;ianl corntace awmd o
4.l.4 TOWLER byblclllbo I OWECLD wiLlllll a i bllll)( 101 lldll)' CUILIDIDI> Ul a4 nulitcLniyal >ysiciii ajiu a4
tanhnianl cucteam (gee fioure 2)
LTLLHIIILAL SySitill (STh Hipulc <) .

4.2.2.1 Nontechnical system. The nontechnical system is provided to power air-conditioning,
heating, lighting, and housekeeping functions. Normally, no special treatment is required other
than the provisions of the NEC. However, it should be installed so that no equipment associated
with the mission can be connected to it. The ancillary equipment served by the nontechnical
system is transient producing. This equipment should be installed with sufficient electrical

separation and isolation to prevent adverse effects on mission equipment. (See MIL-HDBK-411.)

POWER SOURCE
FACILITY LOAD
TECHNICAL LOAD NONTECHNICAL LOAD
MISSION EQUIPMENT, LIGHTING, LIGHTING, VENTILATION, AlIR-
VENTILATION, AND AIR-CONDITION- CONDITIONING EQUIPMENT NOT
ING EQUIPMENT REQUIRED FOR REQUIRED FOR FULL CONTINUITY
FULL CONTINUITY OF OPERATIONS OF OPERATIONS
TECHNICAL UTILITY LOAD TECHNICAL ELECTRONIC LOAD

VITAL LIGHTING, VENTILATION, CONTINUOUS SYNCHRONOUS
AIR-CONDITIONING EQUIPMENT OPERATION OF MISSION EQUIP-
REQUIRED FOR CONTINUITY OF MENT
OPERATIONS

FIGURE 2. Power distribution.
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the mission. This includes any lighting an envxronmemal equipment essential to system opera-
tion. If nonTEMPEST equipment is used as RED processors, the technical power should be divided
into RED and BLACK power RED power may be created by installing RFI/EMI filters on the

muinment or hv the use of dedicated motor generators {MC:\
quipment, or use of dedicated motor generat MGs),

L

o

4.2.3 Filtering. Filtering is a well established method of containing compromising conducted
emanations. The methods of accomplishing this containment are as varied as the equipment being
supported. The designer must consider the equipment in order to determine the facility require-
ment. All equipment which processes classified information should be filtered within the equip-
ment enclosure. This allows the filter to be designed specifically to thc parameters and characteris-
tics of the equipment. If this has been accomplished, no other power filtering is required. If RED
processing equipment does not contain filters and cannot be retrofitted to include filters, then
filtered power panels are indicated. The service lines feeding the panel (each phase and neutral)
must be provided with an appropriate size filter. BLACK processing equipment or utility equip-
ment should not be powered from filtered panels. Where an entire facility has been provided with
filtered power, BLACK equipment should not be terminated on the same panel as RED) equipment.

4.2.4 Power panels. Other than the requirements of the NEC and local building codes, no sperial
treatments of power panels are required. Within the limited exclusion area (LEA), panels serving
RED equipment should be located within the RED equipment area (REA) and panels serving
BLACK equipment should be located within the BLACK equipment area (BEA). In the REA,

TEMD E"‘ToA [ Lould be DET sinbhe

3.
b vaiie -; I~
1EMYLS: tesis may indicate that ReD paiicis 5ii0UIG B s gnu

4.2.5 Ducting. All power distribution should be in metallic conduit, ducting, or wire way. This
reduces the likelihood of magnetic fields from power interfering with equipment, and creates an
electromagnetic (EM) barrier to stop free space radiation from coupling onto the power lines.

4.3 General guidance for equipment. For the purpose of this handbook, equipment will be
divided into three general categories:

a. BLACK equipment, which can be located in a BEA, a controlled BLACK equipment area
(CBEA), or a controlled access area (CAA).

b. Hybrid equipment, which by necessity, will be located in an REA. Hybrid equipment may
have RED and BLACK inputs and outputs.

c. RED equipment, which by definition, will be located in an REA. Figure 3 depicts the
complexity which can exist in a facility.

43.1RED eqmpmen( RED equipment is any equipment which processes classified information
hefare encrvption and after Annr\rnhnn and should therefore be TEMPEST and nh\clr"l“\

L 882 8 1t UClH ypuvi, ai il Lo yoalal

protected. With the advent ofwmpuiemed data processors, video processors, elec!romc message
processors. and a host of other electronic information processing equipment, a traditional descrip-
tion of RED equipment no longer exists. RED) equipment can be any type of device which can
accept classified information by human input or from another RED device and perfurm same type

of processing on that information. Certain procurements require the use of nondevelopmental

e
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items (commonly referred to as "commercially-available-off-the-shelf”’, or “brand namec or
equal”). Most of this equipment, when used as RED input devices, is not designed with TEMPEST
protection in mind and therefore is not TEMPEST approved. Great care should he taken to provide
the requisite protection to such devices. Grounding, bonding, shielding, physical isolation,
filtering of all leads, and visual screening may be required in varying degrees and combinations.
Each device must be evaluated separately, as well as the environment where it will be operated. In
paragraph 5.3, installation concepts for a number of items of RED equipment are provided. The
designer may wish to consult the cognizant TEMPEST authority to determine the availability of
TEMPEST compliant equipment. TEMPEST compliant equipment is any equipment designed to
NACSIM 5100, but not tested.

4.3.2 General types of RED equipment. Any device with an information processing function
can be used as RED equipment. Current commercially available telephone technology, coupled
with inventory cryptographic devices, has been used to form switched secure voice systems in RED
enclaves. In such cascs, standard telephone instruments might be used as RED devices. Numerous
micro-, mini-, or mainframe computers, as well as digital and analog facsimile devices, may be used
as RED devices. Video transmitting and receiving equipment, with or without associated audio,
may be classed as RED devices. Electronic/electric typewriters may be used as RED devices. There
are numerous ancillary devices such as digital-to-analog or analog-to-digital converters, synchron-
izers, magnetic tape readers and recorders, and card readers/punches that may be classed as RED
devices.

4.3.3 General techniques for RED equipment.

4.3.3.1 Teletypewriter devices. There is extensive use of teletypewriter devices throughout the
Department of Defense (DoD). Advancements in technology have resulted in the introduction of
numerous devices which incorporate microcomputer circuitry, tape recording/reproducing
devices, and video display units (VDUs) to enhance the basic teletypewriter function. The type
of equipment used and the operational environment will dictate the need for more stringent
TEMPEST controls. Such controls might include additional shielding and separation from other
equipment, and increased physical security such as visual screening of the VDU. Such additional
treatment should be determined by the cognizant TEMPEST agency.

4.3.3.2 Secure voice systems. There are various types of secure voice systems being used within
the DoD. Many of these systems are designed to work with unique telephone instruments and/or
data and facsimile terminals which perform required control and indicator functions. Only
approved equipment and configurations should be used as an integral part of these systems. There
are systems, however, that are designed to be operated by using commercially available telephone
systems. Any device in the system may be designated through a computer process as either a RED
or BLACK terminal. Extreme caution must be exercised to ensure adequate protection of all
equipment and wire lines. Thorough customer education must be provided to prevent possible
compromise situations resulting from customer misuse. A RED telephone network should be
totally contained within the CAA. but may have trunks coupled to the central office telephone
exchange. These trunks should be encrypted.
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4.3.3.3 Facsimile devices. Facsimiie devices are of two basic types, analog and digital. Analo
c

1 operate at o amoad and mav Famiiies L-u,,.‘,\f.....\.\..,\ A Asoien AMvartas A nmadin
devices operaie at a 10w speea ana may rcqunrc the use of an analog-to-d sxia! onverier to pr oduc
a digitized line 5i5? al that may be en"vpeed New technology facsimile devices use digital signalin

and do not require signal conversion prior to encryption. For either type, the principle RED
BLACK installation practices include shielding, filtering, separation, and isolation.

4.3.3.4 Video devices. Video devices as RED processors are typically used in an area where the
entire video distribution is among closely associated spaces within a single building or a small
group of bunldmgs Itis desnrable to provnde a protected dxstnbutnon syslem (PDS) wnth the sxgnals
tran%mlt(

o
[¢']
-
o
o
o=

video devnces may use radio frequency (rf) free space radlatlon between units mstead of wire- Ime
conduction between units. This requires that the signal be digitized and encrypted while in its
baseband form. Remember, GBS is critical for this type of system.

4.3.3.5 Computers. This category includes a wide variety of devices from a microcomputer used as
a word processor in a stand alone conﬁguratlon toalarge muluwmponem, multiprocessing system

which connecis to varicd Lypes o1 terminals. Exar ipies include moderate sized RED "igim.
computerized telephone switches serving local areas, intrafacility computer networks with numer-
ous work stations, or computer-aided design systems used for producing sensitive or classified
drawings

4.3.3.6 Ancillary devices. This ca!egory includes devices such as analog-tc-digital/digital-to-
dnalogc onverters, line controlier un ts, crypto- b ypass dcvxces,iine drlvers rate converters, rate
buffers, synchronizers, and any other unit required between the user terminal and the encryption
device. The common characteristic of an ancillary device is that it may be RED on both input and
output and may not require any human attention during operation

4.3.3.7 Storage devices. This category includes both on-line and off-line devices since the
RED/BLACK considerations are the same for both. It also includes any device in which classified
information is stored in other than hard copy form, such as magnetic tape recorders/reproducers,
magnetic disk, drum or card recorders/reproducers, and computer memories (magnetic or
electronic).

4.3.4 Local area networks (LANs). When a LAN is designed or proposed for the purpose of
processing classified information, the top olozv of the LAN must be determined in order to
estabhsh the protective measures requlred Two topologies exist — point-to-point and multipoint
(may be called multipath or bus technology). Each requires different protectlon Additionally, the
transmission media between LAN nodes becomes a significant issue in defining the topology.

1 1 1

i-to-point topology. A poini-to-point topology 15 cnaracxenzed by dedicated paths

eiween a*;y' iwo nodes. The paths are not shared (see figure 4). A point-to-point network may
consist of any number of nodes. Each path will interconncct only two nodes. A nodc must have a
yath to a node with which it wishes to communicate, or must be switched throu h nother node.

‘ hi s
This tupology lends itself to being designed and installed using existing crvptoaraphnc devices 1o
secure euch pdlh Each node is installed using the RED, /BLACK conceplts defined in this hand-
book. Figures 5 and 6 depict point-to-point topologies that may be implemented using a private
automatic branch exchange (PABX), or a broadband cable.
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FIGURE 6. Point-to-point implemented through broadband cable.

4.3.4.2 Multipoint topology. Thc multipoint topology is typically implemented with all nodes
interfaced to a single transmission medium (see figure 7). This configuration allows any node to
communicate with anv other node in the network. Present security technology does not permit
such a network to be engineered in the RED/BLACK concept. The network, if installed to process
classified information, can only be RED. All aspects of physical security must be applied. In
facilitics where the nodes are widely dispersed and the cable traverses an uncontrolled access area
(UAA), the cable must be installed in a PDS. Installers are cautioned of an installation technique
which, while being simpie, may compromise the integrity of the cabic shicid. The technique uses a
piercing tap to puncture the cabie sheath and shieid to make coniact with the cenier conducior.

4.4 General guidance for signal distribution. The objective of signal distribution is to provide
an organized scheme to transfer signals from the source to the sink in such a manner that

a. RED/BLACK integrity is maintained.
b. Interference is not intercepted from other sources.

¢. luterference is not created.

Tigure 8 depicts a typical signal flow through a facility.
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4.4.1 Signal types. Signai distribution in a facility involves transmission of two types o
analog and digital.
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sof odems connectin he facnhtv to the transmission medlum and the administra-
tive telephone system. Such sxgnals in a facility are in the voice frequency (VF) range of 300 to
4000 Hz. Other analog signals may exist within equipment reaching into the higher frequency
ranges in specialized equipment such as magnetic tape transports, magnetic disk units, VDUs, or
closed-circuit television. Specialized facilities may use radio with even higher frequencies, or use
high frequencies in broadband LANs. The designer must use techniques which prevent cables
carrying such signals from acting as antennas and thus transmitting or recciving signals. Ground-
ing and shielding are essential in order to contain emanations, along with attention to proper cable
selection, termination, and impedance matching.

audio outpu

may be used to modulate analog signals to transmit such mformauon Rate chanees can tvmcallv
o several million bits per second. In the design of digital sxgnal suhemes, it
is important to minimize the possibility of EMI by keeping: (a) voltage levels low, (b) all pairs
properly terminated, and (c) shields properly closed and grounded.

4.4.2 Paiching. Patch pancls are provided in .'acili!. es to allow equipment and signal paths to be
interchanged in the event of fatlure or alternate eparale patchmg is provxded for BLACK
dlgnal/analog, RED d:gltal/analog, and the RED ignai f special securuy levels. Panels are
installed with protective schemes that assur annoi

to
g S

cimmale ~e e P
Slgnals or comir lUlHlle Ul llllCrC:l

d!ld EMP/HEM P protecnve measures are d_pphed to sngna] lines entering and egressing the famhty.

4.4.4 Distribution frames (DFs). DFs are points within the facility where cables are intercon-
nected to equipment or other cables. DFs may be provided for BLACK analog, BLACK digital, RED
analog, or RED digital terminations. Terminations may be made using connectors and piugs,
crimped taper pins, wire wraps, solder wraps, or insulation displacement techniques.

4. stribution planning. Distribution of signal n a facility is designed 1o ensure the
proper segregation and integrity of signals. It is a critical part of the RED/BLA_CK_ co_n.cent The
proper segregation of RED) and BLACK signals is best accomplished by planning each cable run

o]

r
from source to sink. If the facility is viewed as a series uf LOIlcentrl(‘ rings, each defining a
boundary, accounting for each signal run to a boundary before going to the next boundary should
ensure RED/BLACK integrity. All cabling should be distributed in ducts, conduits, cable trays, or
ladders. Separate rune are provided for RED and BLACK signals. with special attention to physical
separation when such ducts/conduits must parallel each oiher. The use of ducts provides physical
protection, ensuring control of separation and routing, while 2!s0 providing a degree of shielding.
I some instances, RED duct runs must egress the LEA and traverse a UAA. Such runs require a
PDS. Guidance for a PDS is contained in paragraph 5.7.3.
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4 4.6 Filtering. Filtering and isolation are used to ensure that only the intelligence intentionally
placed on a line egresses the facility and that extraneous signals do not upset an operation. In the
past, when most communications used analog transmission techniques, passive LC bandpass filters
were used at the point of egress from the facility. This was known as shield point isolation. Such
filtering can still be used for analog signals. However, with the advent of digital transmission
techniques and multilcvel multiplexing, passive filters cannot be used for the mission bit streams.
Filtering may not be indicated if: (1) TEMPEST approved equipment is used, (2) the line 1s
encrypted, (3) proper RED/BLACK separation has been maintained, and (4) proper installation
p'r'ocedufcs have been used. Nonsecure lines supporting unclassified circuits and telephone lines
may require filters. Where a facility has been designed to survive EMP/HEMP, all signal lincs are
equipped with surge arrestors, transient suppressors, filters, and other measures to prevent
upset/burnout of equipment. Where passive filters cannot be used because of line speed/format,

optical isolators can be used to provide isolation at the point of egress. Such devices typically
funchon like repeaters, using opto-electronic coupling to provnde the isolation. Some opucal
isolators, however, operate asynchronously, repeating any signal on the line within the electrical
parameters of the device. This can be overcome by using clocking signals to gate the isolator. Clock
signals should originate at the same point as the signal of interest; i.e.. if the signal originates in the
RED area, the clock should be RED. Such isolators may be used for all signal lines to aid in EMP or
TEMPEST isolation if such devices use fiber optics between stages. In a shielded facility, the fiber
optics would egress the LEA through waveguides-beyond-cutoff. In certain instances, signal lines
originating in the REA must enter the BEA. These may be control lines or signal lines for
nonsecure circuits in a switching system. In some cases, a RED/BLACK boundary needs to be
established. Optical isolation inserted into all circuits crossing that boundary satisfies that need.

4.4.7 Special considerations. Because of the density of signal lines in a patch and test facility

(PTF) and the unsecure nature of the administrative telephone system, the designer must consider
the hararde ccnnu\ Al“ with thece areas pnraarnnhc 44 { I t]’n"nnﬂh 44 '2 nrecpnt fhf’ snu IR,

a
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considerations that should be included in a facxlxty design.

4.4.7.1 Patch and test facilities (PTFs). Most facilities will use patching equipment to allow
swapping equipment and lines in the event of failure, or to provide alternate routing. Larger
facilities also include provisions to manually or electrically configure testing equipment into
circuits to monitor or test the circuits. Many of these facilities were designed using equipment and
materials for technical control facilities. Some of these materials and equipment are satisfactory in
an unbalanced environment, but are less than satisfactory in a balanced environment. Intercon-
nect and distribution frames aiso present problems in properly maintaining shielding of signals.
Crossconnecting in such frames also presents a hazard of creating antennas capable of radiating or
receiving at higher frequencies. When designing and installing such facilities, the following
guidance is given:

a. Provide separate patching facilities for RED and BLACK signals, and for BLACK digital and
BLACK analog.

b. Provide separate DFs for each kind of signal group.

c¢. If RED communities of interest include nonsecure, collateral, and compartmented communi-
ties, separatc patching and DF facilities are required. If this situation exists in a small facility.
unique wiring of such circuits may be used, subject to approval by the cognizant TEMPEST
agency.
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e. Design the crossconnects to be as short as possibie‘

f. 1f automatic line quality monitoring is incorporated, provide separatc monitoring equipment

for RED and BLACK lines.

s

7.2 Administraiive ielephones. The treatment dmxmstraiiv

4.4.7 a
other portions of this handbook (see 4.8). This paragraph phasnz es
Fi

em
one cable is installed in completelv separate distribu
ot

D
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lines or shared lines are used within the LEA, such lines will no
LEA. Third, all telephonc lines may rcquire filters or isolators. See appendix D for treatment of
special features.

4.4.7.3 Fiber oplics. Many facilities arc using FOC to interface equipment. Because FOC does not
use an electrical medium, u is relatively immune to the effects of EMI/RFL. Further, itsr

characteristics are negligible. Therefore, it is ideal for signals egressing an LEA and for intercon-
necting LEAs separated by a UAA. However, the designer and installer must provide physical
protec 11 n and security to the cable. The designer must also include EMP protection at facility
penetrations such as wav ndes heyond- cutoff for FOC that penetrates the famht\ entrance plate
or other EMP barner The designer must also be aware that FOC is susceptible to fogging during an

EMP and must be protected.
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4.5 General guidance for the use of filiers and isolators. The function of filiers and isolators
is similar to that of shields — the attenuation of unde rab'e signals which attempt to pass through

to conducted signa
d signal to block signals by shuntmg to a return path, thus reflecting the
unwanted sxxznals back to the source. lsolator= attempt to present an open circuit to unwanted
s:gnals. Engmeermg considerations for the use of filters and isolators are somcwhat dissimilar
because of the differing mechanisms used to perforin these functions. Because a filter operates by
shunting the interfering or compromising energy to a return path and reﬂectmg it back to the
source, the path pronded to the return must (a) be able to carry theamount of current wm(‘n may
be delivered, and (b) present minimai im 1pe dance o grou‘nd tot
L n

i afintacac Wham a filtar 1o

cies of interest. When a filter is used at t

es through a cl»n 1d tha

passes through a shield, the
desired effect is accomplished by directly bonding t h flter return (usually its chassis) to the
shield. Isolators, conversely, shunt no current, but must be able to withstand whatever voltage
may develop across the internal open circuit. Isolators connected to lines which may carry
lightning or EMP transients will be subjected to considerable stress (sce 4.6). In general, the
external barrier of a facility should use filters (preceded by surge arrestors) in preference 1o
isolators, because of the difficulty of preventing arcing when a large incoming voltage transient
encounters an open circuit. Figures 9,10, 11, 12, and 13 provide general information on filter
function.

a
ll(lJ

4.6 General guidance for grounding. bonding, and shielding (GBS). Control of compromis-
ing emanations. EMP/HEMP protection, and RED/BLACK isolation depends fundamentally on
proper GBS, MIL-HDBK-419 provides a detailed discussion of GBS theory and practice. MIL-STD-
188-121 mandates the requirements for long-haul and tuctical communications facilities. The
latest version of these publications should be referred to for amplification of the principles
:aderlying the following discussions.
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an etlechve groundmg system For signals, ground is m e'ljv‘ an agreed-upon p“i ,

signal voltages may be referenced. It is not ueces%ary, inay not be desirable, norin

possible, to cause s:g".a‘. return currents to flow through the earth. The equipotential gr

or ground bus providing the signal groun refﬂrence, howevr:.r is returned to the carth elec tr

d referen
EESS). This is done to provide a dum
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ode

( r induced high currents. Other sources of
current are at some potential relative to earth, and these currents must be provided a low
impedance path to the earth. Examples include lightning, EMP, and power system fault currents.

4.6.2 Bonding. Bonding means connecting two conductors in such a way that the impedance
through the connection is not appreciably greater than the impedance in the conductors them-
. selves. Welding is the preferred bonding method. Soldering is acceptable where the bond will not
carry fault protection for ac power, lightning, or EMP/HEMP currents. Pressure bonds such as
split bolts can be used with proper care, but are not recommended. Bolts require constant checking

for tightness.




4.6.3.1 Facility shieids. When a facility shield is required. it should be dcsxgncd and instailed
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1.6.3.2 Cable shields. All cables in a facility (signal and power, RED and BLACK) should have at
least an overall nonferrous circumferential shield. In addition, ferrous shielding should be used for
high-level signals, or where indicated by TEMPEST tests. All cable shields shall be closed at both
ends by bonding the shield circumference to the equipment enclosure (case, rack, etc.). A
circumferential bond through a connector is achieved by using a connector which has a conductive
shell that makes 360- degree contact with both the shicid and with the mating connector. The
requxremem for an overall shield may be satisfied by complete enclosure within conduits, duets,
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4.7 General guidance on physical security. The purpose of physical security is to make access

(]
to a facility so difficult that a potentlal lmrudcr will be (a) thwarled in attempting penetration, or
(b) apprehended should the attempted penetration be successtul.

4.7.1 Scope. It is not economical]y possibie nor theoretically necessary, for every facility that
processes i sified information to acnleve the same degree pnvsu,dl prolechun How much
. N - R £

479 ﬂb}gcgi ves of physical gecurity, Physical security programs are designed to prevent

unauthonzed access to classified facilitics, equipment, matenal ‘and documems. and to protect
against espionage, sabotage, and theft. Physical security provides protection against human
mtclhgencc (HUMINT) and 1mages mtelhgence (IMINT). By protecting vital communications
dnd sumlar cquxpment physical security also provides protection against some aspects of signals
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4.7.3 Facility security. Security of a facility begins by establishing a CAA within the facility in

order to control access to clas%xf:ed mformdtlon Flgurec 14 and lb are representations of this
Concept.

4.7.4 Audio security. Audio security is implemented to suppress the possibility of classified
conversations 'being imercepted hy clandestine means. Sound cover systems, special treatment of
administrative Iezepnones and acoustic suppression techniques within buildings are the principle

e nf aiidia canioite,
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4.7.5 Intrusion detection. Intrusion detection systems (IDS) use sensors to monitor specific
conditions within a CS and to alert security personnel when an undesirable condition exists.
Guidance for such systems is defined by service/agency directives. The design may, in some cases,

he incorporated into the facilitv cable design and may require protection as defined in this
handbook.

echnical security. Ducting, wire ways, or race ways in a facility may require protection to
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mundated, such as a PDS
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4.8 Administrative telephones. The administrative telephone system in a facility must he
installed so that signals emanating from RED processors cannot couple onto egressing lines, and
classified conversations cannot be monitored during on-hook conditions. The design and installa-
tion must assure total separation of telephone signal lines from all other signal lines. Disconnect
devices, noninductive ringers, and speech suppression techniques should be used to prevent the
telephone from being used as a fortuitous, surreptitious probe into the LEA.
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5. DETAILED GUIDANCE
5.1 RED/BLACK system design. RED/BLACK system design begins with definition of areas,
barriers, risks, and system functions. Paragraphs 5.1.1 through 5.1.2.5 define such issues. The
designer should consult with the cognizant security authority and the cognizant TEMPEST
authority during this phase of the design to ensure compliance with current directives.

5.1.1 Physical and elcctromagnetic (EM) barriers. The central requirement for a RED/

DI ACK awentnenm d an 1 + H il
BLACK system design is the security of the information processed and of the facility assets, both

personnel and equipment. Achieving this security requires that barriers of an appropriate design
be erected to prevent the escape of information, injury to personnel, and damage or destruction to
the equipment or facility. These barriers are of two types: physical and electromagnetic.

5.1.1.1 Physical barriers. The facility must have at least one physical barrier at the perimeter. It
may require internal physical barriers to limit access within the limited exclusion areas (LEAs)
(see 5.7). Physical barriers must be designed to serve three purposes. First, protect the facility
assets from physical harm. Second, prevent covert physical access to any classified information
contained within the facility. Third, ensure that the EM barriers are not compromised (i.e., that
the earth electrodes in the grounding system are not degraded or tapped, or that pickup devices are
not introduced within the volume protected by the EM barrier).

5.1.1.2 EM barriers.

5.1.1.2.1 EM barrier functions. Within a RED/BLACK facility, EM barriers exist to contain or
exclude two EM hazards. The barriers must contain any compromising emanations produced by
the information processmg equipment, and exclude any external EM dxsturbances, whether
J,. { TMD /UL‘KH'D\ M hoeriars d

eg As1Yas / FhLaivad L4ivl paliivieo
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handbook will serve these functions because thesc funct:ons are interrelated.

5.1.1.2.2 EM barrier components. The EM barrier of a facility consists of a perimeter barrier and
several internal barriers. The barriers cxist to isolate RED power and signals from BLACK power
and signals, and to reduce the ambient level of EM transients and noise to a level tolerable within
equipment.

5.1.1.2.3 Perimeter EM barrier. A perimeter EM barrier is made up of the following
components:

a. Facility entrance plate.
b. Power entry.
c. Utility entrance.

d. Signal entry.

4
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f. Earth electrode subsystem.
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5.1.1.2.3.1 Facility entrance plate. All facilities designed using this handbook should use a
facility entrance plate, whether or not a facility shield is installed. All conductors entering the
facility shall pass through this piate. This plate is connected via a low impedance path to the low
lmpedancc earth elevtrode subsystem (EESS) Thxs plate provndes an ideal place to dccouple

£ I o fonilies e d oot 5 PR WU S S
Si 1aci y a lu P(UVIUCS 4 10w HIPUUHHLC

5.1.1.2.3.2 Power entry. The power enters the facility as described in paragraph 5.2. Terminal
protective devices (TPDs), installed on all current-carrying conductors, are installed to provide a
low impedance path for shunted current to earth via the facility entrance plate. This may often be
best accomplished by bonding the ground electrode of the TPD directly to the facility entrance
plate. The TPD must be installed in the power lines as near as possible to the entry plate to
minimize the lead length which may carry hlgh power transients (hghtnmg or EMP) within the
faciiity. Where motor generators (MGs) with nonconductmg shafts are installed, the technical
power is effectively isolated from conductors egressing the facility. An uninterruptible power
supply (L PS) may also provide isolation between the source of power and technical power load, as

arate U/ 1PS serves e'xnb !Qqﬂ ‘ns"x"ohnn nfan

i 25T St U

5.1.1.2.3.3 Utility entrance. All utility pipes (water, fuel, etc.) shall enter the facility through the
facility entrance plate. Metal pipes are circumferentially bonded to the plate. If the facility is
shielded, plastic pipes should pass through the plate via a waveguide-bevond-cutoff which is
circumferentially bonded to the plate. (A waveguide-beyond-cutoff is a metallic pipe which hasa
length that is five times its diameter.) Any large ducts, such as air ducts, which enter the facility are

grounded at the entry pomt and have wavegmde -beyond- cutoff honevcomb mstalled across the
tenen o F . . [ . N
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1.2.3.4 Signal entry. All signal cables, whether used for data, timing, control, telephone, or
any other purpose, enter the facility through the facility entrance plate. All cables should be
shielded within the facility. The shields of all cables passing through the facility entrance plate
shall be circumferentially bonded to the plate. (Shielded connectors are permissible where the
mating surfaces make a 360-degree contact and the connector mounted on the plate is circumferen-
tially bonded to the plate.) The signal conductors passing through the plate are either filtered or
isolated, and protected by surge arrestors and other protective devices. it is important that the
shunting conductor of the filiers and surge arrestors have a low impedance path to the eniry plate.

5.1.1.2.3.5 Facility ground system. The facility ground system serves to attenuate both inter-
nally generated emanations and external disturbances, but not to the extent that would be achieved
by shielding the facility. The ground resistance should not exceed 10 ohms. (Design objective,

MII.-STD-188-124.)

5.1.1.2.3.6 Earth clectrode subsystem (EESS). The EESS provides an essential part of the low
impedance path to earth for shunting earth referenced disturbances such as power-line faults,
hightning, and EMP/HEMP. It typicaily consists of a ring ground around the facility. augmented
bv an array of varying length rods that are driven near the facility entrance plate to provide low
impedance to earth.
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o 2 n . . M, - s
5.1.1.2.4 Iniernal RED/BLACK EM barrier. Th t 1EM L b

BLACK equipment consists of several components:

ac and natch ha ave,
©5, ailu paiva vajy

b. Shielding of all signal cables.

c. Encrypting or filtering all signa
shields must be grounded to
convenient point.

5.1.1.2.5 Internal EM environmental barrier. The ambient EM environment in most informa-
tion processing facilities contains transients of sufficient magnitude to disrupt the functioning of
the processing equipment if allowed to couple into the internal circuitry of the equipment.
Consequently, equipment is manufactured to provide some attenuation to such transients, mostly
at the point where external power enters the equipment. This built-in protection is enhanced and
expanded to provide a full barrier by providing a closed shield for the equipment that is properly
bonded to the equipotential ground plane. The closed shield consists of the equipment case,

metallic power distribution facilities, and the required signal cable shield, all of which must be
circumferentially bonded together.

5.1.2 Facility design and layout. A sample layout of a medium-to-large facility is shown in figure
16. Several principles to be used in laying out any facility are summarized below.

5.1.2.1 Facility entry plate. Only one facility entry plate may be installed. If more than one were
installed, tremendous currents would flow between them during a lightning strike or EMP,
reducing the effectiveness of the facility EM barrier. Therefore, the mechanical room should be
located adjacent to the EM vault, as shown in figure 16. These rooms should be located at that
portion of the building which is nearest to a good site for the array of ground rods which must he
driven into the earth to adequately ground the entry plate.

5.1.2.2 Power conditioning room. This room contains the UPS or MG sets, batteries for the
UPS (one or more solid state online UPS), and the switchgear, and therefore should be adjacent to
the EM vault.

5.1.2.3 Main distribution frame (MDF). The MDF is the point of entry for signal cables into the
technical area. The MDF should be located as near as is practical to the EM vault.

5.1.2.4 Equipment areas. Based on connectivity considerations, BLACK equipment is grouped
together near the MDF, RED equipment is grouped together some distance away (as dictated by
separation requirements), and crypto-equipment is located between the two. In many installations,
there may be more than one RED equipment area (REA). BLACK cquipment area (BEA). or
crvpto-area. The lavout should group related equipment to minimize cable length and therefore
reduce the probability of emanations and pickup of interference.

w
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5.1.2.5 Equipotential ground plane. To function properly the equipotential ground plane must
extend under or above all RED and BLACK equipment, distribution frames (DFs), etc. It will also
be connected at regular intervals to the EESS and at every convenient point to metallic structural
members of the building. The facility design should include specifications for where and how the
plane will be installed and connected to the earth electrodes and facility structure. (See

MIL-HDBK-419.)

5.2 Power distribution. The power distribution system must accomplish two objectives. First, it
must provide quality power, free of abnormalities which could cause loss of synchronization,
discontinuity of switching functions, or physical damage to the system. (See MIL-HDBK-411.)
Second, it must be designed to provide electrical protection of classified information. and the
equipment processing that information from EMP, electromagnetic interference (EMI)/radio
frequency interference (RF1), and TEMPEST hazards, as required. The design and installation of
the power system involves two components — the power source and the facility ioad. The design
requires judicious selection of the primary and auxiliary power sources, UPS or other power
conditioning equipment, secondary substations, protective measures, and the distribution system
in order to attain the maximum overall system performance with the most cost cffecuve design.
The designer is cautioned to check local elecirical codes when engineering {: 5
locations.

5.2.1 Source. The ideal situation is to have the prime power source for the facility located totally
w:!..m the controlled ¢ space (CS). This would imply a power generation station located within the

CS. Since this situation apphes only tu a few faulmes other cp!icns must be explored Guidance
for power source installation is contained in MIL-HDBK-411

5.2.1.1 Self-generated power. The objective of sclf-generation is to provide isolated power which
is distributed only to the facility and is not shared with other activities (see figure 17). This
isolation can be realized using MG and no-hreak generator sets. An MG consists of an ac or dc motor
driving a generator. If the drive shaft connecting the motor to the generator consists of noncon-
ductive sections, the MG not only provides clean isolated power, but may satisfy EMP/TEMPEST
isolation requirements (see figure 18). A no-break generator setis similar toan MG in thatanacor
dc motor normally drives the generator. The generator includes an inertia wheel connected to a
diesel engine. When prime power is lost, the inertia wheel keeps the generator supplying power
while the engine is started and brought up 1o operating speed.

5.2.1.2 Uninterruptible power. Many facilities in recent years have used an UPS. These UPS
are intended to provide stable, clean power for the mission. Any UPS system must be evaluated

to determine the extent of isolation between the power line and the service loop. Where an UPS is
uenA anl senarate pEn an(‘ p' AFY fnnr‘c arse rpnlnrn:‘ senarate [qu m.'n. be rnnmdprm‘] (GPP

dTu, iU STpa GS are ToQuiltq, stparatt LI o idy 20 LU0ttt
figures 19a d 0). Some UPS include a bypass mode which connects the load to the mcommglme
in case of UPS failure. This feature cannot be emploved when the UPS feeds RED equipment.

5.2.1.2 Base power. In most instances. the facilitv will be provided with commercial or base
power. Either source requires the most stringent controls to ensure isolation and prevent distribu-

tion of compromising emanations by power-line conductions (PLCs). Three configurations of the
source may be encountered (see 5.2.1.3.1,5.2.1.3.2, and 5.2.1.3.3).
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5.2.1.3.1 Dedicated service. A large facility would most likely he served by a dedicated feeder
transformer. This may be a delta-wye configuration providing three phase leads and a neutral
conductor grounded at the transformer or first service disconnect. A fifth wire is included as the
fault protection subsystem (FPSS) (see figure 21) to provide areturn path for fault currents. Some
isolation may be available through the transformer. Fxhermg may be required if testing indicates

insufficient suppression of PLC. Care must be taken during installation and design to assure the
loads are balanced across the phases to reduce neutral currents.

5.2.1.3.2 Pole power. A smaller facility may be served by a single phase pole transformer. In such

cases, two energized leads, a neutral conductor, and an FPSS conductor are provxded (sec hgurc
22). As in the large facility, testing must be conducted to determine the extent of PLC and the
preventive measures required This appiication is served well by an MG which isolates the |
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N s bLo_a . ____ aL . __ PR
from the source. Such MGs should use a dieleciric shaft between the motor an
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5.2.1.3.3 Shared

ower. A smaller facility may be served from the source for the entire building in
which it islocated. In such cases, mgmflcant problems arise in controlling PLC and accounting for
the distribution of power. Filtering is indicated if RED power is required. An MG is also appropriate
if RED power is needed.

=

5.2.2 Power systems. Two power systems are usually established within each facility — non-
technical power and technical power (see figure 2).

echnical power. Nontechnical power is estabiish provide heating, lighting,
ventilation, and other services that are not required for full continuity of operation Nontechmcal

equipment c vclmz Motor drwen fans blowers and pumps are inherent surge sources. No specxal
treatment is normall} required, except that distribution should be in conduit or armored cable with
the conduit or armor grounded. Nontechnical power is provided separately from technical power.
Additionally, the distribution should be detigned so that nontechnical power cannot be used to
power the technical equipment. The need to filter utility power should be determined on a
case-by-case basis. The designer or installer may have no control over the way nontechnical power
may have been installed in the facility. In such cases, the design and installation of the remainder
of the facility require that more stringent controls be established.

5.2.2.3 Distribution. Distribution of power should be in metallic duct, wire way, or conduit.
Flexible conduit may be used for short runs from wire ways or junction boxes to equipment
(""short’ means no longer than necessary for vibration or minor placement adjustment). Care
must be exercised to ensure the electrical integritv and conductivity between the wire way/junc-

tion box and equipment case. because flexible conduit often uses plastic or nonconducting
bushings in fittings that jeopardize continuity. Where RED and BLACK power are established,
each shall be distributed separately. Power is not run in ducts with any other cable. Nontechnical
and technical power should be distributed in separate ducts/conduits (see 4.2.2.1 and 4.2.2.2).
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5.2.3 Power panels. Power panels require no special installation other than placement. Panels
should, if possible, be locaied within the vicinity of ihe equipment being served. If RED power is
established, separate panels are provided for RED and BLACK distribution. Nontechnical power
will not be mixed with technical power. Panels should be marked with appropriate use labels.

5.2.4 Terminations. Equipment terminations should be consistent with equipment design. If the
equipment uses conventional ac plugs, plug boxes or plugmolds should be located within the
enclosure or rack. In all cases, the runs from the power panels to the equipment shall be three
continuous wires run in a single run (for single phase use). In no case will the phase, neutral, or
ground conductors be run in separate conduits or ducts to equipment.

5.2.5 Grounding. Grounding of power is in accordance with MIL-HDBK-419, MIL1.-5TD-188-124,
and the Nationa!l Electrical Code (NEC). Specifically, the neutral conductor will be grounded to
earth at the service transformer or first service disconnect. The grounding point should be, in
order of p[gggdgggg (a) a nmwan_ of earth driven rods formlnz the facxhtv EESS, (b) structural

and desxgner are cautioned to be aware of groundmg problems in some commercnal equipment.
MIL-STD-188-124 states, ""The ac neutral shall be insulated from the equipment chassis and case.”
Many items of commercial equipment and older Government equipment use the chassis for a
neutral reference. In such cases, it is not possible to isolate the neutral and FPSS wire. The design
engineer should group all such equipment on a single power panel. This technique is meant to
reduce the safety hazard associated with tying these lines together. Grounding techniques are aiso
discussed in FIPS PUB 94, along with suggested solutions for digital systems.

NOTE. 1. Filter cases bonded to
FPSS

QA
R 2. This configuration assumes
ehad unfiltered non—tempesf
o _ _ vod nraraceinn an ant
SERVICE ac red processing eguipment
DISCONNECT BLACK POWER
N
FPSS _
FILTER
FILTER
FILTER —— RED POWER
FILTER
CTICTIDLE 92 DLEN/RF ACK sasbninal naccae
I1OVOUIUL &L W7/ B2 LTudlnival nrwe




5.2.6 Filters. The source of power and the type of equipment used will define what filtering. if any,
is required. Practices in the past include f i!.cring of all technical power. If all BLACK runs have
been properly vy installed, and the conduits are properly grounded and adequately separated from

RED runs, the need for such filtering is chmmated or greatly reduced. The desngner should

engineer the power installation so that if additional filtering is indicated by instrumented tests, a

retrofit can be accomplished with minimal effort. Designers are cautioned that filtering power lines

to equipment containing filters must be avoided. Filters in series effectively operate as a single

composite filter with entlrely different characteristics, which may present other problems or may

fail to opcrate as required (see hgure 24 and 5.5). If the source of power is totauy contained in the
8

CS, power nnermg may not be needed. If MG
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vity. A n the type of equipment supporting the mission
dictates the need fo fltermz ldeallv. each uipment processing RED mformanon would be
filtered. In such cases, no additional flhenng should be requxred and the technical power would be
considered BLACK power. Such filtering is preferred because the filter then matches the equip-
ment. All TEMPEST approved equipment meet the criteria. Filters are included in the design of
some commercial equipment These ﬁhcrs however probabiy wii] not conform to the attenuation

indicated when RED processing equipment does not include filiers, or contains fi lters which do not
conform to standards. Such nonconforming {ilters should be removed. Bulk filtering involves
_installing filters of appropriate size on the feeder lines to a power panel. The filters should be
located at the point of entrance to the LEA. Power on the load side of the filter is considered RED
power

POWER SOURCE: 120 VAC, 60 HZ 25A LOAD

EQUIPMENT: 120 VAC, 60 HZ SALOAD

FILTER TYPE: SINGLE STAGE |. NETWORK LOWPASS

DESIGN: IMAGE PARAMETER METHOD

SOURCE FILTER (S) EQUIPMENT FILTER (E)

1 _ R — 1
Le = R Cs = — Le = Py Ce = —f D
mfc wicR wic TicR

. _ _ 480 - = ] L= 0'n Cs = 1 i

27 T#(60 Hz) (60 Hz)4.80) * (60 Hz) ' (60 Hz)2.4 -+ 10°01)
Ls = 2.54 - 10°h Co=i.i-i07%d Ls = i.27h Ce = 2.21-107°d
EQUIVALENT FILTER

ty = L+ Lg = 25107 + 1.27h = 1.2

C;r = Cs+ Ce = 11-107°Md +22-107d = 112-107°(d

Fe; = ! = ! = RHr

— -
™ VLCr ™ V/(1.29h)(1.12 - 107°fd)
FIGURE 24. Consequences of double filtering.
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5.3 RED equipment installation. The goal of any RED equipment installation is to create
physical, electrical, and EM barriers around equipment that processes classified information to
prevent that mformahon from being exploited by hosule mtelhgcnce service activities. The design
begins by establishing an REA within the LEA. The space is established to contain the RED
processing equipment and related support functions with barriers to exclude all other functions.
The ideal situation is to establish the REA adjacent to the BEA such that the LEA is contiguous (see
figure 1). This may not be possibie for some facilities (see figurc 25) In some instances, the
cognizani security agency and cognizant TEMPEST ‘agency should assess the facility for the

A an sha cncemandiva arana Qan mamacwnnk €87 2 o cne.lon
PlUlellVC HITAa>ul Td xcquu cu lU llllCll (1 94 tllb’ ILBPCbUVb arcas. SC palagiapin v.i.0 101 u,quuc

ments of a protected distribution system (PDS).

—_

5.3.1 Contiguous LEA. Figure 26 depicts a typical small facility in which an REA has been
established by segregating all RED equipment away from all BLACK equipment. Where TEMPEST
approved equipment is used, or the equipment radiation TEMPEST zone (ERTZ) is known, such
designs rely upon the use of separation tables or the ERTZ data 10 size the REA. Figure 1 depictsa
typical large facility. In this case, separate but adjacent rooms compose the LEA with each area
physically separaied.

5.3.2 Equipment separation. The separation of equipment in the LEA is dependent upon the
class of equipment, e.g., TEMPEST approved, nonTEMPEST, low-level or high-level signaling.

Figure 27 deplcts a smgle line secure teletypewnter system using TEMPEST approved equipment.

The equipment layout keeps dissimilar equipment separated by at least 2 inches (50 mm). Signal

and power runs associated with this installation are also separated by 2 inches (50 mm). Qhould the
RED and RLACK c!gngl: croce at O.degree nnnlnc the cenaration mav be reduced to 1 inch (25

A-ECe e an S a2y 20 IoUulCLe - aCl

r\r P N

mm) All equnpmem shouid be localed atieast 3 {eet (0.9 m} irom the waiis to aid in visuai technicai
llleCLlIUll l lgun: .l WlLIIL i
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as minimuin cable bending radius plus size of interconnecting ducts and conduits. An additional
requirement is separation of long parallel RED and BLACK duct runs. Where these runs exceed
100 feet (30 m), separation should be increased to 6 inches (150 mm) over the length of the run.
Figure 28 depicts a small single-line teletypewriter facility using nonTEMPEST, high-level equip-
ment. In this type of installation, the communications security (COMSEC) equipment establishes
a bench mark for equipmem separation. All RED equipment inclu ding patching and distribution

ﬁf\llr‘l"‘ﬁ 1 FRNFEN

frames, are separated irom the COMSEC by at ieast 3 feet (0.9 m). All BLACK equipment is aiso
nnnnnn ad o L MNMCE O L 2 Cone INQ cn) bl i o mmenaline LA Lona (Y O ) bseiinan
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ED and BLACK cquipment. Scparation of signal and ductsand conduitsisas with low-level

t nower

t nd power
TEMPEST equipment. See tables I and II for specific separation requirements.
5.3.3 Special considerations. Some systems are procured under restriction to use commercially
available nondevelopmental items (NDls) . When such a situation occurs, the engineer should
design to the separation requirements of high-level systems, unless a known equipment profile
exists. Consult the cognizant TEMPEST authority.

292 Y Va0l a all o Lt L R AT _ oAbl TA DC 920 _a. A1 o . L
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1 -
device is demonstrated to operate at levels defined in MIL.-STD-188-114, high-level installation is
indicated. If the device can comply with MIL-STD-188-111. the shorter separations may be
passible (table 1), This should be (unﬁrmed by instrumented TEMPEST tests by the cognizant

1 EMPEST agency. (See NACSIM 5201.)
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TABLE 1. Separation requirements — TEMPEST/low level.
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sired of physical safeguards aganst inadvertent crosspatch are not provided.

* Additonal separation greater than the patch cord length is re

09 m

’

= 50 mm
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25 mm
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MIL-HDBK-232A

5.3.3.2 Electromagnetic interference (EMI)/electromagnetic compatibility (EMC). Any
installation design should include an EMC analysis as part of the design process. Certain commer-
cial items must comply with Federal Communications Commission Regulations, Part 15, Subpart
J, for EMI. This should be taken into consideration when conducting the EMC analvsis to
determine what benefits this requirement may have in reducing the threat of exploitation of the
system.

5.3.3.3 Interface among RED equipment. MIL-STD-188-114 defines interface requircments
for equipment in a low-level environment. The standard recognizes, however, that interfaces
among eqmpment in the RED area that constitute a system may not be required to comply. In these
cases, the engineer must consider the technology used in the interface. Other than E1A-RS-232C
interfaces (see 5.3.3.1), interfaces having signal levels below 6 volts pose a low risk, while those
above 6 volts should be afforded extra safeguards, such as individually shielded pair cable and
metallic race way or conduit. Such measures should be taken, as indicated by instrumented

TEMPEST tests and analysis.

5.3.3.4 Low-risk technology. Some equipment may use laser and xerography technologies to
produce copies of classified information. That portion of the device is inherently low risk due to
the nonexistence of emanations. The risk area is the electronics driving such equipment. If the
electronics uses technology at levels of 6 volts or less, a low risk may be achieved. (Consult

NACSIM 5100.)

5.3.3.5 Converted equipment. Equipment exists in the Department of Defense (DoD) inventory
that was procured with high-level components and subsequenlly retrofitted for low-level opera-
tion. If such equipment is used in a system, the designer is cautioned that some of this equipment
was only partially converted. Converters were installed in the signal lines, but no change was made
to the internal electronics. If converted equipment is used, it should be separated as if it were a
high-level device, unless it is known that all electrical components were properly converted.

5.3.3.6 Video devices. Equipment using cathode ray tube displays present a source of frce space
emanations. Such devices may require shieldingaround the display, particularly across the face of
the display. Shielding glass and metallic housings are commercially available to accomplish this
containment of emanations. '

5.3.3.7 Magnetic disk memories. A common commercial installation practice in systems with
magnetic disk memories is to remove the cabinet sides of a group of units and bolt the chassis
together as a single unit. This practice should be avoided as the arrangement negates the shielding
effectiveness of the cabinet. Each unit should be installed as a stand alone with separate grounding

and bonding.

5.3.3.8 BLACK equipment installed in RED areas. Certain operations require installation of
BLACK equipment in RED areas, such as emergency action consoles in Command and Control
facilities. In such cases. the BLACK equipment will be separated from RED equipment by 3 fect
(0.9 m) if the BLACK equipment islow level or 6 feet (1.8 m) if highlevel. However, BLACK voice
equipment will require 6 feet (1.8 m) separation regardless of the level. (See 5.8 for other
telephone requirements.) (See tables I and I1.)
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5.3.4.1 Secure telephone switches. Secure telephone switches such as AUTOSEVOCOM are
used to provide switching capability for secure voice terminals and to provide interface capability
between various types of equipment. Physical security precautions should be commensurate with
those for other REAs and adequate for the level of classification of calls processed by the switch. As
a minimum, the area should be designed as an REA. When a secure voice switch is collocated with
secure or nonsecure data systems, it is recommended that the switch be installed in an area which is
remoted from the other system(s). All signal and control lines should utilize cable which uses an
overall nonferrous shield with the shield cnrcumferenuallv grounded at both ends. All wire lines, to
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f the servicing power panel. Separale grounds should be run fo all
es of equipment with the conductors being continuously run, i.e., not spliced. RED and
BLACK equipment should be separated in accordance with table 1.

5.3.4.2 RED voice systems. A RED voice system is an unencrypted voice network with physical
protection and distribution such that it may be used for classified communicalions RED voice

When this l_vpe of system exists, all cables should have a nonierrous overali shieid. All cables, to

include signal control, and power, should be installed in ferrous conduit. No unencrypted
Loz aaniies

A J— PSR — o= m PP
lepnone Imes snoula penetratc Ine LEA Dparrier. Lines wnicn must connect to otner secure
R DU TPy S U Al linn o e o rnanNna P 0o aag re unire cwito Ar nthar
teiepnone sysiems Or the dial central office should be connected (o a secure voice switch or other
encrvption device prior to the point of egress of the LEA

5.3.4.3 Secure voice terminals. Approved secure voice terminals, such asa TSEC/KY-3, may be
installed in or external to LEAs. When installed in an LEA, where other communications
equipment is used, all cables should be installed in ferrous conduit. The terminal should be
separated from other electronic devices in accordance with table I. Only those telephone instru-
ments and cables designed for the specific system should be used. If the telephone instrument is
remoted from the terminal, the interconnecting cable should be installed in ferrous conduit.
Terminals that are installed external to an LEA should be installed a minimum of 6 feet (1.8 m)
from other electronic equipment. Conduit for wire lines is not required if other electronic devices
are not used in the same general area. Grounding may be provided by structural steel.
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0.4 Signal distripution. 1ne onjective of sign | distribution is to take a Sig 1al from one point to
another in such a manner that the signal is not interfered with, does not cause interference, and is
not misrouted. The designer and installer must consider

a. What tvpe of signal is being distributed.

b. What type of cable best supports that signal.
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c. What special treatment is required for that signal.
d. What effects can degrade that signal.
e. What effects can that signal cause.

5.4.1 Treatment of signal types.

5.4.1.1 Analog signals. Analog signals in a facility can be grouped in six categories. (Including
quasi-anaiog signaling as defined in FED-STD-1037.)

a. Quasi-analog signals supporting wire-line modems.

b. Analog signals originating in radios.

o

Analog signals in administrative telephone systems.

d. Quasi-analog signals in secure voice systems.

o

. Quasi-analog signals supporting video systems.

f. Quasi-analog signals associated with broadband local area networks (LANs).

Wire-line modems. Quasi-analog signals from wire-linc modems are the most common
I tered in a facility. The distribution of thece cignals, which are typically
- least complex. Typical routing is from the modem to an analog frame and patch ba) ,
to a DF, to the facility entrance plate. Cabling between units typically uses twisted pairs and may
have each pair shielded. All cables should be filtered at the facility entrance plate. All cabling
should be contained in metallic wire ways, ducts, or conduits. Where analog signals are RED,

separate distribution and patching facilities are required in addition 1o physical security measures.

5.4.1.1.2 Radio. Radio transmitters should not be located within the LEA. However, in specialized
facilities, the exclusion of radios may not be operationally possible. Such radios may be used for
voice or data transmission. Treatment of signal distribution for radios begins with proper separa-
tion of the radio from all other equipment. In applications involving voice communications in
Command and Control facilities, it is assumed that microphones or radio telephone handsets will
be located in an operations area which may be an REA. In such cases, the cables must be distributed
from the radio rack to the REA in dedicated conduit, with separation similar to that for administra-
tive telephones. The cables should also be filtered at the REA. Microphones and handseis should be
equipped with push-to-talk, push-to-listen switches. In applications involving data communica-
tions, it is assumed that the circuit will be secure, and the input to the radio is digital and probably
encrypted. In such cases, the input distribution is the same as any digital circuit. The output of the

regard} n LEA is treated 1o nrevent RFI/EMI. At the entrance nlate, the

1. .
raqaio, regare its usc in an LKA, is treated to prey nri/Liil. At the enfrance piate,
a

cable should be filtered with a bandpass filter appropriate for the frequency of the radio.

ace n
1IeSS ¢

5.4.1.1.3 Administrative telephones. Administrative telephone signal distribution in an LEA is
separate from all other distribution. All cables enter at the facility entrance plate where filtering
and EMP treatment is applied. This applies to telephone for voice communications only. not

£
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communications w €4 as anaiog 1ines. rrom tne iacuity entrance piaie, au caoies are
run in conduit to the areas where theend instruments are located. The conduit should be extended
to the desk, rack, or table on which the instrument is located. Overall shielded cable should be
used. For other requirements see paragraph 5.8

5.4.1.1.4 Secure voice. Analog extensions of secure voice systems should be run in separate
conduit from the security equipment to the end instrument. Cables should be shielded. Analog
runs on the BLACK side of the security equipment should be as described in paragraph 5.4.1.1.1.

5.4.1.1.5 Video. Vidco systems in an LEA display the most diverse conditions requiring trcatment.
Two categories of video equipment are discussed here — video display units (VDUs) used as
terminal devices and televisions as part of briefing and display systems. Video equipment, used as
terminal devices in the generic sense. are directly connected to the terminal device controllier and
require no installation criteria. Some units, however, will use an rf modulator in the controlier for
interfacing to the display unit. Such connection would be made with coaxial cable, with the VDU in

the immediate vicinity of the controller. In some cases, the VDU/keyboard is remoted from the
controller. The video cable should be run in conduit. If conduit cannot be used, triaxial cable
should be used instead of coaxial cable. Specialized facilities may use a closed circuit television
system for briefing and display schemes. This system would be interconnected with coaxial cable or
fiber optic schemes. Distribution is in dedicated conduit due to the high frequencies involved.
Triaxial cable should be considered for additional shielding. Because of the inherent radiation of
the rf stage in most TVs, the system should operate at bascband instead of broadband, with external

channel switching. If baseband cannot be used, then the use of triaxial cable or a fiber optic scheme
is indicated.
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casy reconfiguration. In a secure environment, thm feature 1s lost since the cable should be runin
conduit for _physxcal security, with pull boxes installed at the points required for taps. Where

pussible, fiber optics should be used instead of metallic schemes.

5.4.1.2 Digital signals. Digital signals are found between processing equipment in a facility.
These signals may be interfaced in either a balanced or unbalanced mode. Balanced interfaces are
always distributed with twisted pair, while unbalanced interfaces, by equipment design, may be
distributed with single wire or twisted pair.
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ferential between the two lines to determine signal state. Of concern for the designer and
| pai hatching {.m"'mm DFs should not he wired for

airs. Likewise, natching facilities also should
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