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Company and Product Terminology Used in This Manual



General Dynamics purchased the Lucent Technologies Secure Communications Systems business on October 1, 1997.  Lucent Technologies was the divested company created from AT&T’s former systems and technologies business.  General Dynamics is now the producer and marketer of the SCS Model 1100/1150.  In this edition of the SCS Model 1100/1150 User’s Manual, General Dynamics replaces AT&T and/or Lucent Technologies in all references to the company, but the SCS 1100/1150 devices may still be referred to as “AT&T Secure Voice/Data Terminal” , “AT&T Model 11nn”, or “Lucent Surity 11nn”  since they may still carry the AT&T and/or Lucent  markings.  When you have terminals with General Dynamics markings, references in this manual to “AT&T” or “Lucent”  should be taken to include those units carrying the General Dynamics markings.



General Dynamics Advanced Technology Systems

Secure Communications Systems ( PO Box 26002 

Greensboro, NC 27420-6002  USA

Telephone (800)-243-7883 ( (336)-279-3411 ( Fax (336)-279-5746
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	FCC Rules, Part 15





This equipment has been tested and found to comply with the limits for a Class B digital device, pursuant to Part 15 of the Federal Communications Commission (FCC) Rules. These limits are designed to provide reasonable protection against harmful interference in a residential installation. This equipment generates, uses, and can radiate radio frequency energy and, if not installed and used in accordance with the instructions, may cause harmful interference to radio or television reception, which can be determined by turning the equipment Off and On. The user is encouraged to attempt to correct the interference by one or more of the following measures:



Reorient or relocate the receiving antenna.

Increase the separation between the equipment and receiver.

Connect the equipment into an outlet on a circuit different from that to which the receiver is connected.





	NOTICE



For Continental United States (CONUS) installations, this equipment must be used with the shielded power cord provided. Changes or modifications not expressly approved by General Dynamics Advanced Technology Systems could void the user's authority to use the equipment.



For Outside Continental United States (OCONUS) installations, you may need to purchase a new shielded power cord to plug into the power supply that is compatible with the available electrical wall outlet.



Every effort has been made to ensure that the information in this book is complete and accurate at the time of printing.  However, this information is subject to change.



	WARRANTY



General Dynamics Advanced Technology Systems provides a limited warranty for this product.  Refer to Appendix B for more information about this warranty.

�	

IMPORTANT SAFETY INSTRUCTIONS





Always follow these basic safety precautions when using this product to reduce risk of injury from fire or electric shock. 



 1.	Read Chapter 7 prior to installing the SCS 1100/1150. Read and understand all instructions in this manual before using this product.



 2.	Observe all warnings and instructions marked on the product. 



 3.	Unplug this product from wall outlets and telephone jacks before cleaning. Clean exposed parts with a soft, damp cloth. Do not use aerosol cleaners. 



 4.	Do not use the product near water or when you are wet. If the product comes in contact with any liquids, unplug the power and line cords immediately. Do not plug the product back in until it has been dried thoroughly. 



 5.	Install this product securely on a stable surface. Damage may result if the product falls. 



 6.	Install this product in a protected location where no one can step on or trip over power and line cords. To prevent damage or abrasions to these cords, do not place objects on them.



 7.	Use only the correct power source. If you are not sure of the power supply to your location, consult your local power company. The product uses a power supply; use only the power supply provided.



 8.	This device uses a 3-prong plug in continental US locations. Such plugs are designed for your safety. Do not attempt to defeat this purpose. If your wall outlet will not accept the plug, the outlet should be replaced by an electrician. Follow the instructions in the installation chapter for providing the necessary power cord to use this product outside the US. 



Do not allow anything to rest on the power cord. Do not locate this product where the cord will be abused by persons walking on it. Do not overload wall outlets as this can result in the risk of fire or electric shock. Do not staple or otherwise attach the ac power supply cord to building surfaces. 

�10.   If this product does not operate normally, contact the General Dynamics Advanced Technology Systems SCS Customer Service Center at the telephone number listed in the front of this manual. If the product is damaged, refer to the General Dynamics Advanced Technology Systems Limited Warranty in the back of this manual. Do not open the device. Opening the device may expose you to dangerous voltages or other risks and may void the warranty. Repairs must be performed by an authorized repair person. 



11.	Do not use the device in the vicinity of a gas leak. If you suspect a gas leak, report it immediately, but use a telephone away from the area where gas is leaking. 
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CHAPTER 1: INTRODUCTION�tc  \l 1 "CHAPTER 1\: INTRODUCTION"�





1.1 SCS 1100/1150 Overview

�tc  \l 2 "1.1 SCS 1100/1150 Overview"�

�xe "Overview of Terminal"�The SCS 1100/1150 Voice/Data Terminal provides a low-cost way to electronically transmit U.S. Government classified voice and data between two sites. 



The 1100/1150 is a member of the SCS family of products. Its features include: 



Codebook Excited Linear Prediction (CELP) voice algorithm

Secure Access Control System (SACS)

Remote Authentication (RA)

Remote Control using AT Commands

Auto Answer Secure Data

Auto Secure Receive Voice

Clear Voice Disable

Clear and Secure Speakerphone Operation

Clear and Secure Speakerphone Disable

Memory Dialing

Secure Dialing, transmit and receive

The ability to operate over ordinary dial-up telephone lines

The ability to operate in an unattended environment

Multiple Keysets

AUTOVON

HEMP.



The SCS 1100/1150 can transmit classified voice and data to, and receive classified voice and data from, all other U.S. Government-approved STU-IIIs. The SCS 1100/1150 automatically determines the capabilities of the far-end STU-III and establishes a secure link at the highest possible communication rate and security level, based upon the capabilities of the far-end STU-III.



The SCS 1100/1150 supports both Clear and Secure Voice modes. In the Clear Voice mode, the SCS 1100/1150 acts like a conventional telephone. In the Secure Voice mode, it can communicate with other STU-III devices in either Half- or Full-Duplex mode, through a handset or Speakerphone. Secure Voice transmission ordinarily takes place at 4800 bits per second (bps) but automatically shifts to 2400 bps if line conditions are poor, or if the far-end STU-III only supports 2400 bps voice communication. Half-Duplex operation is provided for extremely poor line conditions and is available only at 2400 bps.



In the Secure Data mode the SCS 1100/1150 can communicate with other STU-III devices at 2400 bps, 4800 bps, and 9600 bps in both synchronous and asynchronous data calls. It supports Full-Duplex communication at all of these bps rates, and Half-Duplex synchronous communication at the 2400 bps rate. Asynchronous operation is not available at 2400 bps Half-Duplex.



As a secure data device, the SCS 1100/1150 can operate in both attended and unattended modes, in accordance with national and local security policies. The attended mode requires that an operator be present. In the unattended mode, the SCS 1100/1150 can send and receive data with no operator present. 



1.2 Communication Modes

�tc  \l 2 "1.2 Communication Modes"�

�xe "Communication Modes"�The SCS 1100/1150 terminal supports three communication modes:



Clear (nonsecure) Voice

Secure Voice

Secure Data.



This section provides an overview of these communication modes. Chapter 2 provides more information about the operation of the SCS 1100/1150 in these modes.



1.2.1 Clear Voice Communication

�tc  \l 3 "1.2.1 Clear Voice Communication"�

�xe "Communication Modes\:Clear Voice"�The SCS 1100/1150 operates as a conventional telephone to transmit and receive Clear (nonsecure) Voice communication. The terminal provides voice communication with other STU-III terminals as well as with conventional telephones. Clear Voice communication is often referred to as POTS (Plain Old Telephone Service). A Display message verifies that you are in the Clear Voice or NONSECURE mode.



The Speakerphone option, when enabled, is available for Clear Voice.



1.2.2 Secure Communication

�tc  \l 3 "1.2.2 Secure Communication"�

This section provides an overview of Secure Voice and Secure Data communication.



1.2.2.1 Crypto-Ignition Key (CIK) �tc  \l 4 "1.2.2.1 Crypto-Ignition Key (CIK)"�



�xe "Crypto-Ignition Key (CIK)"�Before secure communication of any kind can take place, the following items must be accomplished:



The COMSEC Custodian must fill the terminal (Chapter 6)

A valid CIK must be inserted into the Keyceptacle on the terminal and rotated 90 degrees clockwise to lock it into the terminal.



The Keyceptacle is located on the right side of the terminal.



1.2.2.2 Secure Voice Communication



�tc  \l 4 "1.2.2.2 Secure Voice Communication"��xe "Communication Modes\:Secure Voice"�You can initiate Secure Voice communication during a Clear Voice call with another STU-III terminal if the SCS 1100/1150 terminal has been filled with cryptographic key material and a valid CIK is inserted and locked. Simply press the Secure Voice Button. The display indicates that Secure Voice is being initiated. The Light Emitting Diode (LED) beside the Secure Voice Button illuminates when call setup is completed and you are in the Secure Voice mode. 



Secure Voice communication ordinarily takes place at 4800 bps. However, the SCS 1100/1150 uses one of three voice algorithms based on the capability of the far-end STU. The algorithms and associated data rates are:



CELP: 4800 bps (government standard)

HDLPC: 4800 bps (General Dynamics voice)

LPC 10 (e): 2400 bps (government standard)

Digital Voice at 2400 bps

Digital Voice at 4800 bps.



The Speakerphone option, when enabled, is available for Secure Voice.



1.2.2.3 Secure Data Communication�tc  \l 4 "1.2.2.3 Secure Data Communication"�



�xe "Communication Modes\: Secure Data"�As with Secure Voice communication, the terminal must be filled and a valid CIK locked into the terminal before Secure Data communication can take place. In addition, Data Terminal Equipment (DTE) must be connected to the terminal's data port. After you have initiated a Clear Voice call, you can also initiate Secure Data with any other STU-III that has an appropriate DTE connected.  Press the Secure Data Button on the front panel of the terminal. The LED beside the Secure Data Button illuminates when the Secure Data mode is established. The Display then indicates that Secure Data mode is in effect. 

You can transmit and receive Secure Data at 9600, 4800, or 2400 bps. The data rate falls back automatically depending on the ability of the far-end STU-III or the presence of bad phone lines. You can toggle between Secure Voice and Secure Data mode once a secure call is established.



1.3 Remote Control

�tc  \l 2 "1.3 Remote Control"�

�xe "Remote Control"�You can control the SCS 1100/1150 manually, from the front panel, or in automated mode using a computer connected to the terminal's data port and the terminal's Remote Control feature. The computer controls the terminal with a series of AT commands. These commands are the same as those used in many communications programs. Remote Control operation is described in Chapter 4.



1.4 Internal Diagnostic Monitoring

�tc  \l 2 "1.4 Internal Diagnostic Monitoring"�

�xe "Internal Diagnostic Monitoring"��xe "Monitoring\:Internal Diagnostics"�The SCS 1100/1150 can determine its own operational status. If it detects an internal problem with its hardware, the SCS 1100/1150:



Prohibits all secure operation

Lights all LEDs except Secure Voice, Secure Data, and Multiline

Notifies you of the problem by displaying the message:

	

Hardware Failure

	<status code>��

NOTE:	The above message may not appear if the problem disables the display software.



When the terminal is in this state, record the status code on the bottom line of the display and contact your General Dynamics Advanced Technology Systems SCS Customer Service Center at the telephone number listed at the front of this manual. DO NOT REMOVE AC POWER UNTIL YOU ARE TOLD TO DO SO. Unplugging the terminal from ac power may erase the status codes used to diagnose the terminal.



1.5 Government Approvals

�tc  \l 2 "1.5 Government Approvals"�

�xe "Approvals\:Government"��xe "Government Approvals"�The SCS 1100/1150 has been approved by the U.S. Government and the Canadian Government for the transmission of classified voice and data over ordinary dial-up telephone lines. You can use it to transmit data at the UNCLASSIFIED, CONFIDENTIAL, SECRET, and TOP SECRET/Sensitive Compartmented Information (SCI) levels.

The SCS 1100/1150 is one of a family of STU-III products. It contains telephone network interface data for many countries and can be used at various sites around the world. If you plan to use the SCS 1100/1150 outside the United States (OCONUS), contact the General Dynamics Advanced Technology Systems SCS Customer Service Center for information on Host Nation approval certifications (if this data is not listed on the label on the bottom of the terminal).



1.6 Security Regulations and Requirements

�tc  \l 2 "1.6 Security Regulations and Requirements"�

�xe "Security\:Regulations and Requirements"�This section describes security regulations and requirements, and SCS 1100/1150 security features.



1.6.1 Communications Security (COMSEC)

�tc  \l 3 "1.6.1 Communications Security (COMSEC)"�

�xe "Communications Security"��xe "Security\:COMSEC"�The COMSEC Custodian at your facility is responsible for filling the SCS 1100/1150 with the correct cryptographic key material, and maintaining adequate records.



Chapter 6 informs the COMSEC Custodian on how to fill the SCS 1100/1150 with key material, how to make CIKs, and how to manage your CIKs and keys. Chapter 6 does not provide local policy information on how to handle the CIKs; contact your COMSEC Custodian or Security Officer for local rules.



1.6.2 Regulations and Requirements

�tc  \l 3 "1.6.2 Regulations and Requirements"�

�xe "Controlled Cryptographic Item (CCI)"��xe "CCI"�You must handle the SCS 1100/1150 in accordance with Government rules and regulations for Controlled Cryptographic Items (CCIs).



1.6.3 Secure Access Control System (SACS)

�tc  \l 3 "1.6.3 Secure Access Control System (SACS)"�

�xe "SACS"�The SACS can automatically perform certain access control checks on every secure call you place or receive with the SCS 1100/1150.  The SACS has three components:



			1.	Limits secure communications to specific STU-IIIs on the access list

			2.	Limits the maximum security level of the far-end STU-III

			3.	Limits the minimum security level of the call.



Chapter 5 describes SACS security regulations.  Chapter 5 also describes how to turn On the SACS and how to obtain the maximum benefit from this important feature.

1.6.4 Disabling Clear Voice

�tc  \l 3 "1.6.4 Disabling Clear Voice"�

You can disable Clear Voice communication using the Clear Voice Disable option described in Chapter 2.



1.6.5 Speakerphone and Security

�tc  \l 3 "1.6.5 Speakerphone and Security"�

�xe "Security\:Speakerphone"�The factory setting for both the Clear and Secure Speakerphone is On. Chapter 2 describes the security options available for the Speakerphone.



1.6.6 Notices

�tc  \l 3 "1.6.6 Notices"�

�xe "Notices\:Terminal"�The notices for STU-III Terminals are:



		The SCS 1100/1150 STU-III Terminal is a Controlled �xe "CCI"�Cryptographic Item (CCI).



		CONSULT YOUR LOCAL SECURITY AUTHORITY (E.G., COMSEC CUSTODIAN) FOR SECURITY PROCEDURES APPLICABLE TO THE CONTROL AND USE OF THE SCS STU-III TERMINAL.

�xe "Controlled Cryptographic Item (CCI)"�

1.6.7 CIK Security

�tc  \l 3 "1.6.7 CIK Security"�

�xe "Security\:CIK"�Basic CIK security rules are:



Know and follow your local security policies.

The COMSEC Custodian must provide all key material for a STU- III, and is accountable for all key material and CIKs. Immediately report all lost CIKs to your Local Security Authority.

When the CIK is separated from a STU-III, the CIK is considered Unclassified and should be protected as a valuable possession.

Delete any lost CIK from the associated STU-III Terminal.

When not in use, store the Master CIK according to local security  policy.

Restrict CIK access to authorized users.

Protect the CIK at its security level when it is inserted into or located near an associated STU-III Terminal.



1.6.8 Security Measures For a Terminal With a CIK Inserted

�tc  \l 3 "1.6.8 Security Measures For a Terminal With a CIK Inserted"�

�xe "Security\:Terminal with CIK Inserted"�Security measures for a terminal with a CIK inserted are:



When the CIK is inserted, the SCS 1100/1150 must be protected at the security level of the key loaded in the terminal.

The SCS 1100/1150 should only be used by authorized personnel with a security clearance better or equivalent to the security level of the CIK.

The SCS 1100/1150 should be connected only to DTE approved by your Local Security Authority.

The SCS 1100/1150 and the information available from the SCS 1100/1150 (voice, data, displays) shall be restricted to authorized users and on a need-to-know basis. This includes overhearing conversations and viewing data on the DTE.

The SCS 1100/1150 should not be used for Secure Communications if it is malfunctioning.



1.6.9 Security Measures For a Terminal Without a CIK Inserted�tc  \l 3 "1.6.9 Security Measures For a Terminal Without a CIK Inserted"�



�xe "Security\:Terminal without CIK Inserted"�The SCS 1100/1150 shall be protected as a high-value and sensitive item, similar to the protection provided a computer.

The SCS 1100/1150 is accountable by its Serial Number. Loss of a SCS 1100/1150 shall be reported immediately to your Local Security  Authority.

The SCS 1100/1150 shall be installed in a United States controlled facility, and access to the SCS 1100/1150 shall be limited to only     authorized personnel who are U.S. citizens, except as noted in the STU-III doctrine.�
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CHAPTER 2: OPERATION�tc  \l 1 "CHAPTER 2\: OPERATION"�





2.1 Introduction

�tc  \l 2 "2.1 Introduction"�

�xe "Operation, Terminal"��xe "Terminal\:Operation"�This chapter describes the operation of the SCS 1100/1150 STU-III terminal. It also describes all controls and indicators for both the single-line (1100) and multiline (1150) models. Each type of Clear and Secure communication is described, along with options.



2.2 Controls and Indicators

�tc  \l 2 "2.2 Controls and Indicators"�

�xe "Controls and Indicators"��xe "Indicators and Controls"�Both the single-line and multiline units have a number of features that are the same as those supplied with ordinary telephones; that is, these features have no necessary connection with secure communication. This section describes front-panel controls and indicators for both the single-line and the multiline models. Table 2-1 summarizes terminal controls and indicators. 



2.2.1  Telephone Features

�tc  \l 3 "2.2.1  Telephone Features"�

�xe "Telephone Features"��xe "Features, Telephone"�Refer to Figure 2-1 for the location of each terminal control and indicator on a single-line unit and Figure 2-2 for the location of each terminal control and indicator on a multiline unit.



	Display

�xe "Display"�The terminal display is a Liquid Crystal Diode (LCD) display with two lines of 16 characters each. It provides status information, messages, and programming (menu and speed) information as described in this manual.



	Keypad

�xe "Button\:Keypad"��xe "Keypad"�The Keypad operates in exactly the same manner as an ordinary telephone keypad.



	Speaker Button and Light-Emitting Diode (LED)

�xe "Button\:Speaker"��xe "LED\:Speaker"��xe "Speaker Button and LED"�The Speaker Button turns the Speakerphone On and Off. The speaker is ordinarily Off. When the speaker is On, the green LED beside the button illuminates. 



	Table 2-1. Control Buttons and Indicators: SCS 1100/1150

	Front Panel Item�	Function��Display�Displays device status and instructional messages.��Keypad Buttons (12)�Enter digits and control characters for dialing calls and for other terminal functions.��Speaker Button/LED�Turns On the Speakerphone. LED illuminates when active.��Mute Button/LED�Silences the handset and Speakerphone microphones. LED illuminates when active.��Ringer Cut-Off Button/LED�Silences the terminal ringer. The LED will blink when the phone is ringing.��Dial Pulse Button/LED�Toggles between Tone and Pulse dialing mode. The default is Tone. The LED illuminates when Pulse mode is active.��Disconnect Button�Disconnects a call in progress.��Flash Button�Temporarily interrupts the line. Function depends on the Private Branch Exchange (PBX) features available on the line.��Redial Button�Redials the number previously dialed from the keypad.��Half-Duplex Button�Selects Half-Duplex mode (2400 bps only). ��Volume Button�Adjust Ringer, Handset, and Speakerphone volume.��Memory Dialer Buttons: 16 on single-line, 10 on multiline model�Provide memory dialing function. Each button has two storage locations. Four buttons may be used to select AUTOVON precedence codes.��Program Button�Enables you to program the Memory Dialer Buttons.��Lower Button�Used with the Program Button, enables you to program and select lower memory locations in Memory Dialer Buttons.��Menu Button/LED�Places the terminal in Program mode, allowing selection of Menu Items and Speed Program-ming codes. LED illuminates when active.��Next Button�Steps to next Menu Item when terminal is in Program mode.��Select Button�Selects a Menu Item when terminal is in Program mode.��Voice Button�Places the terminal in Clear Voice mode.��Secure Data Button/LED�Places the terminal in Secure Data mode. LED illuminates when in Secure Data.��Secure Voice Button/LED�Places the terminal in Secure Voice mode. LED illuminates when in Secure Voice.��Zeroize Button�Zeroizes cryptographic data.��Line Select Buttons, Line Select LEDs, Line Status LEDs (SCS 1150 only)�Select the desired phone line on the multiline phone and display line status.��Hold Button

(Model SCS 1150 only)�Places the active line on Hold on the multiline phone.��

� EMBED Word.Picture.6  ���







	Figure 2-1. SCS Model 1100 Single-Line Front Panel
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	Figure 2-2. SCS Model 1150 Multiline Front Panel



	Mute Button and LED

�xe "Mute Button and LED"��xe "Button\:Mute"��xe "LED\:Mute"�The Mute Button disables both the handset and the Speakerphone microphones. In other words, when Mute is On you can listen on the terminal, but you cannot be heard at the far end. Mute is ordinarily Off. When you press the Mute Button, the green LED beside the button illuminates, indicating that Mute is On.



	Ringer Cut-Off Button and LED

�xe "Button\:Ringer Cut©Off"��xe "Ringer Cut©Off Button and LED"��xe "LED\:Ringer Cut©Off"�The Ringer Cut-Off Button turns the ringer On and Off. The Ringer is ordinarily On. To disable the Ringer, press the Ringer Cut-off Button. The green LED beside the button illuminates. While the Ringer is disabled, the LED beside the button indicates an incoming call by flashing. To turn the ringer back On, press the button again.



	Dial Pulse Button and LED

�xe "LED\:Dial Pulse"��xe "Dial Pulse Button and LED"��xe "Button\:Dial Pulse"�The terminal is ordinarily in the Touch Tone dialing mode. Pressing the Dial Pulse Button places the terminal in pulse dialing mode. When you press the Dial Pulse Button, the green LED beside the button illuminates, indicating that the terminal is in pulse dialing mode.



	Disconnect Button

�xe "Disconnect Button"��xe "Button\:Disconnect"�The Disconnect Button disconnects the terminal from the telephone network when the terminal is Offhook by placing it in the Idle state (On-hook) for a specified duration. This is the equivalent of hanging up the handset and then picking it up. If you press Disconnect during a secure call, the terminal returns to the Clear Voice state and you get a dial tone.



	Flash Button

�xe "Flash Button"��xe "Button\:Flash"�The Flash Button interrupts (flashes) the switch hook when the terminal is Offhook by placing it in the Idle state (On-hook) for a specified duration. This feature is similar to the Recall feature used in many PBXs. Pressing the Flash Button will briefly interrupt ordinary telephone transmission for signaling such as Two-Way Calling.  The Flash Button is also used for secure dialing.



	Redial Button

�xe "Redial Button"��xe "Button\:Redial"�The Redial Button dials the number previously entered from the keypad. You can redial numbers up to 40 characters in length.



	Half-Duplex Button

�xe "Button\:Half-Duplex"��xe "Half-Duplex Button"�Use the Half-Duplex Button to temporarily select Half-Duplex operation for Secure Voice or Secure Data communication on very poor lines. Half-Duplex operation is only available at 2400 bps. When Half-Duplex is enabled, HDX is shown on the display.



	Volume Button

�xe "Volume Button"��xe "Button\:Volume"�The Volume Button independently controls the volume of the ringer, the handset receiver volume, and the Speakerphone volume. The volume you adjust depends on the state of the phone when you press the Volume Button.



If the terminal is in the Idle state with the Speakerphone Off, the Volume Button controls ringer volume.

If the terminal is Offhook with the Speakerphone Off, the Volume Button controls handset receiver volume.

If the Speakerphone is active, the Volume Button controls Speakerphone volume.



Pressing the left side of the button decreases the volume. Pressing the right side of the Volume Button increases the volume. When you press the Volume Button, blocks appear on the second line of the display to visually indicate the level selected. 



Changes in all settings are automatically stored in memory until a different setting is selected.



	Memory Dialer Buttons�tc  \l 3 "	Memory Dialer Buttons"�

�xe "Memory Dialer Button"��xe "Button\:Memory Dialer"�Both the single-line (1100) and multiline (1150) models of the STU-III have memory dialing capability.  The telephone numbers are stored when the terminal is in the Idle state (On-hook).



The SCS 1100, single-line STU-III has 16 Memory Dialer Buttons for storing 32 numbers. The SCS 1150 has 10 Memory Dialer Buttons for storing 20 numbers.



	AUTOVON Programming Locations

�xe "AUTOVON\:Programming Locations"��xe "AUTOVON\:Precedence Codes"�For those users connected to the AUTOVON network, the SCS 1100/1150 is capable of AUTOVON precedence codes. When AUTOVON signaling is enabled, the last four Memory Dialer Buttons (the right-hand column above the Program and Lower Buttons) provide storage for four AUTOVON precedence levels. From top to bottom, these levels are:



Flash Override (FO)

Flash (F)

Immediate (I)

Priority (P)



AUTOVON precedence levels are enabled and disabled through Menu programming. The precedence levels are stored in the upper storage locations of the Memory Dialer.



	Program Button

�xe "Program Button"��xe "Button\:Program"�The Program Button initiates Memory Dialer programming.



	Lower Button

�xe "Lower Button"��xe "Button\:Lower"�Each Memory Dialer Button can store two numbers, an upper number and a lower number, as indicated on the labels beside the buttons. Pressing the Lower Button allows access to the lower Memory Dialer storage locations.



	Menu Button and LED

�xe "Button\:Menu"��xe "LED\:Menu"��xe "Menu Button and LED"�Pressing the Menu Button places the terminal in menu programming mode. The red LED associated with the Menu Button illuminates. Pressing the Menu Button while in the programming mode takes the terminal out of the programming mode. 



	Next Button

�xe "Button\:Next"��xe "Next Button"�Press the Next Button after you have placed the terminal in programming mode to display the next option of the current menu. If you are currently on the last option for a menu, pressing Next selects the first option of this menu.



	Select Button

�xe "Select Button"��xe "Button\:Select"�The Select Button performs the action associated with the menu option currently displayed. The Select Button is active only in the menu programming mode.



NOTE:	When you press the Voice, Secure Voice, or Secure Data Button while the terminal is in menu programming mode, or pick up or replace the handset (or use the Speakerphone), the terminal exits programming mode. 



	Voice Button 

�xe "Voice Button"��xe "Button\:Voice"�Pressing the Voice Button while you are in either the Secure Voice or Secure Data mode places the terminal in the Clear Voice mode.



	Secure Voice Button and LED

�xe "LED\:Secure Voice"��xe "Button\:Secure Voice"��xe "Secure Voice Button and LED"�When you press the Secure Voice Button, the associated green LED illuminates when the call is set up and the terminal enters the Secure Voice state.



	Secure Data Button and LED

�xe "Secure Data Button"��xe "LED\:Secure Data"��xe "Secure Data Button and LED"�When you press the Secure Data Button, the associated green LED illuminates and the terminal enters the Secure Data state, provided the terminal is set up for secure operation.



	Zeroize Button

�xe "Zeroize Button"��xe "Button\:Zeroize"�Pressing the Zeroize Button will erase all cryptographic key information stored in the STU-III. This button is recessed to prevent accidental zeroization. The Zeroize Button works either with or without ac power connected to the unit.



	Keyceptacle

�xe "Keyceptacle"�The Keyceptacle is located on the right side of the terminal. Prior to initiating a secure call, a valid Crypto-Ignition Key (CIK) must be inserted and locked into the terminal.



	Crypto-Ignition Key (CIK)

�xe "Crypto-Ignition Key (CIK)"�A CIK is an unclassified Key Storage Device (KSD) that contains the data which associates it with a particular Cryptographic Keyset in a specific STU-III. The CIK is created by the Communications Security (COMSEC) Custodian as part of the filling process.



	Data Port

�xe "Data Port"��xe "EIA-232 Data Port"�Data Terminal Equipment (DTE) connects to the terminal through a standard EIA-232 data port, located on the back of the terminal. To communicate in the Secure Data mode, DTE must be properly connected to the terminal's Data Port.



2.2.2 Multiline Units

�tc  \l 3 "2.2.2 Multiline Units"��xe "Multiline Terminal\:Features"�

The SCS 1150 provides access for up to five lines when it is connected to a 1A2 Key Telephone system. This section describes the telephone features that are unique to the Multiline SCS 1150.



NOTE:	If you are in a secure call, be sure to press the Voice Button prior to using any of the Multiline features (Line Select and Hold). Pressing a Multiline feature button during a secure call results in a failed call.



	Line Select Buttons

�xe "Button\:Line Select"��xe "Line Select Button"�The five Line Select Buttons allow you to select any one of five available lines for communication. You can select only one line at a time.



	Line Select LED

�xe "LED\:Line Select"��xe "Line Select LED"�Each Line Select Button has an associated red Line Select LED. This LED illuminates when you press that Line Select Button, indicating that this is the line your terminal is using.



	Line Status LED

�xe "Line Status LED"��xe "LED\:Line Status"�Each Line Select Button has an associated green Line Status LED. This LED illuminates whenever a line is in use. This LED illuminates steadily when the line is active, and blinks when the line is on hold, or when the line is ringing. 



	Hold Button

�xe "Hold Button"��xe "Button\:Hold"�The Hold Button places the selected line on Hold. This is the line for which the Line Select LED illuminates. When a line is on Hold, the Line Status LED for that line blinks. You may put one line on Hold, answer another line, put that line on Hold, and so forth. However, only one line can be active at a time and when you put a Secure Call on Hold, the secure call fails.



2.3 Placing and Receiving Clear Voice Calls

�tc  \l 2 "2.3 Placing and Receiving Clear Voice Calls"�

�xe "Clear Voice Calls\:Placing and Receiving"�Clear Voice calls are ordinary telephone calls. However, you need to know the various display messages associated with Clear Voice calls, and what happens when terminal options are set that affect Clear Voice.



2.3.1 Placing a Clear Voice Call

�tc  \l 3 "2.3.1 Placing a Clear Voice Call"�

Place a Clear Voice call as you would place a call on a conventional telephone. You can place a Clear Voice call either with or without a CIK locked in the terminal.



To place a Clear Voice call:



			1.	Lift the handset or press the Speaker Button. The display message appears:



	NONSECURE

��

			2.	When you hear a dial tone, enter the number you want to call using the Keypad, Memory Dialer, or Redial Button. The digits appear on the second line of the display. For example:



	NONSECURE

	T5551212��

			3.	When your conversation is over, terminate the call by either hanging up or pressing the Speaker Button if you are on the Speakerphone.



To terminate one call and place another, press Disconnect.



2.3.2 Receiving a Clear Voice Call

�tc  \l 3 "2.3.2 Receiving a Clear Voice Call"�

To receive a Clear Voice call, lift the handset or press the Speaker Button. Replace the handset or press the Speaker Button when your call is complete.



2.3.3 Using the Speakerphone in Clear Voice

�tc  \l 3 "2.3.3 Using the Speakerphone in Clear Voice"�

�xe "Clear Voice Calls\:Using the Speakerphone"��xe "Speakerphone\:Clear Voice Calls"�To use the Speakerphone feature with Clear Voice communication, follow these steps:



			1.	Press the Speaker Button. The associated LED illuminates and you are in Speakerphone mode.

			

			2.	When you are using the handset, either before you dial or during your call, press the Speaker Button. The associated LED illuminates.  Replace the handset. You are in Speakerphone mode.

			

			3.	To turn off the Speakerphone and not terminate the call, lift the handset.

			

			4.	To turn off the Speakerphone and terminate the call, press the Speaker button. You can also press the Disconnect Button to terminate the call, but the Speakerphone will stay On.



NOTE:	Local security policy may dictate the use of a Speakerphone. Contact your COMSEC Custodian for your security policy.



If Clear Speaker Option is Off



�xe "Clear Speaker Option"��xe "Speakerphone\:Clear Speaker Option"��xe "Speakerphone\:Factory Setting"�If the Clear Speaker option for your terminal is set to Off, you cannot use the Speakerphone feature with Clear Voice calls. To use the Clear Speaker option, you must first turn it On using Menu Programming (Chapter 3) and a Master CIK. Contact your COMSEC Custodian to enable the Clear Speaker option.



If your terminal has the Clear Speaker option set to Off and you try to use the Speakerphone, the display message appears:

	



	No Clear Speaker��

Pick up the handset to continue.



If Clear Voice Disable Option is On



�xe "Clear Voice Calls\:Disable Option"��xe "Clear Voice Disable Option"�The Clear Voice Disable option disables the terminal's microphones (both handset and Speakerphone). Thus, if the Clear Voice Disable option is On, you cannot communicate on Clear Voice calls. When the Clear Voice Disable option is On in your terminal, the display message appears:

	



	ClrVoiceDisabled��

To communicate on Clear Voice calls, you must enable the Clear Voice option using Menu programming.



2.4 Using the Memory Dialer

�tc  \l 2 "2.4 Using the Memory Dialer"�

The following section contains information on the use of the SCS 1100/1150's Memory Dialer feature.



2.4.1 Placing a Clear Voice Call Using the Memory Dialer

�tc  \l 3 "2.4.1 Placing a Clear Voice Call Using the Memory Dialer"�

�xe "Memory Dialer\:Placing a Clear Voice Call"�You can place memory calls when the terminal is in either the Clear Voice or the Secure Voice mode. To use the Memory Dialer, take the handset Offhook (or activate the Speakerphone) and press the appropriate Memory Dialer Button. To use one of the lower numbers, first press Lower, then the button. The number being dialed appears on the second line of the display, scrolling if it exceeds 16 characters.



�PRIVATE ��2.4.2 Storing a Number in the Memory Dialer

�tc  \l 3 "2.4.2 Storing a Number in the Memory Dialer"�

�xe "Memory Dialer\:Storing a Number"�To store a number in the Memory Dialer, follow these steps:



			1.	Make sure that the phone is in the Idle state: handset in cradle; Speakerphone Off. The Program Button is ignored if you press it when the terminal is Offhook.

			

			2.	Press the Program Button. The display message is:

 

	Enter Number,

	then Location��

			3.	Enter the number you want to store (including any special characters shown in Table 2-2).  This number can be up to 40 characters. The first 32 characters you enter are displayed in sequence on the display.

			

			4.	If you are dialing in Dial Pulse mode, the letter P appears in the left corner of the display when you begin entering your number. If you are in Tone mode, the letter T appears in the left corner of the display.

			

			5.	When you have entered your number, press the Memory Dialer Button in which you want to enter the number. If you want to store the number into a Lower location, press the Lower Button, then the location button. The display message appears:





	Number Stored��

			6.	The number is now stored and ready for use. Press Program to enter more memory numbers.

			

			7.	You may cancel storing a number by pressing the Program Button before you press a Memory Dialer Button.



If you try to enter a number greater than 40 characters, including the dialing mode character (P or T), the extra digits are ignored.



2.4.3 Erasing a Stored Number

�tc  \l 3 "2.4.3 Erasing a Stored Number"�

�xe "Memory Dialer\:Erasing a Number"�To erase a number from one of the upper (default) memories, press Program, then press the Memory Dialer Button associated with the number you want to erase. The display message appears:



	

	Number Erased��

To erase a number in one of the lower memories, press Program, then press Lower, followed by the Memory Dialer Button associated with the lower number you want to erase.



2.4.4 Viewing the Contents of the Memory Dialer Location

�tc  \l 3 "2.4.4 Viewing the Contents of the Memory Dialer Location"�

�xe "Memory Dialer\:Viewing a Number"�To view a number stored in one of the upper Memory Dialer locations, press the button associated with that location when the terminal is in the Idle state. The stored number appears on the display.



To view a number stored in one of the lower memory locations, press Lower, then the button associated with the number stored in the lower location. The number appears on the display.



In both cases, if the number of digits exceeds the first line of the display, the remaining digits are displayed on the second line.



If no number is stored in the location, this message appears on the second line of the display:



No Number Stored��

2.4.5 Writing Information on the Memory Number Card

�tc  \l 3 "2.4.5 Writing Information on the Memory Number Card"�

�xe "Memory Dialer\:Writing Information on the Number Card"�You can write the name of the person or organization you are calling next to the appropriate Memory Dialer Button.  This can be done as follows:



			1.	Remove the plastic face plate that covers the memory number card by pressing the snap on the right side of the face plate.

			

			2.	Remove the memory card by pressing it together slightly and lifting up.

			

			3.	Write the name associated with each Memory Dialer Button in the appropriate space on the card.

			

			4.	Replace the card and cover.



2.4.6 Special Character Codes for the Memory Dialer

�tc  \l 3 "2.4.6 Special Character Codes for the Memory Dialer"�

�xe "Memory Dialer\:Special Character Codes"�In addition to entering numerical digits into the Memory Dialer, you can also enter special codes. These codes enable you to enter special functions and sequences. Table 2-2 shows these sequences.



	Table 2-2. Special Codes for Memory Dialer

	Button�	Function�	Display��	*1�Dial tone detect�	W��	*2�Pause�	,��	*3�Stop�	.��	**�*�	*��	Flash�Flash �	!��	Dial Pulse�1.	Enter Dial Pulse mode (Dial Pulse LED illuminated)

2.	Enter Tone mode (Default mode)�	P





	T��	AUTOVON

	FO,F,I,P�Selects an AUTOVON precedence�AUTOVON code

A, B, C, D��*, followed by any key or button other than those listed in this table�Ignored�No change in the display��

2.5 Secure Communication

�tc  \l 2 "2.5 Secure Communication"�

�xe "Communication Modes\:Secure"��xe "Secure Communication"�The SCS 1100/1150 STU-III supports both Secure Voice and Secure Data communication. This section describes both types of secure communication.  See Chapter 3 (Programming Your Terminal) to configure your terminal for secure communication.  The factory default configuration is:



	Secure Voice	4.8 kbps full-duplex (FDX)

	Secure Data	9.6 kbps asynchronous

	Auto Access Control (AAC)	off

	Far-end ID (FID)	on

	Maximum Security Level (MaxSL)	off

	Minimum Security Level (MinSL)	off

	SACS Control	disabled

	SACS Disable	off

	Auto-Secure Receive	off

	Clear Voice	enabled

	Clear Speaker	on

	Secure Speaker	on

	Secure Retry	on

	Remote Authentication	off

	Remote Control	off

	Auto-Answer Secure Data (AASD)	off

	Trellis	enabled



2.5.1 Preparing the Terminal for Secure Communication

�tc  \l 3 "2.5.1 Preparing the Terminal for Secure Communication"�

�xe "Secure Communication\:Preparing the Terminal for"�You cannot carry out secure communication without first placing the terminal in either Secure Voice or Secure Data mode.  This section describes how to place the terminal in either the Secure Voice or Secure Data mode.



2.5.1.1 Inserting the CIK�tc  \l 4 "2.5.1.1 Inserting the CIK"�



�xe "Secure Communication\:Inserting the CIK"�To enable secure communications, insert a valid CIK into the terminal. The CIK is keyed so that it can only be inserted one way. The CIK Identification Messages described below appear on the display.



NOTE:	To remove a CIK, simply rotate it 90 degrees counterclockwise and 	remove it from the terminal.



CIK Identification Messages�tc  \l 4 "2.5.1.2 CIK Identification Messages"�



�xe "Secure Communication\:CIK Identification"��xe "Messages\:CIK Identification"�When you insert the CIK into the CIK receptacle, the terminal displays CIK identification messages.



If the handset is either On-hook or Offhook when you lock the CIK into the terminal, the following CIK identification message appears:



987654321  11-91

	CIK xofy mmmmmm��	Where:	

	x�	=�CIK number��	y�	=�number of CIKs in keyset��	mmmmmm�	=�Master if CIK is the master; Interop if not a master.��

If the handset is On-hook when you lock a CIK into the terminal, the first CIK identification message is followed by this message:

	

	CIK is Inserted

��

If you try to initiate a secure call with a key inserted that is not a valid CIK, the following message appears on the second line of the display:

	



	invalid CIK��

2.5.2 Placing and Receiving Secure Voice Calls

�tc  \l 3 "2.5.2 Placing and Receiving Secure Voice Calls"�

�xe "Secure Voice calls\:Placing and receiving"��xe "Secure Communication\:Placing and Receiving Secure Voice Calls"��xe "Secure Voice\:Placing and Receiving"�To place a Secure Voice call, first initiate a Clear Voice call and then go secure. You must lock a valid CIK into the terminal either before or during the Clear Voice call, as long as it is locked in before you press Secure Voice. To make the call, follow these steps:



			1.	Pick up the handset or press Speaker. The message display is:

	NONSECURE 

��

			2.	Dial the telephone number you want to call as you would with a Clear Voice call.



When you have established Clear Voice communication, inform the far-end that you want to talk in the Secure Voice mode. You must have a valid CIK locked into the terminal to go any further. Also, the far end must also have a valid CIK locked into his or her terminal. When both you and the far end are ready, press the Secure Voice Button on your terminal (only one party has to do this). The following display message appears:



GOING SECURE

	Please wait��

			4.	When the secure line is established, the two terminals (calling and receiving) automatically exchange Key information. Your terminal displays several Key identification messages concerning the far-end. After the first message appears, the LED beside the Secure Voice Button illuminates.



	�xe "Messages\:Far-End CIK Identification"�IMPORTANT

	THE LAST MESSAGE DISPLAYS THE HIGHEST COMMON SECURITY LEVEL OF THE TWO TERMINALS. THE DISPLAY FORMAT IS:

[highest common security level]     [bit rate/duplexity]



ID & other messages

��

�xe "Far-end ID (FID)\:during a Secure Call"�NOTE:	Pressing the Next Button at any time during a secure call (other than 	during Menu programming) redisplays this information.



			5.	Carry out Secure Voice communication either at or below the highest common security level displayed in Step 4.





			6.	When you complete your Secure Voice call, you can terminate Secure Voice by performing one of the following actions:



Press the Voice Button to go to a Clear (Nonsecure) Voice call. The far end must also press his or her Voice Button.

Hang up the handset or press Speaker to terminate the call.

Press the Disconnect Button to terminate the call and receive a dial tone.



Using the Speakerphone During Secure Voice Calls�tc  \l 4 "2.5.2.1 Using the Speakerphone During Secure Voice Calls"�



�xe "Speakerphone\:Secure Voice"��xe "Speakerphone\:Factory Setting"��xe "Secure Voice\:Using the Speakerphone"��xe "Speakerphone\:Secure Speaker Option"�The Speakerphone is disabled at the factory. If the Secure Speaker Option is Off you cannot activate the Speakerphone during a Secure Voice call. To use the Secure Speakerphone, you must first turn it On using menu programming (Chapter 3) and a Master CIK. Contact your COMSEC Custodian to enable the Secure Speaker option.



If you are using the Speakerphone during a Clear Voice call and go to Secure Voice as described above, the following message appears if the Secure Speaker option is set to Off:

	



	No SecureSpeaker��

Pick up the handset to continue.



If Auto Secure Receive option is On�tc  \l 4 "2.5.2.2 If  Auto Secure Receive option is ON"�



�xe "Auto Secure Option"��xe "Secure Voice\:Auto Secure Option"�The Auto Secure Receive option automatically places the terminal into Secure Voice mode when you lift the handset or press the Speaker Button when receiving an incoming call. If your terminal is in manual mode and Auto Secure Receive is On, the following display message appears:

	



	Auto-Sec Rcv ON��

If the Auto Secure Receive option is enabled in your terminal, you can make Clear Voice calls. The terminal only goes secure to answer incoming calls. You enable and disable the Auto Secure Receive option using Menu Programming (Chapter 3).



If Far-End Auto Secure Receive Option is On�tc  \l 4 "2.5.2.3 If Far-End Auto Secure Receive is ON"�



�xe "Auto Secure Option\:Far-End"��xe "Secure Voice\:Far-End Auto Secure Option"�If the STU-III at the other end has its Auto Secure Receive option set On and a valid CIK is inserted, Clear Voice communication is not possible with that terminal. When the far-end terminal answers, secure call setup will automatically be initiated. Therefore, when you wish to communicate with a STU-III that has Auto Secure Receive set to On, make sure that your CIK is already locked into your terminal.



Changing from Secure Voice to Secure Data�tc  \l 4 "2.5.2.4 Changing from Secure Voice to Secure Data"�



�xe "Secure Voice\:Going to Secure Data"�This section describes how to change from an existing Secure Voice call to Secure Data mode. 



To transition from an in-progress Secure Voice call to Secure Data mode, follow these steps:



			1.	Verify that appropriate DTE is connected to the terminal Data Port.  A Data Terminal Ready (DTR) signal from the DTE must be asserted.



			2.	Verify that the DTE and your terminal have compatible data configurations. The configuration parameters are:

			---	Bit rate

			---	Mode (Synchronous or Asynchronous)

			---	Duplexity.



			3.	Verify that the Secure Data configuration (bit rate, mode, and duplexity) you are using matches the configuration of the far end. Change as required.



			4.	When the far end is ready, press the Secure Data Button on your terminal. (Only one terminal needs to press the Secure Data Button.)

			

			5.	The Secure Voice LED extinguishes, and the Secure Date LED illuminates.



			6.	Hang up the handset.  You can now perform Secure Data communication.



2.5.3 Placing and Receiving Secure Data Calls

�tc  \l 3 "2.5.3 Placing and Receiving Secure Data Calls"�

�xe "Secure Data calls\:Placing and receiving"��xe "Secure Data"��xe "Secure Communication\:Secure Data"�This section describes how to place and receive Secure Data calls.



Placing and Receiving Secure Data Calls�tc  \l 4 "2.5.3.1 Placing and Receivig Secure Data Calls"�



�xe "Secure Data\:Placing and Receiving Calls"�To place a Secure Data call, follow these steps:



			1.	Verify that appropriate DTE is connected to the terminal Data Port. A DTR signal from the DTE must be asserted.



			2.	Verify that the DTE and your terminal have compatible data configurations. The configuration parameters are:

			---	Bit rate

			---	Mode (Synchronous or Asynchronous)

			---	Duplexity.



			3.	Insert a valid CIK into the CIK receptacle on the terminal, and rotate it 90 degrees clockwise. The following display message appears:



CIK is Inserted

��

			4.	Place a Clear Voice call to the desired party as described above. Tell the far end that you want to transmit Secure Data. The far end must insert and lock a valid CIK into his or her terminal and must have a DTE connected to their STU-III Data Port.

			

			5.	Verify that the Secure Data configuration (bit rate, mode, and duplexity) you are using matches the configuration of the far end. Change as required.

			

			6.	When the far end is ready to receive Secure Data, press the Secure Data Button (only one party must do this). The following display message appears.



	GOING SECURE

	Please wait��

			7.	As the secure line is established, the two terminals (calling and receiving) automatically exchange Key information. Your terminal displays several Key identification messages concerning the far end. The LED beside the Secure Data Button illuminates indicating that you are in the Secure Data mode.



	�xe "Messages\:Far-End CIK Identification"�IMPORTANT

	THE LAST MESSAGE DISPLAYS THE HIGHEST COMMON SECURITY LEVEL OF THE TWO TERMINALS. THE DISPLAY FORMAT IS:



 [highest common security level]     [bit rate/duplexity]



ID & other messages��

�xe "Far-end ID (FID)\:during a Secure Call"�NOTE:	Pressing the Next Button at any time during a secure call (other than during Menu programming) redisplays this information.



			8.	Hang up the handset. You can now perform Secure Data communication at or below the highest common security level (shown on the display).



Changing from Secure Data to Clear Voice�tc  \l 4 "2.5.3.2 Changing from Secure Data to Clear Voice"�



�xe "Secure Data\:Going to Clear Voice"�When you have completed Secure Data communication and want to establish Clear Voice Communication, pick up the handset and press the Voice Button (both ends must press the Voice Button). The Secure Data LED extinguishes.



Changing from Secure Data to Secure Voice�tc  \l 4 "2.5.3.3 Changing from Secure Data to Secure Voice"�



�xe "Secure Data\:Going to Secure Voice"�To change from Secure Data communication to Secure Voice, lift the handset and press the Secure Voice Button (only one end needs to press the Secure Voice Button). The Secure Data LED extinguishes and the Secure Voice LED illuminates.



Changing the Data Configuration During a Secure Data Call�tc  \l 4 "2.5.3.4 Changing the Data Configuration During a Secure Data Call"�



�xe "Data configuration\:Changing during Secure Data call"��xe "Secure Data\:Changing Configuration during a Call"�If you need to change the Secure Data configuration during a Secure Data call, follow these steps:



			1.	First press Menu, Next, then Select.  This places you in the Data menu.  Select the configuration you desire.

			

			2.	Press Secure Voice for a change to the new configuration.



NOTE:	If Half-Duplex i desired, you must go back to Clear Voice, press the Half-Duplex Button, and then Secure Data.  This will set the data rate to 2.4 kbps and synchronous operation (you do NOT have to go through Menu Programming).



			3.	After a slight pause, the display message indicating a Secure Data link appears. You can now resume Secure Data communication with the new configuration.



Establishing Secure Data Communication When Clear Voice 	is 	Disabled �tc  \l 4 "2.5.3.5 Establishing Secure Data When Clear Voice is Disabled"�



�xe "Secure Data\:When Clear Voice Disable Option is On"�When either the near or far-end Clear Voice Disable option is On, you cannot establish Secure Data communication by first establishing Clear Voice, as described in paragraph 2.5.3.2. Instead, you must first establish a Secure Voice call. Then establish Secure Data communication as described in this section.



Using Auto Answer�tc  \l 4 "2.5.3.6 Using Auto Answer"�



�xe "Auto Answer"��xe "Secure Data\:Auto Answer"�When you call a STU-III that is set for Auto Answer, the called terminal automatically answers your call after a set number of rings (from 1 to 4). The called terminal automatically sets up Secure Data after the designated number of rings; you can begin Secure Data communication. For the SCS 1100/1150 to auto answer, a DTE must be connected. 



As with ordinary Secure Data communication, you and the far end must have compatible configurations for data  calls. The called terminal receives the incoming ringing signal regardless of its current setting.



Establishing Secure Data Communication When Auto Secure 	Receive is Enabled�tc  \l 4 "2.5.3.7 Establishing Secure Data When Auto Secure Receive is Enabled"�



�xe "Secure Data\:When Auto Secure Option is On"�When the far-end Auto Secure Receive option is On, you cannot establish Secure Data communication by first establishing Clear Voice, as described paragraph 2.5.3.2. Instead, you must first establish a Secure Voice call. Then establish Secure Data communication as described in this section.



2.5.4 Dialing During a Secure Call

	�tc  \l 3 "2.5.4 Dialing During a Secure Call”�

�xe "Secure Dialing"��xe "Dialing\:During a Secure Call"�After you have established a Secure Voice call with a Line Interface Terminal or a STU-III that can accept secure dialing digits, you can dial the number of another secure network element using either the keypad or the Memory Dialer.



To dial the secure line, enter the number on the keypad or press the appropriate button on the Memory Dialer. The second line of the display shows the digits as they are entered and the Flash to Dial message. For example:

	



	555   FlashtoDial��

When you have entered all the digits, press the Flash Button to dial the number.



Memory Dialing in a Secure Call�tc  \l 4 "2.5.4.1 Memory Dialing in a  Secure Call"�



�xe "Memory Dialer\:During a Secure Call"�To use the Memory Dialer when the terminal is in either the Secure Voice or Secure Data state, follow these steps:



			1.	Press the appropriate Memory Dialer Button. To use a lower number, press Lower, then the appropriate Memory Dialer Button.

			

			2.	In Secure mode, the terminal ignores dial tone detect, pause, stop, and change of dialing mode characters that appear in numbers to be dialed.

			

			3.	If the far end is unable to accept secure dialing, the following display message appears after the first digit is entered:

	



	FarEnd Not Ready��

2.5.5 Failed Call Procedures

�tc  \l 3 "2.5.5 Failed Call Procedures"�

�xe "Failed Call Procedures"�Your secure call may fail for a number of reasons. This section describes reasons that apply to both Secure Voice and Secure Data, and to Secure Data only.



	Failed Calls -- Secure Voice or Secure Data



�xe "Secure Voice\:Failed Calls"��xe "Secure Data\:Failed Calls"�Your Secure Voice or Secure Data call may fail for one of three general reasons:

Your CIK or the far-end CIK is incorrect

Your CIK or the far-end CIK is removed

The telephone line is poor.



Each of these possibilities is described below.





	If You Have a CIK Problem

If your call fails due to a problem with your CIK or the far-end CIK, you will get one of the following display messages:

	

Far Key Expired

��	

Far Key Invalid

��	

Key Invalid

	Call KMC to Init��	

Incompatible Key

��

If the far-end user presses the Voice Button, the following message appears on the first line of the display:

	

Non-Sec Request

Push Voice��

If the far-end user hangs up, the following message appears on the display:

	

Secure Complete

Please Hang Up��

For all other secure call failure conditions, the terminal displays the following message:

Sec Call Failed

Push Voice��





Note, if Remote Control is On the display message is:

	



Rmt Control ON��

When this message is displayed, use the Remote Control commands to return to Clear Voice.



	If You Have a Poor Telephone Line

If you have a poor connection, the terminal automatically tries to either resynchronize the communication link or to communicate at 2400 bps. The following display message appears:



Retrying at 2400

Please wait��

If your call fails at 2400 bps, try again.



	Secure Data Failed Call



If your DTE is not connected properly when you attempt a Secure Data call, the following display message appears:

	



check DTE ��

This message means the local DTR is not asserted. Check your DTE connection and try the call again.



Half-Duplex Operation�tc  \l 3 "2.5.6 Half-Duplex Operation"�



�xe "Communication Modes\:Half-Duplex"��xe "Half-Duplex"��xe "Secure Voice\:Half-Duplex"��xe "Secure Data\:Half-Duplex"�The SCS 1100/1150 ordinarily operates in the Full-Duplex mode. You can select Half-Duplex operation for either 2400 bps Secure Voice or synchronous 2400 bps Secure Data. Selecting Half-Duplex operation automatically sets the transmission rate to 2400 bps.



To select Half-Duplex mode follow these steps:



			1.	If you are in the Secure Voice or Secure Data mode, change to the Clear Voice mode.

			

			2.	Press the Half-Duplex Button on the terminal's front panel. The following display message appears:



	NONSECURE  HDX

��

			3. Return to the Secure Voice or Secure Data mode.



When you are in Half-Duplex mode, observe the display and do not transmit when R appears. R indicates that the unit is receiving. When you are transmitting, T will appear in the display. Keep exchanges brief, and end each transmission with a stop word, such as Over, to notify the other party that your transmission is complete.



Use Half-Duplex only when line conditions are so poor that the call could not be carried out otherwise. Typically, Half-Duplex is a one-call function: when you hang up, the terminal reverts to Full-Duplex operation. However, the SCS 1100/1150 may be programmed through Menu Programming to default to the Half-Duplex mode.



2.6 Zeroization

�tc  \l 2 "2.6 Zeroization"�

Zeroization erases all cryptographic key information stored in the STU-III as well as other user information stored in permanent memory. �xe "Zeroization"�You zeroize the terminal by pressing the Zeroize Button on the front panel. This button is recessed to prevent accidental zeroization. The Zeroize Button works either with or without ac power connected to the unit.



NOTE:	Do not zeroize a terminal unless a security emergency occurs. If you do zeroize a terminal, notify your local security personnel immediately.



2.6.1 Overview of Zeroization

�tc  \l 3 "2.6.1 Overview of Zeroization"�

You can easily zeroize the SCS 1100/1150 by pressing the Zeroize Button on the front panel. Zeroization erases all cryptographic key material stored in the SCS 1100/1150. Once this information has been erased, you cannot use the SCS 1100/1150 for secure communications until it is again filled with cryptographic key material.



If time permits, obtain approval from your security office prior to zeroizing the SCS 1100/1150. If, however, the SCS 1100/1150 is in danger of being compromised and you cannot guarantee its physical safety prior to obtaining authorization from your security office, zeroize the unit at once.



	IMPORTANT

�xe "Zeroization\:Without Electrical Power"�	You can zeroize the SCS 1100/1150 at absolutely any time, in any state, even when no electrical power is connected to the unit.



�xe "Zeroization\:With Electrical Power"�When electrical power is connected to a SCS 1100/1150 that has been zeroized, the display indicates:

	



TerminalZeroized��

You must fill such a unit with new cryptographic key material to use it again for secure communication.



If the SCS 1100/1150 is zeroized with electrical power connected to the unit, it first performs a zeroization, then it performs internal checks, and finally displays the Terminal Zeroized message.



�xe "Zeroization\:Tampered Terminal"�If the terminal is zeroized as a result of tampering, the display message is:

	



TerminalTampered��

Report any tampered terminal to the Facility Security Officer (FSO) immediately.



2.6.2 Zeroization Procedure

�tc  \l 3 "2.6.2 Zeroization Procedure"�

�xe "Zeroization\:Procedure"�To zeroize the SCS 1100/1150, use a pencil or ball point pen to press the small recessed Zeroize Button to the lower right of the display on the front panel. Push until you feel the button depress. When you press the button momentarily, the SCS 1100/1150 is fully zeroized. (There is no need to keep the button pressed; if the SCS 1100/1150 is connected to electrical power, the display will not immediately change.)





	IMPORTANT

	Report all zeroizations to your COMSEC or Security Office immediately. There should never be a zeroized SCS 1100/1150 in an operational environment.



2.6.3 Secure Access Control System (SACS) and Zeroization

�tc  \l 3 "2.6.3 Secure Access Control System (SACS) and Zeroization"�

�xe "Zeroization\:and SACS"�If the SCS 1100/1150 is zeroized while SACS is active, the Access Control List (ACL) is zeroized but not all of the SACS settings are changed. Although the SACS Control and SACS Disable settings are changed to the default settings, the Auto Access Control (AAC) On/Off setting and the MinSL and MaxSL settings are not changed. When the COMSEC Custodian fills the zeroized unit, he or she must also clear any SACS features that were active when the unit was zeroized, or load a new ACL. If these features are not turned Off or a new ACL loaded, all attempts to establish a secure call with the new keyset fails.�



�
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CHAPTER 3  	PROGRAMMING YOUR 						TERMINAL�tc  \l 1 "CHAPTER 3\: PROGRAMMING YOUR TERMINAL"�





3.1 Programming Overview 

�tc  \l 2 "3.1 Programming Overview "�

�xe "Programming\:Terminal"��xe "Terminal\:Programming"�Select and enable SCS 1100/1150 programming features using the terminal's Programming Mode.  This section contains the following information:



Entering the Programming Mode

Using Menu Programming and Speed Programming

Terminal functions during programming

Programming examples

Programming straps.



3.1.1 Menus

�tc  \l 3 "3.1.1 Menus"�

�xe "Menu"�Program the SCS 1100/1150 by using a series of menus. These menus are listed in Appendix C. When you enter Program Mode by pressing the Menu Button, as described in the following paragraphs, the Main Menu and its first option appear on the display.  Using the Next and Select Buttons, step through the menus and their options and select the desired menu option.



3.1.2 Menu Programming and Speed Programming

�tc  \l 3 "3.1.2 Menu Programming and Speed Programming"�

�xe "Programming\:Speed"��xe "Programming\:Menu"��xe "Speed Programming"��xe "Menu Programming"�You ordinarily program the terminal using Menu Programming. However, some frequently programmed features are assigned special numbers. You can program these features quickly using Speed Programming (Section 3.3).



Entering and Exiting Program Mode



�xe "Programming\:Entering and Exiting"�Enter both Menu Programming and Speed Programming modes by pressing the Menu Button on the terminal's front panel. When you enter either programming mode, the Light-Emitting Diode (LED) beside the Menu Button illuminates. Press Menu again to exit the programming mode. When you exit the programming mode, the LED extinguishes.



You can exit Program Mode by lifting the handset if it is On-hook, or replacing the handset if it is Offhook. If you enter Menu Programming mode and make no entry within 60 seconds, the terminal automatically exits the Programming Mode.



Changing Programming Method



�xe "Programming\:Changing Method"�You cannot perform Menu Programming while you are using Speed Programming, and vice versa. To change the programming method you must:

	·	Exit Programming Mode by pressing the Menu Button.

	·	Reenter Programming Mode by again pressing the Menu Button.

	·	Enter either the Menu or Speed Programming mode.



Operation Modes Allowed During Programming



�xe "Programming\:Operational Modes"�You can use Menu Programming in Manual mode, but not in the Remote Control mode (except to turn Remote Control mode Off).



3.2 Using Menu Programming

�tc  \l 2 "3.2 Using Menu Programming"�

�xe "Menu Programming\:Using"��xe "Programming\:Using Menu Programming"�This section describes menus and the use of the Menu Programming mode.

�xe "Menu\:Structure"�

3.2.1 Menu Structure

�tc  \l 3 "3.2.1 Menu Structure"�

�xe "Menu\:Structure"��xe "Programming\:Menu Structure"�You program the terminal using a series of internal menus that appear sequentially on the display. A complete list of menus appears in Appendix C. 



Menus consist of main menu items and their options. Options can also be menu items with their own set of options. For example, the menu you use to view terminal configurations is the SHOW CONFIG menu. This menu has the following structure:





	SHOW CONFIG��	Show Security��	AASD xxxxxxxxx��	rrrr = max RATE��	Country xxxxxxxxx��	Modem Output xxx��	Trellis xxxxxxxxxx��	AUTOVON is xxx ��	Common Ring xxx��	previous menu��

When you press the Next Button to advance to the SHOW CONFIG menu option, the display is:

SHOW CONFIG

Show Security��

Pressing the Next Button once displays the next option under this Menu Selection:

SHOW CONFIG

AASD xxxxxxxxx��

Press Next repeatedly to display all the options.



3.2.2 How to Use Menu Programming

�tc  \l 3 "3.2.2 How to Use Menu Programming"�

You can use Menu Programming either when the terminal is in the Idle state (On-hook), or when either a Clear Voice, Secure Voice, or Secure Data call is in progress. To program the terminal using Menu Programming, follow these steps:



			1.	Locate the Menu Item you want using Appendix C. Then note the option(s) you want to program.

			

			2.	Press the Menu Button to activate Menu programming. The LED next to the Menu Button illuminates and the Main Menu message appears:  



MAIN MENU

Secure Voice��

			3.	Press the Next Button repeatedly to advance through the Menu Items. Each time you press the Next Button the next Menu Item or option appears. 



	NOTE:	The last option in the menu example in paragraph 3.2.1 is previous menu. Use this menu option to back up in the menu tree. 



			4.	When you reach the Menu Item you want, press the Select Button.

			

			5.	Follow the display prompts, if any, and enter the information the terminal requests.

			

			6.	When you have completed programming the terminal, press the Menu Button to exit Menu Programming. The LED beside the Menu Button extinguishes.



3.2.3 Programming Straps

�tc  \l 3 "3.2.3 Programming Straps"�

Straps are features selectable by setting a bit or bits in the software.  A brief description of the programming straps (options) are shown in the following list.  Select all applicable straps when configuring your terminal.



			1.	SACS features - see Chapter 5.

			

			2.	Auto-Secure Rcv - disables clear voice on incoming calls and forces the terminal to secure voice when answered.

			

			3.	Clear voice - enables/disables clear voice use of the terminal.

			

			4.	Clear Speaker - enables/disables clear speakerphone.

			

			5.	Secure Speaker - enables/disables secure speakerphone.

			

			6.	Remote Authentication (RA) - when "ON", requires acknowledgement through the RS-232 port.

			

			7.	Remote Control - when "ON", the terminal is under control of the DTE.

			

			8.	Auto-Answer - when "ON", the terminal automatically answers Secure Data to the set number of rings.  Either SACS or RA must be "ON".

			

			9.	Data Rate Limit - provides the user the capability to configure the terminal to allow secure data calls to be set up only at the data rate specified.

			

			NOTE:	If your DTE will not change rates with the terminal, you 	may wish to set the Data Rate Limit to the "ONLY" 	setting to stop retries at lower speeds.

			

			10.	Secure Retry (ACK/NACK Signaling) - with Secure Retry "ON" during secure call setup, the terminal retries at the higher voice/data rate before falling back to 2400 bps voice/data when problems occur.

			

			NOTE:	Secure Retry should be "ON" when connected to a 	cellular unit or when placing a call to a cellular unit.

			

			11.	Network Configuration

			

				     	a.	Common Ringing - used for those locations 		where the terminal is connected to a positive line 		disconnect.

				

				     	b.	AUTOVON config - turn "ON" when connected 		to an AUTOVON line.

				

				     	c.	Country config - call General Dynamics 			Advanced Technology Systems SCS Customer 		Service Center for information.  Phone numbers 		are provided in the front of this manual.

				

				     	d.	Modem output - call General Dynamics 			Advanced Technology Systems SCS Customer 		Service Center for information.  Phone numbers 		are provided in the front of this manual.

				

				12. Modem Configuration

				

				     	a.	Trellis Coding - when enabled provides error 		coding/correction during 9600 bps data calls.

				

				     	b.	Frequency Offset Compensation - when enabled 		provides frequency offset compensation.



3.2.4 Programming Examples

�tc  \l 3 "3.2.4 Programming Examples"�

This section provides examples of the following programmable features:

Secure Voice

Secure Data

Clear Speaker Disable

Secure Retry

Data Rate Limit

Trellis Coding.



Each of the following examples has an associated Quick Reference Guide to aid in programming these features.  The Quick Reference Guides have two columns - one column shows the display and the other column shows the proper action to take.  The first action to take in all cases is to press the Menu Button to activate Menu programming.  The display has two lines:  the name of the menu appears on the first line of the display;  the menu options appear on the second line of the display.  The Quick Reference Guides direct you to step through the menu options by pressing the Next button.  When you reach the appropriate menu option, the Quick Reference Guide directs you to press the Select button.



Example 1:  Secure Voice

The factory (default) setting for Secure Voice is 4.8 kbps full duplex.  To change the Secure Voice rate, follow the steps shown in Quick Reference Guide 3-1.



NOTE:	Digital Voice is used with the SCS Secure Conferencing System and with some Red Switches.  Digital Voice appears at the RS-232 port when enabled.



	Quick Reference Guide 3-1

CHANGING THE SECURE VOICE RATE���DISPLAY�ACTION��(current display)�Press Menu Button��MAIN MENU

Secure Voice�Press Select Button��SV: xxxxxxxxxx

2.4 Full duplex - first option

2.4 Half duplex - second option

4.8 Full duplex - third option

2.4 Digital Voice - fourth option

4.8 Digital Voice - fifth option�The current setting of the Secure Voice rate is shown on the first line of the display following "SV".



Step through each option (shown on the second line of the display) until you reach the desired option.  When the option you want is displayed, press the Select Button to change the Secure Voice rate.



The factory default setting is 4.8 FDX.��

Example 2:  Secure Data

The factory (default) setting for the Secure Data mode is 9.6 kbps, full duplex (FDX), asynchronous data operation.  However, several factors may require you to change the Secure Data mode of your terminal.  These factors include:



Whether your DTE is synchronous or asynchronous.



Whether or not your DTE will change rates with your 1100 terminal.  The default setting for the Data Rate Limit is "9.6 = MAX RATE".  You may wish to set the Data Rate Limit to "ONLY" to stop retries at lower speeds.  Example 5 shows how to change the Data Rate Limit.



How the far-end terminal is configured (2.4, 4.8. or 9.6 kbps asynchronous, synchronous, full duplex, or half-duplex).



Poor line conditions.



To determine how the far-end terminal is configured, call a person at the far end.  The far end can determine the configuration of the terminal by doing the following:



Pressing the Menu button.



Pressing the Next button to advance to the Secure Data option of the Main Menu.



Pressing the Select button to choose the Secure Data option.   At this point the first line of the display shows how the far-end terminal is configured for Secure Data (2.4, 4.8. or 9.6 kbps asynchronous, synchronous, full duplex, or half-duplex).



If poor line conditions are encountered, you may have to change the Secure Data mode to 4.8 or 2.4 kbps half-duplex.  In addition, the Trellis coding should be enabled (which is the default setting) for more reliable, error-free transmission.  Example 6 shows how to enable/disable Trellis coding.



To change the Secure Data mode follow the steps shown in Quick Reference Guide 3-2.



	Quick Reference Guide 3-2

CHANGING THE SECURE DATA RATE���DISPLAY�ACTION��(current display)�Press Menu Button��MAIN MENU

Secure Voice�Press Next Button��MAIN MENU

Secure Data�Press Select Button��SD: xxxxxxxxxx

2.4 Full duplex - first option

2.4 Half duplex - second option

4.8 Full duplex - third option

9.6 Full duplex - fourth option�The current setting of the Secure Data rate is shown on the first line of the display following "SD".  Step through each option (shown on the second line of the display) until you reach the desired option.  When the option you want is displayed, press the Select Button to change the Secure Data rate.

When a data rate is selected, you can toggle between synchronous or asynchronous operation by pressing the Next Button.



The factory default setting is 9.6 FDX, ASYNC.��

Example 3:  Clear Speaker

The factory (default) setting for Clear Speaker is "enabled".  To change the Clear Speaker setting, follow the steps shown in Quick Reference Guide 3-3.  This procedure requires a Master CIK.



	Quick Reference Guide 3-3

ENABLE/DISABLE CLEAR SPEAKER���DISPLAY�ACTION��(current display)�Press Menu Button��MAIN MENU

Secure Voice�Press Next Button��MAIN MENU

Secure Data�Press Next Button��MAIN MENU

Show Config�Press Next Button��MAIN MENU

Change Config�Press Select Button��CHANGE CONFIG

Security Config�Press Select Button��SECURITY CONFIG

SACS Disable�Press Next Button��SECURITY CONFIG

SACS Options�Press Next Button��SECURITY CONFIG

Auto-Secure Rcv�Press Next Button��SECURITY CONFIG

Clear Voice�Press Next Button��SECURITY CONFIG

Clear Speaker�Press Select Button��ClrSpkr xxxxxxx

change CS�The first line of the display indicates whether the Clear Speaker is enabled or disabled.  Press the Select Button to enable or disable the Clear Speaker.  You can toggle between "Enabled" and "Disabled" by pressing the Select button again.  The factory default setting for Clear Speaker is "Enabled".��

Example 4:  Secure Retry (ACK/NACK Signaling)

Secure Retry (ACK/NACK Signaling) may be turned ON or OFF as shown in Quick Reference Guide 3-4.  With Secure Retry ON during secure call setup, the terminal retries at the higher voice/data rate before falling back to 2400 bps when problems occur.



NOTE:	This Secure Retry should be ON when connected to a cellular unit or when placing a call to a cellular unit.



	Quick Reference Guide 3-4

ENABLE/DISABLE SECURE RETRY���DISPLAY�ACTION��(current display)�Press Menu Button��MAIN MENU

Secure Voice�Press Next Button��MAIN MENU

Secure Data�Press Next Button��MAIN MENU

Show Config�Press Next Button��MAIN MENU

Change Config�Press Select Button��CHANGE CONFIG

Security Config�Press Next Button��CHANGE CONFIG

Remote Control�Press Next Button��CHANGE CONFIG

Auto-Answer�Press Next Button��CHANGE CONFIG

Data rate limit�Press Next Button��CHANGE CONFIG

Secure Retry�Press Select Button��Secure Retry xxx

change SR�The current setting of Secure Retry is shown on the first line of the display following "Secure Retry". 

Press the Select Button to turn Secure Retry ON and OFF.  Toggle between "ON" and "OFF" by pressing the Select button again.  The factory default setting for Secure Retry is "ON" (enabled).��

Example 5:  Data Rate Limit

The factory (default) setting for Data Rate Limit is 9.6 kbps MAX RATE.  To change the Data Rate Limit, follow the steps shown in Quick Reference Guide 3-5.



	Quick Reference Guide 3-5

CHANGE DATA RATE LIMIT���DISPLAY�ACTION��(current display)�Press Menu Button��MAIN MENU

Secure Voice�Press Next Button��MAIN MENU

Secure Data�Press Next Button��MAIN MENU

Show Config�Press Next Button��MAIN MENU

Change Config�Press Select Button��CHANGE CONFIG

Security Config�Press Select Button��CHANGE CONFIG

Remote Control�Press Next Button��CHANGE CONFIG

Auto-Answer�Press Next Button��CHANGE CONFIG

Data rate limit�Press Select Button��9.6 = xxxxxxxx

change SD rate

�The current setting of Data Rate Limit is shown on the first line of the display following "9.6 = ".  (The data rate can be changed as shown in Quick Reference Guide 3.2.)  Press the Select Button to toggle between "9.6 = MAX RATE" and "9.6 = ONLY RATE".  The factory default setting for Data Rate Limit is "9.6 = MAX RATE".��

Example 6:  Trellis Coding

The factory (default) setting for Trellis Coding is Enabled.  To change the Trellis Coding setting, follow the steps shown in Quick Reference Guide 3-6.



	Quick Reference Guide 3-6

ENABLE/DISABLE TRELLIS CODING���DISPLAY�ACTION��(current display)�Press Menu Button��MAIN MENU

Secure Voice�Press Next Button��MAIN MENU

Secure Data�Press Next Button��MAIN MENU

Show Config�Press Next Button��MAIN MENU

Change Config�Press Select Button��CHANGE CONFIG

Security Config�Press Next Button��CHANGE CONFIG

Remote Control�Press Next Button��CHANGE CONFIG

Auto-Answer�Press Next Button��CHANGE CONFIG

Data rate limit�Press Next Button��CHANGE CONFIG

Secure Retry�Press Next Button��CHANGE CONFIG

Network config�Press Next Button��CHANGE CONFIG

Modem config�Press Select Button��MODEM CONFIG

Trellis coding�Press Select Button��Trellis xxxxxxxx

enable Trellis - first option

disable Trellis - second option�The current setting of Trellis Coding is shown on the first line of the display following "Trellis".  Press the Next Button (if necessary) to step through the enable and disable options (shown on the second line of the display).  When the option you want is displayed, press the Select Button to enable or disable Trellis.  The factory default setting for Trellis Coding is "Enabled".��



3.3 Using Speed Programming

�tc  \l 2 "3.3 Using Speed Programming"�

�xe "Speed Programming\:Using"��xe "Programming\:Using Speed Programming"��xe "Programming\:Speed"�Speed Programming lets you program a number of features quickly. You can use Speed Programming when the terminal is in one of the following states:



Idle (On-hook)

Clear Voice (CV)

Secure Voice (SV)

Secure Data (SD)

Key Management Center (KMC) Call.

	

You CANNOT use Speed Programming under the following conditions:



Secure Call Setup

Changing Rate

Failed Call.



3.3.1 How to Use Speed Programming

�tc  \l 3 "3.3.1 How to Use Speed Programming"�

You perform Speed Programming by entering a code number that corresponds to a specific terminal feature you want to implement. A list of Speed Programming codes is provided in Table 3-1.



To use Speed Programming, follow these steps:



			1.	Press the Menu Button.

			

			2.	Immediately enter the Speed Programming code from Table 3-1. The display message is:



Speed Program

xxx��

		Where:  xxx is the Speed Programming code you entered.



			3.	Press the pound (#) key.

			

			4.	When the command is executed, either the requested information is displayed or the following display message appears:





	Command Executed��

		Table 3-1. �xe "Speed Programming\:Codes"��xe "Programming\:Speed Programming Codes"�Speed Programming Codes

	Code�	Command�	Allowed States��30�Display Secure Data Configuration�Idle, CV, SV, SD, KMC��50�Display Secure Voice Configuration�Idle, CV, SV, SD, KMC��131�Restore Configuration (Factory Values)�Idle, CV, SV, SD, KMC��141�Remote Control On�Idle��199�Display Terminal Configuration�Idle��200�Display Local Identification�Idle, CV*��201�Redisplay Far-End Authentication Data�SV, SD, KMC*��202�Display Full Far-End Identification�SV, SD, KMC*��380�Self Test�Idle��390�Show Tamper Data�Idle*��

	*An associated CIK must be inserted.



	NOTE:	Performing the Self-Test will cause the terminal to reset and run internal diagnostics which lasts up to 1 minute.

����include  \c WrdPrfctDos �





CHAPTER 4   REMOTE CONTROL�tc  \l 1 "CHAPTER 4\: REMOTE CONTROL"�





4.1 Introduction

�tc  \l 2 "4.1 Introduction"�

�xe "Remote Control"�You can operate the SCS 1100/1150 in either the manual or the Remote Control mode. In the manual mode, you must establish and terminate all secure calls by pressing buttons on the front panel. In the Remote Control mode, a computer connected to the SCS 1100/1150's Data Port does all the work for you.



Remote Control provides both security and convenience. When Remote Control is On, the computer has total control of the SCS 1100/1150; you cannot alter the device configuration using the front panel menu options until you turn Remote Control Off. The only front panel functions that operate during Remote Control are:

	

Turn Remote Control Off

Zeroize the SCS 1100/1150.



All other front-panel buttons are inactive.



When Remote Control is On, your computer can control the SCS 1100/1150 using standard AT commands similar to those found in many modem communication software programs. The SCS 1100/1150 AT-command set also includes security-related AT commands that support its unique functions.



�xe "Remote Authentication"�Remote Authentication and �xe "Key ID"�Key Identification (ID) information commands (AT+A and AT+I) are part of Remote Control and a primary security feature. They allow computers to query the 1100/1150 and determine the identity of far-end STU-IIIs. Key ID commands are most useful in computer centers in which users dial into a local switch, establish a secure communication link, and then connect with one of the host computers at the site. The host computers can query the 1100/1150, for example, as part of the user's login sequence to ensure that authorized users are accessing the computer using authorized keys.



4.2 Turning On Remote Control 

�tc  \l 2 "4.2 Turning On Remote Control "�

�xe "Remote Control\:Turning On"�You can enable Remote Control by using either front panel programming or speed programming (Speed Programming Code 141 - See Section 3.3 for the procedure.)  To activate Remote Control through front panel programming, follow these steps:



			1.	Be sure that the terminal is in the Idle state, with the Speakerphone Off, and no call is in progress.

			

			2.	Press the Menu Button to enter program mode. The Menu Light-Emitting Diode (LED) illuminates.

			

			3.	Press the Next Button until the Change Config menu appears, then press the Select Button.

			

			4.	Press the Next Button until the Remote Control menu appears, then press the Select Button.

			

			5.	The Display indicates Remote Control's current setting (Off). Press the Select Button to change.

			

			6.	Press the Menu Button again to exit program mode. The LED extinguishes. Remote Control is now activated. The display message is:





	Rmt Control ON��

While Remote Control is On, you can control the terminal from the DTE connected to the terminal's Data Port.



4.2.1 Using Front Panel Controls During Remote Control

�tc  \l 3 "4.2.1 Using Front Panel Controls During Remote Control"�

When Remote Control is On, all front panel controls are disabled except for the Menu, Next, and Select Buttons.  Only these buttons can be used to exit Remote Control. The Zeroize Button is always active.



4.2.2 Turning Remote Control Off

�tc  \l 3 "4.2.2 Turning Remote Control Off"�

�xe "Remote Control\:Turning Off"�To turn Remote Control Off, follow these steps:



			1.	Press the Menu Button to enter program mode. The LED illuminates.

			

			2.	Press the Select Button to turn Remote Control Off.

			

			3.	Press the Menu Button again to exit program mode. The LED extinguishes. Remote Control is now disabled, and the terminal is ready for manual operation.



NOTE:	If ac power is interrupted, the terminal returns to the same Remote Control state (On or Off) when power returns.





4.3 Remote Authentication

�tc  \l 2 "4.3 Remote Authentication"�

�xe "Remote Authentication"�You can use Remote Authentication in either the Attended or Unattended mode. If you are using the SCS 1100/1150 in the Unattended mode, you must use either Secure Access Control System (SACS) Access Control List (ACL) checking or Remote Authentication (RA).



RA is a security feature and is available only when Remote Control is On.



RA prohibits the flow of user data until the SCS 1100/1150 receives a positive acknowledgement from the computer connected to its Data Port. 



RA is independent of SACS. SACS checking takes place during the secure call setup and is totally internal to the SCS 1100/1150. RA checking takes place at the end of secure call setup and relies on external checking of the far-end Key ID by the computer connected to the SCS 1100/1150 data port.



RA provides a means for host computer systems to control access to a large number of users. This control can be tied to certain hours of the day or days of the week. Since the SCS 1100/1150 does not have a built-in time-of-day clock or calendar, it cannot limit access based on these criteria. The RA feature, however, allows a computer to provide such control.



The Key ID information identifies the specific STU-III being used to dial into the host system.  If certain users (as identified by their host computer login ID) are restricted to certain STU-IIIs for remote login, the host computer system can use the Key ID information as part of the user login process.



The host computer can also use the RA Key ID information for audit trail information. Far-end Key ID information is stored in the SCS 1100/1150 for the duration of the secure call.  This information is available automatically during secure call setup, and also during the secure call using the AT+A command.



4.3.1 Key ID and Remote Authentication Information

�tc  \l 3 "4.3.1 Key ID and Remote Authentication Information"�

�xe "Remote Control\:Far©End Key ID"��xe "Remote Control\:Key ID Information"��xe "Remote Control\:Authentication Information"��xe "Remote Authentication Information"��xe "Far-end ID (FID)\:Information"��xe "Key ID\:Information"�Near�end and far�end Key ID RA information is sent to the Data Terminal Equipment (DTE) as several lines. The first line is preceded by a carriage return and a line feed. Each line is followed by a carriage return and a line feed. Far�end RA data is sent to the display during secure call setup. Near�end RA data is sent following far�end RA data. Each line displays the information shown in Table 4-1.



The first line shows the key editions. The second line shows the key ID number. The third shows the key type. The fourth line shows the key class. The fifth shows the key expiration date. The sixth shows the classification including the special ID field. The seventh line shows the Department, Agency, Organization (DAO) code. If the key is Class 6, the seventh line displays the Special �xe "Class 6 ID field"�Class 6 ID field. Any remaining lines show the key specific data and the Compromise Information Message (CIM) data as one field per line. �xe "Key ID\:Display Lines"�



Table 4-1. Key ID Display Lines

	Line�Line Display Information��	1�Key Edition��	2�Key ID (Registration Number)��	3�Key Type��	4�Key Class��	5�Key Expiration Date��	6�Classification��	7�DAO Code��	8�Special Class 6 ID ��	...�Key-specific and CIM data, one field per line��

� ��4.3.2 Remote Authentication Handshake

�tc  \l 3 "4.3.2 Remote Authentication Handshake"��xe "Handshake, Remote Authentication"��xe "Remote Authentication\:Handshake"�

When far�end and near�end RA data are sent to the DTE, the RA handshake can take place. The near�end authentication is followed with the following prompt preceded by a carriage return and a line feed: 



	Verify:



The DTE must issue the AT+C response at this time. The format of the response is AT+Cn. When the AT+Cn response is accepted, the appropriate CONNECT result code is returned to the DTE, and the Remote Control changes from the Connecting state to an On�Line state. 



The format of the +C  response is different from the AT commands.   This format cannot contain any characters other than the AT+C and an optional numerical value of 0 or 1. Spaces and backspaces are not permitted; the response must be entered exactly the first time. For example, if the desired +C response is AT+C1, typing anything other than the 5 characters AT+C1 in sequence would constitute an invalid response. Invalid responses cause the SCS 1100/1150 to return to the Idle state, the Remote Control to return to the Command state, and an ERROR result code to be returned. Note that autobauding does not take place on the AT of this response.



AT+C0 or AT+C indicates that the far�end user, based on his/her ID information, is not authorized to communicate with the near�end DTE. Sending this response causes the SCS 1100/1150 to return to the Idle state and the Remote Control to the Command state.



AT+C1 indicates that the highest common classification is Unclassified; AT+C2, Confidential; AT+C3, Secret; and AT+C4, Top Secret. These last four responses also indicate that the DTE has examined the far�end ID information and verified that the far�end user is authorized to communicate with the near�end DTE. The value (1, 2, 3, or 4) must be the highest common security level of the two STU-IIIs.



4.4 Remote Control States

�tc  \l 2 "4.4 Remote Control States"�

�xe "Remote Control\:Operational states"�Remote Control operation has four distinct states. The four Remote Control states are: 



Local Asynchronous Command state (Command state)

Connecting state (Secure Call Setup State) 

Asynchronous On�line state (Async Data Traffic state) 

Synchronous On�line state (Sync Data Traffic state).



Remote Control states are shown in Table 4-2.



	Table 4-2. Remote Control States

�	Remote Control States�����SCS 1100/1150

Communication

States�



Command�



Connecting�

Async

On-line�Sync

On-line��Idle (On-hook)�	X�����Clear Voice�	X�����Secure Call Setup��	X����Secure Voice�	X�����Secure Data�	X��	X�	X��Rate Change��	X����KMC Call�	X�����Failed Call�	X�����

The next section in this chapter describes the four Remote Control states. Later sections discuss:



Command set details

Remote Control and SCS 1100/1150 state transitions

S�registers and their factory settings

Result codes

Diagnostic codes.



The chapter concludes with a synopsis of the entire Remote Control command set. 



4.4.1 The Local Asynchronous Command State

 �tc  \l 3 "4.4.1 The Local Asynchronous Command State "�

�xe "Local Asynchronous Command State"��xe "Remote Control\:Local Asynchronous Command State"�When the SCS 1100/1150 enters Remote Control mode, the Remote Control function is in the Command state, enabling you to enter commands. Remote Control is also in the Command state if you enter the escape sequence during an Async On�line state or if you execute return�to�command signaling from either a secure Sync or Async On�line state. 



	Command Structure

�xe "Local Asynchronous Command State\:Command Structure"�A Remote Control command line is an American Standard Code for Information Interchange (ASCII) string preceded by the attention sequence (AT) and followed by the carriage return character. The exception is A/.



	Command Syntax

�xe "Local Asynchronous Command State\:Command Syntax"�You enter commands on the Command Line. A command line can contain one or more commands. In the Command state, you can enter commands to change either SCS 1100/1150 parameters or SCS 1100/1150 states. You can separate multiple commands on a command line with spaces. Commands are always executed from left to right (i.e., in the order in which they are typed). 



You can enter the attention sequence and the commands that follow it in either upper or lower case letters, but you cannot mix upper and lower case letters within the AT. The letter A of the AT code must appear in column 1, followed immediately by the letter T in column 2; otherwise the AT is not recognized as an attention sequence. When you enter the AT, no other characters are permitted in columns 1 and 2, including the backspace character.



You must enter a carriage return in order to have the command line executed. Entering a carriage return is called "issuing commands." The carriage return character is the ASCII carriage return (^M). However, you can change it by modifying register S3. A carriage return is echoed as a carriage return, not as a carriage return and a line feed. 



The backspace character is the ASCII backspace (^H). You can change it by modifying register S5. If command characters are echoed, the backspace character is echoed as a backspace�space�backspace sequence, erasing the characters which are backspaced over.



Commands that require a numerical argument execute with the argument set to 0 if no numerical argument appears.



     	Errors

�xe "Local Asynchronous Command State\:Errors"�If a single command does not execute, or if one of the commands in a multiple-command string does not execute, the system returns an ERROR result code and remaining commands in the string are lost. 



	Command Echoing

�xe "Local Asynchronous Command State\:Command Echoing"�If the E1 option is set to enable command echo, each character entered from the DTE is echoed back to the DTE, regardless of whether these characters constitute a valid command. If these characters are not a valid command, the SCS 1100/1150 does nothing except echo the characters. The setting of register S14 controls the echoing of the AT.



	Command Buffer

�xe "Local Asynchronous Command State\:Command Buffer"�Each time you enter a command line, the system places it into a 32�character command buffer. If the command line exceeds 32 characters, excluding the AT, spaces, and the carriage return character, the command line is ignored, and the system returns an ERROR result code. 



If the command line contains multiple commands but it exceeds the 32�character limit, none of the commands are executed. In this event the command line is not saved, and the system returns an ERROR result code. 



Spaces in command lines are ignored. When the command buffer is empty, the backspace character does not echo.



	Result Codes

�xe "Local Asynchronous Command State\:Result Codes"�Each time you issue a command, the SCS 1100/1150 sends a response, called a result code, back to the DTE. If you enter characters before the entire result code for the previous command is returned to the DTE, including all preceding and following carriage returns and line feeds, the new characters are lost. 



For commands that leave Remote Control in the Command state, successful execution of the command causes the result code OK to be returned to the SCS 1100/1150. If the SCS 1100/1150 is unsuccessful in executing a command, or if it receives commands it does not recognize, it returns the ERROR result code. 



Character sequences that do not begin with AT commands are ignored. Other result codes are discussed later in this chapter along with the relevant commands. 



	Autobauding

�xe "Local Asynchronous Command State\:Autobauding"��xe "Autobauding"�Use the AT to initiate autobauding. During autobauding, the SCS 1100/1150 determines the bit rate of the SCS 1100/1150�to�DTE communications. For commands, the SCS 1100/1150 accepts 9600, 4800, or 2400 bps, and an  8�bit character with no parity, or a 7�bit character with even, odd, space, or mark parity. The SCS 1100/1150 ignores the 8th (most significant) bit when interpreting ASCII command characters. All 8 bits are echoed as received. Autobauding will also change the value of the S28 register, causing Secure Data calls to establish the data link at the S28 speed.



The SCS 1100/1150 attempts to autobaud on the AT commands, the A/ command, and command strings that consist of only a single carriage return character. Bits 1, 2, and 5 of register S28 store this configuration. Note that if bit 1 is set to Half-Duplex and a DTE command is sent at 4800 or 9600 bps, bit 1 is set to Full-Duplex.



None of the other bits in the registers are affected or tested by autobauding. Command lines received with any other bit rate, character length, and parity than those described above can result in incorrect interpretation and echoing of characters.



	Far-End Initiation

�xe "Local Asynchronous Command State\:Far-End Initiation"�If the SCS 1100/1150 is in the Clear Voice state, with the Remote Control in the Command state, and it detects a modem tone from the far end, the SCS 1100/1150 sends the WAIT � CONNECTING result code to the DTE and the Remote Control immediately enters the Connecting state. 



4.4.2 Connecting State

�tc  \l 3 "4.4.2 Connecting State"�

�xe "Remote Control\:Connecting State"��xe "Connecting State"�In the Connecting state, the near-end SCS 1100/1150 is communicating with the far-end STU-III. The SCS 1100/1150 is in the Connecting state during all of call setup. 



When the Remote Control is in this state, any character entered from the DTE port, even without a carriage return character, causes the SCS 1100/1150 to enter the Idle state and the Remote Control to return to the Command state. The only exception occurs when RA is On. In this case, the far�end RA information must be verified by sending the +C response. This response must be sent at the proper time as described in Section 4.3.



4.4.3 Asynchronous On�line State

�tc  \l 3 "4.4.3 Asynchronous On�line State"�

�xe "Asynchronous On-Line State"��xe "Remote Control\:Asynchronous On-Line State"�In the Async On�line state, the DTE transmits and receives data asynchronously to the far�end STU-III. This data is transparent to the SCS 1100/1150 except for the escape sequence. The escape sequence is a series of three consecutive escape characters preceded and followed by an escape guard interval. In addition, the spacing between the escape characters must be less than the escape guard interval. The purpose of having a guard interval is to prevent three consecutive escape characters that are being transmitted as data from being interpreted as an escape sequence. 



The factory setting (S2 = +) of the escape sequence is +++. You can change both the escape character and the escape guard interval by modifying registers S2 and S12, respectively. When the SCS 1100/1150 detects the escape sequence, the Remote Control returns to the Command state, but the secure call remains up. You reenter an On�Line state with the O command.



If the SCS 1100/1150 detects a Data Terminal Ready (DTR)�xe "DTR signal\:flash"� signal change from On to Off, a resync is issued if it is in an On-line state. If the DTR signal changes back to On within the time specified by S31 (in milliseconds) of its On�to�Off transition, the 1100/1150 continues in its secure traffic state and the Remote Control continues in its Async On�line state. 



If the SCS 1100/1150 detects the DTR signal change from On to Off, and the signal remains Off for at least the time in S31 (defined in milliseconds) and changes back to On within the time in S32 (defined in hundredths of a second) of its On�to�Off transition, the SCS 1100/1150 continues in its traffic state, but the Remote Control returns to the Command state. If the SCS 1100/1150 is in a secure traffic state, the resync just described also takes place. If the TR signal remains Off for longer than S32 hundredths of a second, the SCS 1100/1150 enters the Idle state and the Remote Control returns to the Command state.



Normally S31=100 (100 milliseconds) and S32=50 (500 milliseconds). In this case you can choose to resync only, to resync and change to Command state, or to disconnect the call. 



If S31 and S32 are set to equal nonzero values, you can choose to either resync or to disconnect the call. If both S31 and S32 are set to 0, the call is always disconnected when the SCS 1100/1150 detects the DTR signal change from On to Off. 



NOTE:	During secure calls you cannot flash the �xe "DTR signal\:flash"�DTR signal to return to the Command state without also sending a resync. 



4.4.4 Synchronous On�Line State

�tc  \l 3 "4.4.4 Synchronous On�Line State"�

�xe "Remote Control\:Synchronous On-Line State"��xe "Synchronous On-Line State"�In the Sync On�line state, the DTE receives and transmits data synchronously to the far end. This data is transparent to the STU-III, and the escape sequence is not valid for this state.



You can use the DTR signal to escape to the command state as described for the Asynchronous On-line command state when Remote Control is in the Synchronous On-line state. The DTE must use the transmit and receive clocks provided by the SCS 1100/1150; the SCS 1100/1150 does not accept external clocks from the DTE.



4.5 Display Messages

�tc  \l 2 "4.5 Display Messages"�

�xe "Display Messages\:Remote Control"��xe "Remote Control\:Display Messages"�The AT+Q command controls the transmission of most of the front panel display messages out the data port. The Far-end ID (FID) is a SACS feature which controls the transmission of the far-end key RA information during secure call setup.



4.5.1 The +Q Command

�tc  \l 3 "4.5.1 The +Q Command"�

�xe "Remote Control\:+Q Command (Display Messages)"�The +Q option allows messages destined for the 1100/1150 display to also be transmitted through the data port to the DTE while Remote Control is On. When Remote Control is Off, these messages are not sent to the Data Port, regardless of the +Q setting (see Section 4.6.25 for more information).



The +Q option is important if your software is monitoring the physical security of your SCS 1100/1150. An example that illustrates the +Q option is:



	If someone changes the SCS 1100/1150 Crypto-Ignition Key (CIK), the key information of the new CIK appears on the SCS 1100/1150 as soon as the new CIK is inserted. If the +Q option is set correctly, this information is also transmitted through the Data Port to your computer system. The computer's monitoring software knows immediately that (1) CIK movement occurred, and (2) the Keyset ID information of the new CIK. With this information, you can identify the owner of the new Keyset and initiate appropriate action.



4.5.2 The Far-End ID Control

�tc  \l 3 "4.5.2 The Far-End ID Control"�

�xe "Remote Control\:Far-End ID Control"��xe "Far-end ID (FID)\:In Remote Control"�The SACS FID feature controls transmission of the authentication data in certain circumstances. If the SACS ACL Checking is being done (Auto Access Control [AAC] is On), you can use the SACS FID option to prohibit authentication data from being transmitted to the DTE during secure call setup.



The FID option alleviates problems associated with host computer software that cannot accept and process authentication data as part of the secure call setup. The FID option allows these computer systems to complete the secure call setup as if the SCS 1100/1150 were an ordinary clear-data modem. When the secure call is established, the computer system can use the AT+A command to perform audit trail processing.



The FID option is either On or Off. When the FID is On, far-end and near-end authentication data is transmitted to the DTE in the same manner as with any SCS STU-III. If the FID is Off, far-end and near-end authentication data is not transmitted to the DTE as part of the secure call setup unless the attempt to establish the secure link fails.



You can set the FID option to Off only when SACS ACL checking is performed (AAC is On). If you turn SACS ACL checking Off, the SCS 1100/1150 automatically turns the FID option On.



4.6 Remote Control Command Summary 

�tc  \l 2 "4.6 Remote Control Command Summary "�

�xe "Remote Control Command Summary"�This section describes all of the Remote Control commands, the command parameters, and their result codes. Some commands can be executed either by giving the command itself, or by setting �xe "Remote Control\:Command summary"�a bit�mapped S�register appropriately. The discussion of the individual S�registers in a later section notes those registers which duplicate commands. 



4.6.1 A � Answer

�tc  \l 3 "4.6.1 A � Answer"�

�xe "Remote Control Command Summary\:A - Answer"�The A command causes the SCS 1100/1150 to go Offhook and initiate a Secure Data call.



S14 (the dialing mode register) bit 7 is set to 0. 



4.6.2 A/ � Repeat Last Command

�tc  \l 3 "4.6.2 A/ � Repeat Last Command"�

�xe "Remote Control Command Summary\:A/ - Repeat Last Command"�The A/ command re-executes the command line stored in the command buffer, which is the last command executed. The A/ command is not preceded by AT or followed by a carriage return character, and it is not placed in the command buffer. This command leaves the command buffer unchanged. The result code returned is the code that is appropriate for the commands actually executed. 



4.6.3 D � Dial

�tc  \l 3 "4.6.3 D � Dial"�

�xe "Remote Control Command Summary\:D - Dial"�The Dn command dials a number (n) and attempts to make a connection with the far�end STU-III. Dialing is executed in the current SCS 1100/1150 dialing mode (unless modified by the T or P subcommand described in the following paragraphs).



Dn is valid in the Idle, Clear Voice, and Secure Voice states.



A carriage return character indicates the end of the dialing string; no special character is required. Other characters (subcommands) are allowed as modifiers of a dialing string and are listed in Table 4-3. The number entered using the Dn command is stored in the last number redial register.



If Dn is issued when the SCS 1100/1150 is in the Idle state, the SCS 1100/1150 goes Offhook, waits the number of seconds specified in S6, or 5 seconds depending on the setting of the X option, dials the number, and then Remote Control enters the Connecting state as the originating modem. If no number is given, none is dialed, but the SCS 1100/1150 still goes Offhook and the Remote Control still enters the Connecting state.



If Dn is issued when the SCS 1100/1150 is in the Clear Voice state, the SCS 1100/1150 dials and then Remote Control enters the Connecting state as the originating modem, or as the answering modem (initiator) if the R subcommand is used. Again, if no number is given, none is dialed, and the SCS 1100/1150 enters the Connecting state.



Issuing Dn while the SCS 1100/1150 is in other states returns an ERROR result code.



NOTE: 	When the D command causes the SCS 1100/1150 to enter the Connecting state either as an originating or answering modem, it sets the 7th bit of register S14 accordingly. 



	Dial Subcommands

�xe "Dial Subcommand Summary"��xe "Remote Control\:Summary of Dial Subcommands"�Table 4-3 summarizes and describes the subcommands used with the dial command Dn. 



	Table 4-3. Dial Subcommand Summary

	Code��Description��	T�Tone Dialing�Given in a dial string any place following D command; causes SCS 1100/1150 to change to tone dialing.��	P�Dial Pulse Dialing�Given in a dial string any place following D command; causes SCS 1100/1150 to change to Dial Pulse dialing. ��	,

	(comma)�Pause�Given in a dial string any place following D command; causes SCS 1100/1150 to pause dialing for the time stored in register S8.��	W�Wait for Dial Tone�Given in a dial string any place following D command; causes SCS 1100/1150 to stop dialing until it detects a dial tone or until the time specified in register S7 passes, whichever comes first. If dial tone is detected, dialing continues; if not, SCS 1100/1150 enters Idle state and NO DIALTONE result code is returned.��	A,B

	C,D�AUTOVON�AUTOVON precedence codes for FO,F,I and P are generated.��	R�Reverse Mode�Forces Remote Control to enter Connecting state as an answering modem (initiator) instead of as an originating modem. Must be last character in the dial string or the dial command is not executed and an ERROR result code is returned.��	+L�Last Non-Memory Dialer Number Redial�Dials from last number redial register in 1100/1150. No other subcommand can be used with +L except the R or "," subcommands, else the dial command is not executed and an ERROR result code is returned.��	+Rn�Dial from Memory Dialer Storage�Causes SCS 1100/1150 to dial from Memory Dialer location n. No other subcommand can be used with +Rn except the R or "," subcommands, else the dial command is not executed and an ERROR result code is returned.��	!�Flash�Causes SCS 1100/1150 to execute a Flash.��	.

	(period)�Stop Dialing�Causes the SCS 1100/1150 to stop dialing Memory Dialer dial strings��	;

	(Semi	-colon)�Stop Dialing and Remain in Command State�Causes Remote Control to remain in Command state after dialing instead of entering Connecting state. Must be last character in dial string. Any remaining characters in the command line are ignored. The command must still have a carriage return to terminate the command string.�� 

The W subcommand can appear within the dial string. The SCS 1100/1150 follows the dialing rules given in Table 4-3 while dialing the dial string.  The SCS 1100/1150 follows the X-command dialing rules prior to the start of the dialing string, and after the string is dialed.



You can also use the "." subcommand with the +S command to store a stop character in a Memory Dialer location. When dialing using the +Rn subcommand and a "." character is encountered, the dialing stops and the Remote Control remains in the Command state. If the same +Rn command (or A/) is given again, the dialing continues with the characters after the "." character.



With the R (Reverse Mode) subcommand, the SCS 1100/1150 waits for either the ring�back signal to stop or the time specified in S7 to elapse, whichever comes first, before beginning to transmit the call setup modem tone. This mode of operation takes precedence over any conflicting mode, based on the X-command settings.



With the +Rn subcommand, the number stored in Memory Dialer location n is dialed, where the range of n is from 1 to 32. Using a number outside this range returns an ERROR result code.



4.6.4 E � Command Echo

�tc  \l 3 "4.6.4 E � Command Echo"�

�xe "Remote Control Command Summary\:E - Command Echo"��xe "Register S14\:Command Echo"�The E command controls whether or not the commands received from the DTE are echoed back to the DTE. E0 or E inhibits command echo while E1 enables command echo. The default is E1.



This command affects bit 1 of register S14, and the factory setting is to enable command echo (E1). 



Bit 0 of register S14 controls the echo of the AT part of the command. If bit 0 is set to zero, then the AT portion is echoed back to the DTE. This is how the older STU-IIIs operate. If the bit is set to 1, then the AT is not echoed. Some software programs will not work if the AT is echoed; this bit will permit you to configure the SCS 1100/1150 for operation with those programs. The E command will control only bit 1. You must control bit 0 directly.



4.6.5 H � Switch�Hook Control

�tc  \l 3 "4.6.5 H � Switch�Hook Control"�

�xe "Remote Control Command Summary\:H - Switch-Hook Control"�The H command controls the electrical switch hook in the SCS 1100/1150. H0 or H causes the SCS 1100/1150 to transition to the Idle state, and go On�hook. Even if it is already in the Idle state, an OK result code is returned. H0 or H also terminates a data call once the Command state has been entered from an On�line state by issuing the escape sequence or flashing �xe "DTR signal\:flash"�DTR.



H1 causes the SCS 1100/1150 to transition to the Clear Voice state. Even if the SCS 1100/1150 is already Offhook, an OK result code is returned. If the H1 command is issued during a secure call, the secure link is terminated.



4.6.6 M � Call Progress Speaker Control



�xe "Remote Control Command Summary\:M - Call Progress Speaker Control"�The M command controls when the Call Progress Speaker is On and Off. M0 or M disables the Call Progress Speaker.



M1 enables the speaker when the Remote Control is in the Command state and the SCS 1100/1150 is in the Clear Voice state. The speaker remains enabled when the Remote Control enters the Connecting state and the SCS 1100/1150 enters the Secure Call Setup state. The speaker is turned Off as soon as both STU-IIIs actively begin the secure call setup. M2 is treated as if the M1 command were issued. M3 is treated as if the M1 command were issued. 



This command affects bits 2 and 3 of register S22. The factory setting is for the Call Progress Speaker to be enabled except when receiving a carrier tone (M1). 



4.6.7 O � Return to On�line State

�tc  \l 3 "4.6.7 O � Return to On�line State"�

�xe "Remote Control Command Summary\:O - Return to On-line State"�This command, O0 or O, attempts to put the Remote Control into an On�line state.



If the SCS 1100/1150 is in the Idle or Clear Voice communication state, issuing O causes the Remote Control to enter the Connecting state as an originating modem (i.e., it waits for the far end to initiate the call). If the SCS 1100/1150 is in a Secure Data or Secure Voice call, Remote Control is in the Command state, and the O command is issued, the STU-III attempts to transition to the specified On-line secure traffic state.



Issuing the O command when the SCS 1100/1150 is in the Key Management Center (KMC) state returns an ERROR result code.



4.6.8 Q � Result Code Control

�tc  \l 3 "4.6.8 Q � Result Code Control"�

�xe "Remote Control Command Summary\:Q - Result Code Control"�The Q command controls whether or not result codes are returned to the DTE after each command. Q0 or Q enables result codes and messages, and Q1 inhibits result codes and messages. 



This command affects bit 2 of register S14. The factory setting is Q0 which enables result codes and messages. 



4.6.9 Sn � Set an S�Pointer

�tc  \l 3 "4.6.9 Sn � Set an S�Pointer"�

�xe "Remote Control Command Summary\:Sn - Set an S-Pointer"�Sn sets the S�pointer to register n. If n is omitted, S0 is assumed. S0 is the same as S. If the n given is not the number of one of the existing S�registers, the ERROR result code is returned. 



4.6.10 = � Set an S�Register

�tc  \l 3 "4.6.10 = � Set an S�Register"�

�xe "Remote Control Command Summary\:= - Set an S-Register"�The = command sets the S�register pointed to by the S�pointer to a particular value, similar to the Sn= command. The S�pointer does not change. For example, if the S�pointer is set to register S4, then the command =5 sets register S4 to the decimal value of 5. 



4.6.11 ? � Examine an S�Register

�tc  \l 3 "4.6.11 ? � Examine an S�Register"�

�xe "Remote Control Command Summary\:? - Examine an S-Register"�The ? command reads and echoes the contents of the S�register pointed to by the S�pointer, similar to the Sn? command. The S�pointer does not change. For example, if the S�pointer is set to register S6, then ? returns the decimal value of S6 exactly as if the S6? command were given. 



4.6.12 Sn= � Set an S�Register

�tc  \l 3 "4.6.12 Sn= � Set an S�Register"�

�xe "Remote Control Command Summary\:Sn= - Set an S-Register"�The Sn= command has two effects: it sets the S�pointer to register n and it sets register n to a particular value. For example, S0=4 sets S�register 0 to the value 4, and sets the S�pointer to S�register 0. If n is omitted, S0 is assumed. S0= is the same as S=. 



In general, you can set S�registers to any decimal value from 0 to 255; however, some S�registers have tighter bounds within this range and are indicated as such. For bit�mapped S�registers, an attempt to set an unused bit constitutes an illegal command, the register remains unchanged, and an ERROR result code is returned. If the command to set an S�register is successful, an OK result code is returned. If the command fails, either the value given is outside the S�register's legal range, or the designated S�register does not exist, and the ERROR result code is returned. 



NOTE:	Numeric values assigned to S�registers are interpreted in decimal form; hexadecimal, binary, and octal representations are not permitted. Also note that if a numeric value does not follow the "=", the value assigned to the S�register defaults to 0 and any remaining characters are interpreted as subsequent commands. 



4.6.13 Sn? � Examine an S�Register

�tc  \l 3 "4.6.13 Sn? � Examine an S�Register"�

�xe "Remote Control Command Summary\:Sn? - Examine an S-Register"�The Sn? command has two effects: it sets the S�pointer to register n and it reads and echoes the contents of S�register n. For example, S3? reads the contents of S�register 3 and sets the S pointer to S-register 3. If n is omitted, S0 is assumed. S0? is the same as S?. After the value of the S�register is sent to the DTE as a 3�digit decimal number, a carriage return and a line feed are sent. If bit 3 in S-register 14 is set to 1, the value is also preceded by a carriage return and line feed.



If the designated S�register does not exist, the command fails and an ERROR result code is returned. 



4.6.14 V � Type of Result Code

�tc  \l 3 "4.6.14 V � Type of Result Code"�

�xe "Remote Control Command Summary\:V- Type of Result Code"�The V command controls whether the result codes are in string (verbose) or integer (short � 3�digit decimal) form. Both forms are sent as ASCII characters. 



V0 or V selects the short form, and V1 selects the long form. Long�form result codes are preceded and followed by both a carriage return and a line feed character; short�form result codes are only followed by a carriage return character. 



This command affects bit 3 of register S14. The factory setting is to enable long, or verbose, result codes (V1). 







4.6.15 X � Extended Result Code Control 

�tc  \l 3 "4.6.15 X � Extended Result Code Control "�

�xe "Remote Control Command Summary\:X - Extended Result Code Control"�The X command determines:

	

How Remote Control handles initiating a dialing sequence.

The call progress information sent to the DTE.

The format of the CONNECT result code when the On-line state is entered.



X0 or X causes the CONNECT result code to be returned when the Remote Control enters an On�line state. In addition, when the Dial command is given, the SCS 1100/1150 waits the number of seconds designated in register S6 and then dials regardless of the presence or absence of dial tone. Also, the SCS 1100/1150 ignores dial tone and busy signal detection.



The SCS 1100/1150 waits the number of seconds designated in S6, X1 returns the CONNECT result code followed by the bit rate when the SCS 1100/1150 enters an On�line state and ignores the dial tone and busy signal detection.



X2 causes CONNECT result codes followed by the bit rate to be returned (as for X1). When executing the Dial command, the SCS 1100/1150 does not dial until it detects a dial tone. If a dial tone is not detected within 5 seconds of going Offhook (or receiving the command if the SCS 1100/1150 is already in the Clear Voice state), the SCS 1100/1150 returns the NO DIALTONE result code and returns to the state it was in before receiving the Dial command. The SCS 1100/1150 ignores busy signal detection.



X3 causes CONNECT result codes followed by the bit rate to be returned. When the Dial command executes, the SCS 1100/1150 waits S6 seconds and then dials regardless of the presence or absence of dial tone. If a busy signal is detected, the SCS 1100/1150 returns a BUSY result code.



If Remote Control dials as the originating modem (that is, the R subcommand is not used), the SCS 1100/1150 waits the amount of time specified in S7 for busy/ringback detection, then waits the amount of time specified in S7 for carrier detection.



X4 causes CONNECT result codes followed by the bit rate to be returned. Dialing is not performed unless a dial tone is detected. If a dial tone is not detected within 5 seconds of going Offhook, the NO DIALTONE result code is returned and the SCS 1100/1150 returns to its previous state. If a busy signal is detected, the 1100/1150 returns a BUSY result code.



If Remote Control dials as the originating modem (that is, the R subcommand is not used), the SCS 1100/1150 waits the amount of time specified in S7 for busy/ringback detection, then waits the amount of time specified in S7 for carrier detection.



This command affects bits 4, 5, and 6 of register S22, and the factory setting is to have X4 set. 



4.6.16 &C � Data Carrier Detect (DCD) Options

�tc  \l 3 "4.6.16 &C � Data Carrier Detect (DCD) Options"�

�xe "Remote Control Command Summary\:&C - Data Carrier Detect Options"��xe "Data Carrier Detect"��xe "Carrier Detect"�&C0 or &C causes the SCS 1100/1150 always to assert the DCD signal while Remote Control is in the Command state. When Remote Control goes into the Connecting state, it will lower DCD and then reassert it when Remote Control enters an On-line state. &C1 causes the DCD signal to track the carrier from the far�end SCS 1100/1150. 



In an On-line state, DCD is asserted when the first bit of data is sent to the DTE, and DCD is lowered after the last bit of data has been sent to the DTE.



4.6.17 &F � Restore Configuration to Factory Setting

�tc  \l 3 "4.6.17 &F � Restore Configuration to Factory Setting"�

�xe "Remote Control Command Summary\:&F - Restore Configuration to Factory Setting"�&F causes the S�register configuration to be loaded with the factory default values. Specifically, all of the S�registers are set to their factory default values, with the exception of S34. This command has no effect on the Memory Dialer storage locations. 



4.6.18 &M � Asynchronous/Synchronous Selection

�tc  \l 3 "4.6.18 &M � Asynchronous/Synchronous Selection"�

�xe "Remote Control Command Summary\:&M - Asynchronous/Synchronous Selection"�The &M command selects asynchronous or synchronous communications for On�line states. &M0 or &M sets the SCS 1100/1150 for asynchronous communications in an On�line state, and &M1 selects synchronous communications. 



This command is identical to setting bit 6 of register S28. The factory setting is for asynchronous communications (&M0). 



4.6.19 &T � Standard Test Commands

�tc  \l 3 "4.6.19 &T � Standard Test Commands"�

�xe "Remote Control Command Summary\:&T © Standard Test Commands"�The &T command runs the standard analog loopback test, as well as the SCS 1100/1150 self-test. &T0 or &T halts loopback test (Self-test cannot be halted).



&T1 turns On the analog loop test at the current bit rate of the SCS 1100/1150 and puts the Remote Control in the On�line state, so that no result code is returned. This command is valid only when the SCS 1100/1150 is in the Idle state and the CIK is out. Once in the Async On�line state, the SCS 1100/1150 operates in full�duplex mode, transmits characters received from the DTE and sends received characters to the DTE as though it were normal communications with a far�end SCS 1100/1150. 



NOTE:	The Remote Control is in the Async On�line state when this test is running. To stop the test, use the escape sequence (or flashing the D�xe "DTR signal\:flash"�TR signal appropriately) to return to the Command state where the &T0 command can be entered. If register S18 is set however, the analog loop test is timed out when S18 seconds have elapsed.



The &T4 command initiates the SCS 1100/1150's internal self-test.

The &T command affects bits 0 and 1 of register S16. 



4.6.20 +A � Far�end Remote Authentication Information

�tc  \l 3 "4.6.20 +A � Far�end Remote Authentication Information"�

�xe "Remote Control Command Summary\:+A - Far-end Remote Authentication Information"�The +A command causes the far�end RA information to be sent to the DTE. This command is valid only when the SCS 1100/1150 is in a secure call. When the SCS 1100/1150 is in other states, an ERROR result code is returned. AT+A displays the far�end ID; this is sent regardless of the setting of the +Q option or the FID option. The ID information is followed by an OK result code. 



4.6.21 +H � Disconnect

�tc  \l 3 "4.6.21 +H � Disconnect"�

�xe "Remote Control Command Summary\:+H - Disconnect"�The +H command terminates any secure call and causes the SCS 1100/1150 to revert to the Clear Voice state.



4.6.22 +I � Near�end ID Information

�tc  \l 3 "4.6.22 +I � Near�end ID Information"�

�xe "Remote Control Command Summary\:+I - Near-end Key ID Information"�The +I command writes to the DTE the full ID information for the near�end SCS 1100/1150, and is only valid when the SCS 1100/1150 is in the Idle or Clear Voice state and a valid CIK is inserted. If the SCS 1100/1150 is in any other state, an ERROR result code is returned. +I causes the near�end Key ID information to be displayed; this is sent regardless of the setting of the +Q option. The Key ID information is followed by an OK result code. 



4.6.23 +L � Display Last Number Dialed

�tc  \l 3 "4.6.23 +L � Display Last Number Dialed"�

�xe "Remote Control Command Summary\:+L - Display Last Number Dialed"�The +L command is accepted whenever Remote Control is in the Command state.  It writes to the DTE the last nonmemory Dialer number dialed in the Clear Voice state. It does not perform redial. The number is preceded by a T or P to indicate the dialing mode.



4.6.24 +O � On�line State Selection

�tc  \l 3 "4.6.24 +O � On�line State Selection"�

�xe "Remote Control Command Summary\:+O - On-Line State Selection"�The +O command selects which traffic state the SCS 1100/1150 attempts to enter the next time a command is issued for the Remote Control to enter an On�line state. This command affects bits 6 and 7 of register S33. The factory setting is to go On�line in Secure Data mode (AT+O0). 



4.6.25 +Q � Message Control

�tc  \l 3 "4.6.25 +Q � Message Control"�

�xe "Remote Control Command Summary\:+Q - Message Control"�The +Q command controls whether or not messages sent to the display are also sent to the DTE. +Q0 or +Q enables messages to the DTE, and +Q1 prohibits messages from being sent to the DTE. This command does not apply to the far�end Key ID information, or to the Government-required messages. 



This command affects bit 4 of register S14. The factory setting is to enable messages to the DTE (+Q0). 



	Mandatory Messages

The Government requires the SCS 1100/1150 to send Mandatory Messages to the DTE whenever Remote Control is On. Mandatory Messages cannot be disabled with the +Q command. These messages are listed in Table 4-4.



	Table 4-4. Mandatory Messages

	Message�	Trigger Condition(s)��Call Terminated�Secure call setup terminated as a result of the SACS checking



Secure call setup terminated as a result of Compromised Key List (�xe "CKL"��xe "Compromised Key List (CKL)"�CKL) check��Key Compromised�Far-end Key is on CKL��Far Key Expired�Far-end Key has expired��Far Key Invalid�Far-end Key is invalid��Incompatible Key�Far-end Key is not compatible key��

4.6.26 +Rn � Examine Memory Dialer Location

�tc  \l 3 "4.6.26 +Rn � Examine Memory Dialer Location"�

�xe "Remote Control Command Summary\:+Rn - Examine Memory Dialer Location"�The +Rn command sends the information stored in Memory Dialer location n to the DTE. It is sent as a string of ASCII characters using the dial command's special characters for tone, dial pulse, wait for dial tone, pause, and stop. The string is followed by an OK result code. If the Memory Dialer location is empty, a null string is sent to the DTE, still followed by an OK result code. The range for n is 1 to 32. Using any n outside this range returns an ERROR result code; thus +R is equivalent to +R0 and returns an ERROR result code. You can access all 32 Memory Dialer locations through the Remote Control, regardless of whether AUTOVON is On or whether the terminal is configured for multiline or single-line operation.



4.6.27 +Sn= � Store a Number in a Memory Dialer Location

�tc  \l 3 "4.6.27 +Sn= � Store a Number in a Memory Dialer Location"�

�xe "Remote Control Command Summary\:+Sn= - Store a Number in a Memory Dialer Location"�The +Sn command stores a number in Memory Dialer location n, and then stores the number in permanent memory.  (Only one +Sn= command is valid in a Remote Control command line.)  The range for n is 1 to 32. The number is entered as digits with T for tone, P for dial pulse, W for wait for dial tone, "," for pause, "!" for flash, and "." for stop. You can access all 32 Memory Dialer locations through the Remote User Interface (RUI) regardless of whether AUTOVON is On or whether the terminal is configured for multiline or single-line operation.



If neither T nor P is designated as the first character, the current dialing mode of the SCS 1100/1150 is used.  The maximum number of dialing digits that can be stored in a Memory Dialer location is 27. If more than 32 characters are entered (5 command characters and 27 dialing digits), the command is not executed and an ERROR result code is returned. Using any n outside the range of 1�32 also returns an ERROR result code. 



For example, +S3=9W 555�1212 will store a 9, followed by a wait for dial tone (W), followed by 5551212. Note that as in dialing, spaces and other punctuation that make the number more readable are ignored. There are no spaces or punctuation when the number is read using the +Rn command. 



4.6.28 +Sn - Examine Serial Number

�tc  \l 3 "4.6.28 +Sn - Examine Serial Number"�

�xe "Remote Control Command Summary\:+Sn - Examine Serial Number"�The +Sn command causes the SCS 1100/1150 electronic serial number to be sent to the DTE. The format is: A10xxxxxxxx, where the A represents the terminal type (N for Single-Line and P for Multiline) and the x's correspond to the eight-digit part of the serial number.



4.6.29 +SV - Secure Voice

�tc  \l 3 "4.6.29 +SV - Secure Voice"�

�xe "Remote Control Command Summary\:+SV - Secure Voice"�The +SV command places the terminal in the Secure Voice communication mode.  This command is accepted during Secure Data, Secure Voice, and Clear Voice operation. It is illegal in all other states. A valid CIK must be locked in the terminal for Secure Voice communication to take place. A +SV or +SV0 instructs the terminal to:



Initiate a Secure Voice Call if in the Clear Voice mode.

Switch to Secure Voice operation if the terminal is in a Secure Data call.

Retrain/resynchronize if the terminal is in a Secure Voice call.



4.6.30 +V - Clear Voice

�tc  \l 3 "4.6.30 +V - Clear Voice"�

�xe "Remote Control Command Summary\:+V - Clear Voice"�The +V command is accepted only during a Secure Data call, Secure Voice call, or a Failed call. This command transitions the 1100/1150 to a Clear Voice call.



4.6.31 Summary of Remote Control Commands

�tc  \l 3 "4.6.31 Summary of Remote Control Commands"�

�xe "Remote Control Command Summary\:Command Summary Table"��xe "Remote Control\:Command Summary"�Table 4-5 provides a summary of the Remote Control Commands.



	Table 4-5. Summary of Remote Control Commands

	Command�	Action��A/�Repeat last command (not followed by <CR>)��A�Go Offhook in answer mode��Dn�Dial number (n) - see dial subcommands��E0, E�Inhibit command echo��E1�Enable command echo��H0, H�Go On-hook��H1�Go Offhook��M0, M�Speaker control - Off��M1, M2, M3�Speaker control - Off when receiving carrier��O0, O�Return to On-line��Q0, Q�Enable result codes��Q1�Disable result codes ��Sn�Set s-pointer to register n��=�Set s-register pointed to by s-pointer��?�Examine s-register pointed to by s-pointer��Sn=�Set s-register n��Sn?�Examine s-register n contents��V0, V�Select short form result codes (brief)��V1�Select long form result code (verbose)��X0, X, X1, X2, X3�CONNECT, dial tone and busy signal��&C0, &C�Always assert DCD��&C1�Assert DCD when carrier present��&F0, &F�Restore factory configuration��&M0, &M�Asynchronous communications��&M1�Synchronous communications��&T0, &T�Halt analog loop test��&T1�Enable analog loop test��&T4�Enable self-test��+A�Request far-end authentication��+H0, +H�Go to disconnect��+I0, +I�Near-end ID to be displayed��+L0, +L�Display last number dialed��+Q0, +Q�Enable messages to DTE��+Q1�Disable messages to DTE��+Rn�Examine Memory Dialer location��+Sn�Examine Serial Number��+SV�Initiate Secure Voice call��+Sn=�Store a Memory Dialer number��+V�Transition to Clear Voice��

4.7 S-Register Summary

�tc  \l 2 "4.7 S-Register Summary"�

�xe "S-Register Summary"�This section describes the S�registers, their valid values, their default factory settings, and when they can and cannot be changed. For bit map registers, the bits are numbered 0 through 7 from right to left. 



Table 4-15 summarizes the S-Registers and their factory settings. The settings are given as decimal values, since all values used to set S-registers and all values returned when requesting the value of S-registers are given in decimal form. In addition, for registers holding ASCII characters, the ASCII representation is given, and for registers with bit-mapped options, the binary representation is given. S-register bits are numbered 0 through 7 from right to left.



4.7.1 S0 � Auto�Answer

�tc  \l 3 "4.7.1 S0 � Auto�Answer"�

�xe "S-Register Summary\:S0 - Auto-Answer"�If S0 is set to 0, the auto�answer mode is disabled. If S0 is set to a value from 1 to 255, the auto�answer mode is set and the SCS 1100/1150 answers an incoming call after the number of rings specified in S0, provided that a DTE is connected and the security options and CIK position are set properly. 



The factory setting for S0 is for auto�answer to be disabled (S0=0).



4.7.2 S1 � Ring Count

�tc  \l 3 "4.7.2 S1 � Ring Count"�

�xe "S-Register Summary\:S1 - Ring Count"�This register is incremented each time the SCS 1100/1150 detects a ring, but is cleared after 8 seconds of not detecting any rings.  This register can be set to any value from 0 to 255, but it is always cleared after 8 seconds if no rings are detected. 



The factory setting of this register is 0 (ring�count cleared). 



4.7.3 S2 � Escape Character

�tc  \l 3 "4.7.3 S2 � Escape Character"�

�xe "S-Register Summary\:S2 - Escape Character"�This register holds the ASCII value of the character used to escape from the Async On�line state back to the Command state without disconnecting the call. This register can be set to any value from 0 to 255, but values greater than 127 disable escape detection altogether. This register is reset to its factory setting whenever Remote Control is turned On.



The factory setting for the escape character is 43 which is a "+". 



4.7.4 S3 � Carriage Return Character

�tc  \l 3 "4.7.4 S3 � Carriage Return Character"�

�xe "S-Register Summary\:S3 - Carriage Return Character"�This register holds the ASCII value of the carriage return character used to terminate a command line. The legal range is 0 to 127. Attempting to set this register to a value greater than 127 returns an ERROR result code and the register to remain unchanged. This register is reset to its factory value whenever Remote Control is turned On.



The factory setting for the carriage return character is 13 which is a ^M. 



4.7.5 S4 � Line Feed Character

�tc  \l 3 "4.7.5 S4 � Line Feed Character"�

�xe "S-Register Summary\:S4 - Line Feed Character"�This register holds the ASCII value of the line feed character used when the SCS 1100/1150 sends result codes and other information. The legal range is 0 to 127. Attempting to set this register to a value greater than 127 returns an ERROR result code and the register to remain unchanged. This register is reset to its factory value whenever Remote Control is turned On.



The factory setting for the line feed character is 10 which is a ^J. 



4.7.6 S5 � Backspace Character

�tc  \l 3 "4.7.6 S5 � Backspace Character"�

�xe "S-Register Summary\:S5 - Backspace Character"�This register holds the ASCII value of the backspace character used to delete characters on a command line. The legal range is 0 to 32 and 127. Attempting to set this register to any other value returns an ERROR result code and the register to remain unchanged. This register is reset to its factory value whenever Remote Control is turned On.



The factory setting for the backspace character is 8 which is a ^H. 



4.7.7 S6 � Wait for Dial Tone

�tc  \l 3 "4.7.7 S6 � Wait for Dial Tone"�

�xe "S-Register Summary\:S6 -  Wait for Dial Tone"�This register holds the value in seconds of the time the SCS 1100/1150 waits after going Offhook before dialing. The legal range for S6 is 3 to 255. Setting this register to a value less than 3 causes the register to be set to 3. Note that if the X option is set to 2 or 4 to enable the call progress monitoring feature, dialing begins upon detection of a dial tone, and this register is not used. 



The factory setting for waiting for a dial tone is 3 seconds (S6=3). 



4.7.8 S7 � Wait for Carrier After Dial

�tc  \l 3 "4.7.8 S7 � Wait for Carrier After Dial"�

�xe "S-Register Summary\:S7 -  Wait for Carrier After Dial"�This register holds the value in seconds of the time the SCS 1100/1150 waits to detect the carrier from the far�end STU-III. If the X option is set to 3 or 4, the originating  SCS 1100/1150 waits S7 seconds after dialing for ring�back before looking for the far�end carrier. As soon as ring�back is detected or the time expires, the originating SCS 1100/1150 waits S7 seconds for the far�end carrier before hanging up. The legal range for S7 is 1 to 30. Setting this register to a value of 0 causes the register to be set to 1, and setting this register to a value greater than 30 causes the register to be set to 30. Attempting to set this register to a value greater than 255 causes an ERROR code to be returned.



The factory setting for waiting for a carrier after a dial tone is 30 seconds (S7=30). 



4.7.9 S8 � Time for Pause in Dialing

�tc  \l 3 "4.7.9 S8 � Time for Pause in Dialing"�

�xe "S-Register Summary\:S8 -  Time for Pause in Dialing"�This register holds the value in seconds of the time dialing pauses when the pause operator "," is encountered in the dialing string. The legal values are 0 to 255. 



The factory setting for pause time is 2 seconds (S8=2). 



4.7.10 S12 � Escape Guard Time

�tc  \l 3 "4.7.10 S12 � Escape Guard Time"�

�xe "S-Register Summary\:S12 - Escape Guard Time"�This register holds the time in increments of 20 ms required before and after the escape sequence for it to be recognized as such. The legal range is 0 to 255. If this register is set to 0, there is no guard timing for the escape sequence; any occurrence of three consecutive escape characters is considered an escape. This register is reset when Remote Control is turned On.



The factory setting is for an escape guard time of 1 second (S12=50). 



4.7.11 S14 � E, Q, V, +Q, Dialing Mode, Originate/Answer Options

�tc  \l 3 "4.7.11 S14 � E, Q, V, +Q, Dialing Mode, Originate/Answer Options"�

�xe "S-Register Summary\:S14 - E, Q, V, +Q, Dialing Mode, Originate/Answer Options"�Register S14 is bit�mapped to store the setting of certain options. Each bit assignment is shown in Table 4-6.



Bit 0 (zero) provides support for DTE software. If Bit 0 is 0, then the AT is echoed on commands; if Bit 0 is 1, then it is not. (See the E command.)



	Table 4-6. Register S14 Setup

S14 Bit-Mapped Options����  Bit�	Option�	Values��	0�AT Echo�0 - No AT echo*

1 - Echo AT��	1�Command Echo (E)�0 - Disabled

1 - Enabled*��	2�Result Codes (Q)�0 - Enabled*

1 - Disabled��	3�Verbose Mode (V)�0 - Numeric Result Codes

1 - Word Result Codes*��	4�Display Messages (+Q)�0 - Enabled*

1 - Disabled��	5�Dial Method (D)�0 - Tone*

1 - Dial Pulse��	6�Reserved�0��	7�Answer/Originate�0 - Answer

1 - Originate*��

		*  Factory Setting



Setting this register is equivalent to executing the commands indicated. The dialing mode can be changed using the T and P subcommands of the D command. Bit 7 is set to 0 whenever the A command is given, the D command is given with the R subcommand, or the SCS 1100/1150 auto�answers. It is set to 1 whenever the D command is given without the R subcommand. This bit remains unchanged until one of the conditions listed above causes it to be changed, or it is changed by setting this register. 



4.7.12 S16 � Loopback Test Options

�tc  \l 3 "4.7.12 S16 � Loopback Test Options"�

�xe "S-Register Summary\:S16 - Loopback Test Options"�Register S16 is bit�mapped to show when loopback tests are in progress. Each bit assignment is shown in Table 4-7.

	

	Table 4-7. Register S16 Setup

S16 Loopback Test Options����	Bit�	Option�	Values��	0�Analog Loop (&T1)�0 - Disabled*

1 - Enabled��	1�Reserved�0��	2�Self-Test (&T4)�0 - No Change*

1 - Initiate��	3�Reserved�0��	4�Reserved�0��	5�Reserved�0��	6�Reserved�0��	 7�Reserved�0��     

					*  Factory Setting



Turning On self�test must be the last command on a command line. Any remaining commands are ignored.



A self�test runs until completion, ignoring all inputs from the front panel or the DTE. The self-test will take about 1 minute and will end with a reset. Whenever a test associated with this register ends, the register is cleared. An attempt to set this register when the SCS 1100/1150 is not in the appropriate state returns an ERROR result code and the register to remain unchanged. 



Factory settings (all tests disabled) are noted in Table 4-7. 



4.7.13 S18 � Test Timer

�tc  \l 3 "4.7.13 S18 � Test Timer"�

�xe "S-Register Summary\:S18 - Test Timer"�This register is used as a timer in seconds to timeout the analog loop test. The legal range is 0 to 255. If the register is set to 0, there is no timeout; the tests run until the &T0 command is given. If the register is set to a value greater than 0, the tests run for S18 seconds and then terminate.



The factory setting is for no timeout (S18=0). 



4.7.14 S21 - &J, &R, &C, AUTOVON, and Common Ring Options

�tc  \l 3 "4.7.14 S21 - &J, &R, &C, AUTOVON, and Common Ring Options"�

�xe "S-Register Summary\:S21 - &J, &R, &C Options"�Register S21 is bit-mapped to store the setting of certain options. Each bit assignment is shown in Table 4-8.



	Table 4-8. Register S21 Setup

S21 Bit-Mapped Options����	Bit�	Option�	Values��	0�Telco Jack�0 - RJ-11/RJ-13 (&J)*

1 - Illegal��	1�Autovon�0 - Disabled*

1 - Enabled��	2�RTS/CTS�0 - CTS follows RTS (&R)*

1 - Illegal��	3��xe "Common Ringing\:Setting"�Common Ringing�0 - Disabled*

1 - Enabled��	4�Reserved�0 - Default*

1 - Illegal��	5�DCD�0 - &C0*

1 - &C1��	6�CTS for RA�0 - High*

1 - Low��	7�Long Space Disconnect�0 - Disabled*

1 - Illegal��

		*  Factory Setting

4.8.15 S22 - L, M, X Options

�tc  \l 3 "4.8.15 S22 - L, M, X Options"�

�xe "S-Register Summary\:S22 - L, M, X Options"�Register S22 is bit-mapped to store the settings of certain options. Each bit assignment is shown in Table 4-9.



	Table 4-9. Register S22 Bit-Mapped Options

	S22 Bit-Mapped Options����	Bit�	Option�	Values��	1-0�Speaker Volume (L)�00 - L0 set*    10 - L2 set

01 - L1 set      11 - L3 set��	3-2�Speaker Control (M)�00 - M0 set      10 - M2 set

01 - M1 set*    11 - M3 set��	6-4�Extended Result Code (X)�000 - X0 set

001 - Illegal

010 - Illegal

011 - Illegal

100 - X1 set

101 - X2 set

110 - X3 set

111 - X4 set*��	7�Reserved�0 - default*

1 - Illegal��

*  Factory Setting



4.8.16 S25 � Delay to DTR

�tc  \l 3 "4.8.16 S25 � Delay to DTR"�

�xe "S-Register Summary\:S25 - Delay to DTR"�This register holds the value in seconds of the time after entering the Remote Control Synchronous On-line state until the SCS 1100/1150 examines the �xe "DTR signal\:synchronous"�DTR line. This parameter applies only to Remote Control operation.



When Remote Control transitions from the Connecting state to the synchronous On-line state, it waits S25 seconds before examining the DTR signal. The time is measured beginning once the connect result code is sent. This time allows you to disconnect an asynchronous DTE (needed to send commands) and connect a synchronous DTE to send data. 



The legal values for S25 are 0 to 255. The factory setting for the delay to DTR is 25 seconds (S25=25). 



4.7.17 S28 � Secure Data Configuration

�tc  \l 3 "4.7.17 S28 � Secure Data Configuration"�

�xe "S-Register Summary\:S28 - Secure Data Configuration"�Register S28 is bit�mapped to store the Secure Data configuration. Each bit assignment is shown in Table 4-10.



	Table 4-10. Register S28 Setup

S28 Secure Data Configuration����	Bit�	Option�       Values��	0�Full/Half-Duplex�0 - Full-Duplex*

1 - Half-Duplex��	2,1��xe "Bit Rate"�Bit Rate�00 - 2400

01 - 9600*

10 - 4800

11 - Illegal��	3�Reserved�0��	4�Data Rate Limit�0 - Disabled*

1 - Enabled��	5�Character Length�0 - 8 Data Bits*

1 - 7 Data Bits��	6�Async/Sync�0 - Async*

1 - Sync��	 7�Trellis Coding

(9600 bps only)�0 - Disabled

1 - Enabled*��

				* Factory Setting



Note that character length is ignored for synchronous communications.  Also note that when the command is given to set this register, the autobauding process sets this register, and then the command sets this register. As soon as another command is given, the autobauding process sets this register again.



If the terminal is set at MAX RATE, the terminal retries at 2400 bps Secure Data.  If the terminal is set at ONLY RATE, the terminal retries at 2400 Secure Voice.



Factory settings for S28 are shown in Table 4-10.



The SCS 1100/1150 may use autobauding information to adjust register S28. 

If autobauding determines that the bit rate is either 9600 or 4800 bps the SCS 1100/1150 sets bit 0 of register S28 to Full-Duplex. If autobauding determines that the bit rate is 2400 bps and register S28 indicates Half-Duplex operation, bit 6 of S28 is set to indicate synchronous transmission mode.



4.7.18 S30 - Secure Voice Configuration

�tc  \l 3 "4.7.18 S30 - Secure Voice Configuration"�

�xe "S-Register Summary\:S30 - Secure Voice Configuration"�This register is bit-mapped to store the Secure Voice configuration. This bit map is shown in Table 4-11.



Table 4-11. Register S30 Setup

	Bit�	Option�	Values��	0�Full- or Half-Duplex�0 - Full-Duplex*

1 - Half-Duplex��	1�Not Used�0 - Illegal��	2�Bit Rate�0 - 2400

1 - 4800*��	3�Not Used�0 - No Change��	4�Not Used�0 - No Change��	5�Voice Mode�0 - Secure Voice*

1 - No Change��	6�Frequency Offset�0 - Disabled*

1 - Enabled��	7�Not Used�0 - Illegal��

	*    Factory Settings



4.7.19 S31 � DTR Resynchronization Time

�tc  \l 3 "4.7.19 S31 � DTR Resynchronization Time"�

�xe "S-Register Summary\:S31 - DTR Resynchronization Time"�This register holds the maximum value of the time in which the �xe "DTR signal\:resync time"�DTR signal must return to On for the SCS 1100/1150 to resynchronize without returning the Remote Control to the Command state. S31 is measured in thousandths of a second (ms). The legal values for S31 are 0 to 255. However, if the time in S32 is less than 255, then the value of S32 becomes the high limit of S31. An attempt to set S31 to a value greater than 255 returns an ERROR result code and the register remains unchanged. An attempt to set S31 to a value greater than S32 (when S32 is less than or equal to 255 ms) causes S31 to be set equal to S32 and an OK result code to be returned. 



The factory setting is for DTR resynchronization time of 100 ms (S31=100). 



4.7.20 S32 � DTR Return�to�Command Time

�tc  \l 3 "4.7.20 S32 � DTR Return�to�Command Time"�

�xe "S-Register Summary\:S32 - DTR Return-to-Command Time"�This register holds the maximum value of the time in which the DTR signal must return to On for the SCS 1100/1150 to resync (if in a Secure state) and return the Remote Control to the Command state. If the TR signal does not turn On again within this time, the call is disconnected. S32 is measured in hundredths of a second. The legal values for S32 are S31 (converted to hundredths�of�a�second units) to 255. An attempt to set S32 to a value less than S31 causes S32 to be set equal to S31 and an OK result code to be returned. 



The factory setting for this register is 500 ms (S32=50). 



4.7.21 S33 � Telephone Feature Options

�tc  \l 3 "4.7.21 S33 � Telephone Feature Options"�

�xe "S-Register Summary\:S33 - Telephone Feature Options"�Register S33 is bit-mapped to store the telephone features options. This bit map is shown in Table 4-12.



	Table 4-12. Register S33 Setup

	Bit�	Option�	Values��	0�Ringer Control�0 - Ringer Enabled*

1 - Ringer Disabled��	2-1�Ringer Volume�00 - Low

01 - Medium Low

10 - Medium High*

11 - High��	4-3�Not Used�10 - No Change��	5�Mute�0 - Disabled*

1 - Enabled��	7-6�On-Line Mode�00 - Secure Data*

01 - Illegal

10 - Illegal

11 - Illegal��

					* Factory Settings

Legal values are 0 through 63.



4.7.22 S34 - Country Code

�tc  \l 3 "4.7.22 S34 - Country Code"�

�xe "S-Register Summary\:S34 - Country Code"�Register S34 stores a code corresponding to a country. Each bit assignment is shown in Table 4-13.

Table 4-13. Register S34 Setup

S34 Country Code�����	Code�	Country�	Code�	Country��	0�USA*�	12�France��	1�United Kingdom�	13�Greece��	2�Germany�	14�Iceland��	3�Belgium�	15�Luxembourg��	4�Italy�	16�Netherlands��	5�Portugal�	17�New Zealand��	6�Reserved�	18�Norway��	7�Reserved�	19�Spain��	8�Australia�	20�Sweden��	9�Bermuda�	21�Switzerland��	10�Canada�	22�Turkey��	11�Denmark����	

			* Factory Setting



This register is a read-only register and may be changed under Menu programming.



4.7.23 S35 - Volume Control

�tc  \l 3 "4.7.23 S35 - Volume Control"�

�xe "S-Register Summary\:S35 - Volume Control"�This register is bit-mapped to store the Speakerphone and handset volume control options.



Table 4-14. Register S35 Setup

	Bit�	Option�	Values��	0-2�Handset Receiver Volume�000 = Extremely Low

001 = Very Low

010 = Low

011 = Medium Low*

100 = Medium

101 = Medium High

110 = High

111 = Very High��	3-5�Speakerphone Speaker Volume�000 = Extremely Low

001 = Very Low

010 = Low

011 = Medium Low*

100 = Medium

101 = Medium High

110 = High

111 = Very High��	6-7�Not Used�00 - Illegal��

			*  Factory Settings



Legal values are 0 through 63.



4.7.24 Summary of S-Registers and Factory Settings

�tc  \l 3 "4.7.24 Summary of S-Registers and Factory Settings"�

�xe "S-Register Summary\:Summary Table"�Table 4-15 summarizes the previously described S-Registers and their factory settings. The settings are given as decimal values, since all values used to set S-registers and all values returned when requesting the value of S-registers are given in decimal form. In addition, for registers holding ASCII characters, the ASCII representation is given, and for registers with bit-mapped options, the binary representation is given. S-register bits are numbered 0 through 7 from right to left. Specific bit representations are given in the previous section.



Table 4-15. Summary of S-Registers and their Factory Settings

	Register�	Function�	Factory Setting��	S0�Auto-Answer (Rings)�000��	S1�Ring Count�000��	S2�Escape Character�043 which is '+'��	S3�Carriage Return Character�013 which is '^M'��	S4�Line Feed Character�010 which is '^J'��	S5�Backspace Character�008 which is '^H'��	S6�Wait for Dial Tone�003��	S7�Wait for Carrier After Dial�030��	S8�Dial Pause Time�002��	S12�Escape Guard Interval�050��	S14�Dialing Mode; AT Echo; Originate/Answer Options�138 which is 10001010 in binary��	S16�Loopback Test Options�000 which is 00000000 in binary��	S18�Test Timer�000��	S21�&J, &R, &C, AUTOVON, Comm Ringing Options�000 which is 00000000 in binary��	S22�L, M, X Options�116 which is 01110100 in binary��	S25�Delay to �xe "DTR signal\:resync time"��xe "DTR signal\:factory settings"�DTR�025��	S28�Secure Data Configuration�130 which is 10000010 in binary��	S30�Secure Voice Configuration�004 which is 00000100 in binary��	S31�DTR Resync Time�100��	S32�DTR Return-to-Command Time�050��	S33�Telephone Features Options�020 which is 00010100 in binary

Ringer = 0 (Enabled)

Ringer Volume = 10 (Med-High)

Transmit Mute = 0 (Disabled)

On-Line Mode = 00 (SD)��	S34�Country Code�000 which is USA��	S35�Volume Control�027 which is Medium-Loud for both handset and speaker��

4.7.25 Summary of Dial Subcommands

�tc  \l 3 "4.7.25 Summary of Dial Subcommands"�

�xe "Remote Control\:Dial Subcommand Table"��xe "Dial Subcommands\:Summary Table"�This section contains a list of the dial subcommands.  These subcommands are presented in Table 4-16.



Table 4-16. Summary of Dial Subcommands

	Command�	Action��	;�Return to Command state after dialing��	A, B, C, D�AUTOVON FO, F, I, P��	P�Dial pulse dialing��	T�Tone dialing��	W�Wait for dial tone before dialing��	R�Originate call in answer mode (reverse)��	,�Delay dial sequence��	.�Stop dialing��	!�Flash��	+L�Last number redial��	+Rn�Memory Dialer storage dial n��

4.8 Result Codes

�tc  \l 2 "4.8 Result Codes"�

�xe "Result Codes\:Summary"�Result codes are ASCII strings that are returned to the DTE following virtually every command. The result code itself can either be long (English text), or short (a 3-digit decimal number), but in either case, it is sent as an ASCII string. If the V1 option is set (verbose), then the result code string is preceded and followed by a carriage return character and a line feed character. If the V0 option is set (short), then the result code is not preceded by anything and is followed by a carriage return only. Each result code is discussed in Table 4-17, with the long and short versions listed in each heading. Note that the X-command, as well as the V-command, influence these codes.



	Table 4-17. Summary of Result Codes

	Short

	Code�

	Verbose Code�

	When Returned��	000�OK�After successful completion of a command which leaves the Remote Control in the Command state.��	001�CONNECT�When Remote Control changes from the Connecting state to one of the On-line states, and X0 is set.��	002�RING�After every ring detected when SCS 1100/1150 is in Remote Control mode.��	003�NO CARRIER�When Remote Control is in Connecting state trying to establish communications with far-end SCS 1100/1150, and time specified in register S7 expires, or a STU-III signaling timeout expires.��	004�ERROR�When command cannot be completed successfully or when illegal or nonexistent command is given.��	005�Reserved���	006�NO DIALTONE�When W subcommand was issued with D command and no dial tone has been detected within S7 seconds; also returned if X2 or X4 option is selected and no dial tone is detected within 5 seconds of going Offhook.��	007�BUSY�When X3 or X4 option is selected and SCS 1100/1150 detects a busy signal.��	008�Reserved���	009�Reserved���	010�CONNECT 2400�When Remote Control reaches one of the On-line states, the DTE rate is 2400 bps, and X0 is not set.��	011�CONNECT 4800�When Remote Control reaches one of the On-line states, the DTE rate is 4800 bps, and X0 is not set.��	012�CONNECT 9600�When Remote Control reaches one of the On-line states, the DTE rate is 9600 bps, and X0 is not set.��	013�WAIT - CONNECTING�SCS 1100/1150 is driven into Secure Call Setup state by far-end STU-III; Remote Control driven into Connecting state.��	014�Reserved���

��   ��include  \c WrdPrfctDos �





CHAPTER 5 	THE SECURE ACCESS 									CONTROL SYSTEM (SACS)�tc  \l 1 "CHAPTER 5\:  THE SECURE ACCESS CONTROL SYSTEM (SACS)"�





5.1 Introduction

�tc  \l 2 "5.1 Introduction"�

�xe "Secure Access Control System (See SACS)"��xe "SACS"�This chapter describes how to turn On SACS and how to obtain the maximum benefit from this important feature.



The Access Control List (ACL) capability of SACS satisfies Government requirements for unattended Secure Data operations.



5.2 SACS

�tc  \l 2 "5.2 SACS"�

When it is turned On, SACS automatically performs certain access control checks on every secure call you place or receive with the SCS 1100/1150.



SACS has 3 functions:



Limit access to specific STU-IIIs on the access list

Limit the maximum security level of the far-end STU-III

Limit the minimum security level of the call.



Although these three features are independent of each other, you can use them together to provide the flexibility you need for your Secure Data communications. 



SACS features are independent of all other operational modes. For example, although the SACS features are similar to the Remote Authentication (RA) feature used for Audit Trail and other Access Control Functions, the SACS features can be active independent of the RA feature.



SACS checks on all secure calls occur as part of the Secure Call Setup process. When two STU-IIIs begin to establish a secure call, they exchange information about the key material loaded into each of the STU-IIIs. Your SCS 1100/1150 checks the far-end STU's key information against your local SACS settings to determine if the Secure Call Setup process should be continued or aborted. 



If SACS decides that the call should be aborted, the SCS 1100/1150 disconnects from the far-end STU-III by electrically entering the Idle state (On-hook). The process is the same as if you decide you do not want to continue talking with someone on your voice telephone and hang up.



SACS checking occurs after the SCS 1100/1150 verifies that the far-end STU-III's keyset is not on the Compromised Key List (CKL). SACS checking is performed on all secure calls except calls to the Key Management Center (KMC).



�xe "SACS\:Far-end ID (FID)"�The SACS far-end ID (FID) feature provides the Remote Control user with control over the display of the far-end key information. This feature is closely related to the SACS checking of the ACL. Additional information is provided in Chapter 4, Remote Control Operation.



You can also modify the ACL, and temporarily disable SACS (if this option is turned On for your terminal). Refer to Section 5.3.8 for more information on temporarily disabling the SACS feature.



�xe "SACS\:Master CIK"��xe "CIKs\:SACS Master"�A Master Crypto-Ignition Key (CIK) is required to access SACS. The master CIK used to activate SACS becomes the SACS Master CIK (Access Control Master [ACM] CIK).



Refer to Table D-9, SACS Display Messages, for a listing of the SACS display messages and a description of why they occur.



5.2.1 Minimum Security Level Checking

�tc  \l 3 "5.2.1 Minimum Security Level Checking"�

�xe "Minimum Security Level Checking"�Minimum Security Level (MinSL) checking prohibits any secure calls that are not of a high enough security level. Use this feature to ensure that the security level of the far-end STU is adequate to access your system. 



When the SCS 1100/1150 reviews the far-end STU key information, it compares the security level of the key material it is currently using (which depends upon which CIK you have inserted into the SCS 1100/1150), with that of the far-end STU. Based upon the comparison, the SCS 1100/1150 and the far-end STU-III agree on the highest common level permitted for the call. 



Thus, if one side has a SECRET level key and the other side has a TOP SECRET level, then the highest common level is SECRET. The minimum security level feature checks this common level against the SACS minimum security level programmed into the SCS 1100/1150. If the common level is at the minimum level or higher, then the secure call setup is permitted to continue. If the common level is not adequate, the call is terminated and the display message is:



	MINSL NOT MET��

5.2.2 Maximum Security Level Checking

�tc  \l 3 "5.2.2 Maximum Security Level Checking"�

�xe "Maximum Security Level Checking"�Maximum Security Level (MaxSL) checking is similar to MinSL checking. Instead of checking the common security level of the call, MaxSL checking examines the classification level of the distant key material. If the classification level is greater than the level you programmed into the SCS 1100/1150, then the call is terminated. The display message is:





	MAXSL EXCEEDED��

If the level is equal to or less than the value programmed into the SCS 1100/1150, then the secure call setup is allowed to continue.



5.2.3 General Rules For SACS

�tc  \l 3 "5.2.3 General Rules For SACS"�

�xe "SACS\:rules for"�You need a Master CIK to turn On or change SACS settings in the SCS 1100/1150. Your Communications Security (COMSEC) Custodian created the Master CIK as part of the keying process of the SCS 1100/1150.



SACS features can only be modified while the SCS 1100/1150 is in its Idle state. You cannot make changes while the SCS 1100/1150 is dialing a distant telephone number, answering an incoming call, during a secure call setup or in a secure call.



Your SCS 1100/1150 may have up to four keysets. You can use any keyset as the SACS keyset. If SACS is inactive in the SCS 1100/1150, the keyset associated with the Master CIK used to turn On the SACS features becomes the SACS keyset. The Master CIK of the SACS Keyset is often called the ACM CIK.



You can use the Master CIK and all of the working CIKs (that is, the nonmaster CIKs) from the SACS keyset for secure communications. When SACS is enabled, you cannot use CIKs from the other keysets to establish secure communications. You can only use the CIKs associated with the SACS feature for secure links. However, a SACS Disable feature is provided to allow the use of all keysets which in turn allows a non-SACS keyset to establish secure communications.

5.2.4 Government SACS Guidelines

�tc  \l 3 "5.2.4 Government SACS Guidelines"�

�xe "SACS\:government guidelines for"�Proper use of SACS is essential for security to be maintained. The following are guidelines for use of SACS:



			1.	When you use a SCS 1100/1150 with SACS features to control access to a computer, the SCS 1100/1150 must be physically protected at the security level of the SACS keyset.

			

			2.	When setting the MaxSL to a level higher than the key inserted in the SCS 1100/1150, consider the consequences of data of a higher security level being downloaded to the host connected to the terminal. For example, if your database is SECRET and a user downloads a TOP SECRET file, then the database is contaminated.

			

			3.	If a SCS 1100/1150 provides access to a host computer, use it in conjunction with the COMPUSEC protection provided by the host computer. The SCS 1100/1150 does not provide any COMPUSEC protection.

			

			4.	When you use the ACL, enter the most restrictive code possible for the application. When you use Department, Agency, Organization (DAO) codes, remember that terminals with the same DAO code could have different classification levels. Always use MinSL or MaxSL if the classification level is important.

			

			5.	When you use DAO Codes, remember that a digital conference switch with a matching DAO Code may be part of the link. If so, anyone could call through the conference switch and be accepted by the SCS 1100/1150, since the SCS 1100/1150 sees the authentication information of the conference, not of the actual caller.

			

			6.	Reload the ACL and verify the SACS configuration each time a SACS terminal is restored to service after it has been either stored or out of the control of cleared personnel.

			

			7.	Store the Master CIK which controls the SACS features (ACM CIK) in a safe, as it provides access to change the SACS features. Also store the ACL Key Storage Device (KSD) in a safe. Even though the ACL KSD is not classified, it is important that it should not be altered.

			

			8.	If the ACL is generated on a computer, note the checksum and compare it the next time the ACL is downloaded from the computer.

			

			9.	When Remote Control is enabled, the SCS 1100/1150 is controlled by the connected host computer. All of the display information is output to the Data Terminal Equipment (DTE). The host can also request the far�end ID from the SCS 1100/1150 at any time during the secure call.

			

			�xe "Remote Authentication\:SACS"��xe "SACS\:Remote Authentication"�10.	The SCS STU�III family of products includes a security feature called RA. If the SCS 1100/1150 is in Remote Control Mode, it sends authentication information from the far end to the DTE during secure setup. This information can be recorded for an audit trail if the DTE has software to handle the recording and filing. If you enable RA when the SCS 1100/1150 is in Remote Control Mode, the SCS 1100/1150 will not complete the secure call setup until the DTE responds that the far�end STU-III is authorized for access. This enables the host computer to screen calls independent of the screening that can be provided by the SACS features.



5.3 The Access Control List

�tc  \l 2 "5.3 The Access Control List"�

�xe "Access Control List"�The SACS ACL determines which STU-IIIs can enter into a secure call with your SCS 1100/1150. You can use the ACL to establish closed networks in which only specific STU-IIIs can communicate with your SCS 1100/1150. You can also use it to limit access to computing facilities to the STU-IIIs within your organization that are authorized access.



You load the ACL into the SCS 1100/1150 through the Data Port, through the CIK's receptacle, or from the front panel. Thus, you can use computer databases to maintain the ACL records, and list updating can be partially automated. Additionally, you can store the ACL on a KSD, and then load it into the SCS 1100/1150 from the KSD. This provides an easy way to load the same list into multiple SCS 1100/1150 terminals in your computer center.



The ACL can hold 500 entries. Individual entries can be either Key Identifications (IDs) (registration numbers) or DAO codes. The ACL can have any mix of Key IDs and DAO codes.



You must use a SACS Master CIK to load the ACL into the SCS 1100/1150. Although the actual transfer of the ACL into the SCS 1100/1150 can be automated, a human operator must press certain buttons on the front panel of the SCS 1100/1150 to turn On the automated loading sequence. 



No computer can ever change the ACL in the SCS 1100/1150 without human intervention.



5.3.1 Loading the ACL Using the Data Port

�tc  \l 3 "5.3.1 Loading the ACL Using the Data Port"�

�xe "Access Control List\:Loading via the Data Port"�When you put the SACS Master CIK into the SCS 1100/1150 and press the appropriate menu buttons to reach the "Load The ACL Using The DTE" option, ACL transfer begins. Individual ACL entries are loaded one at a time, and the SCS 1100/1150 returns a positive acknowledgment to the DTE after each entry. 



At the end of the ACL, the DTE must transmit a computed checksum for the entries transmitted. The SCS 1100/1150 also computes this same checksum. If the two computed checksums are identical, then the SCS 1100/1150 accepts the list. If the two checksums are different, then the SCS 1100/1150 assumes a transmission error occurred during the loading process and the list is rejected. The SCS 1100/1150 informs the DTE of acceptance or rejection with either an OK or an ERROR message. You must then press the SCS 1100/1150 Menu Button to save the list in the SCS 1100/1150.



General Dynamics Advanced Technology Systems SCS includes an IBM PC program that enables you to load the ACL from an IBM PC (or clone) with every SCS 1100/1150 it ships. The software includes not only an executable program, but also instructions on its use, as well as the program source code. If the program has been separated from your SCS 1100/1150, you can download a copy from the General Dynamics Advanced Technology Systems SCS Web site. Call the Customer Service Center at 1-800-243-7883 or 336-279-3411 for details.



The floppy disk with the ACL Load program also contains text files that explain specific programming details on the format of the ACL entries sent from the DTE and the checksum computation. You can get additional information from the General Dynamics Advanced Technology Systems SCS Customer Service Center.



	ACL Loading Information

The ACL loading process has two major steps:



	(1) Load the list

	(2) Store the list in the SCS 1100/1150.



The SCS 1100/1150 will NOT write the ACL to its nonvolatile memory unless so ordered by pressing a button. When the ACL is loaded into the SCS 1100/1150, it is loaded into a temporary storage area. Once you have checked the list and verified that it is correct, then you must instruct the SCS 1100/1150 to save the list. Otherwise, the list in the temporary storage area is erased.



Quick Reference Guide 5-1 is for loading the list using the DTE.



	Quick Reference Guide 5-1

LOAD SACS ACL USING THE DTE�tc  \l 5 "LOAD SACS ACL USING THE DTE"����	DISPLAY�	ACTION��	(current display)

�Insert SACS Master CIK

Press Menu Button��	MAIN MENU

	Secure Voice�Press Next Button��	MAIN MENU

	Secure Data�Press Next Button��	MAIN MENU

	Show Config�Press Next Button��	MAIN MENU

	Change Config�Press Select Button��	CHANGE CONFIG

	Security Config�Press Select Button��	SECURITY CONFIG

	SACS Disable�Press Next Button��	SECURITY CONFIG

	SACS Options�Press Select Button��	SACS CONFIG

	SACS Control�Press Next Button��	SACS CONFIG

	AutoAccess Control�Press Next Button��	SACS CONFIG

	Far-end ID�Press Next Button��	SACS CONFIG

	Access List�Press Select Button��	ACCESS LIST MENU

	Load ACL Via DTE�Press Select Button��	WAITING FOR ACL

	start DTE transfer�Begin the transfer

from the computer��	RECEIVING ACL

	please wait�Wait while list is

transferred to 1100/1150��	ACL RECEIVED nnn

	show new ACL�Press Next Button��	ACL RECEIVED nnn

	save new ACL�Press Select Button��	NEW ACL SAVED

	previous menu�Press Menu Button��

5.3.2 Loading the ACL Using a KSD

�tc  \l 3 "5.3.2 Loading the ACL Using a KSD"�

�xe "Access Control List\:Loading via a KSD"�You can quickly load the ACL using a KSD containing an ACL. The KSD ACL can be written by any STU-III.  Quick Reference Guide 5-2 lists the steps required to use an ACL KSD to load the ACL into the SCS 1100/1150.



You can use a single KSD to load the ACL into several SCS 1100/1150 terminals. The KSD is not erased during the Load ACL process.



	Quick Reference Guide 5-2

LOAD SACS ACL USING THE KSD�tc  \l 5 "LOAD SACS ACL USING THE KSD"����	DISPLAY�	ACTION��	(current display)

�Insert SACS Master CIK

Press Menu Button��	MAIN MENU

	Secure Voice�Press Next Button��	MAIN MENU

	Secure Data�Press Next Button��	MAIN MENU

	Show Config�Press Next Button��	MAIN MENU

	Change Config�Press Select Button��	CHANGE CONFIG

	Security Config�Press Select Button��	SECURITY CONFIG

	SACS Disable�Press Next Button��	SECURITY CONFIG

	SACS Options�Press Select Button��	SACS CONFIG

	SACS Control�Press Next Button��	SACS CONFIG

	AutoAccess Control�Press Next Button��	SACS CONFIG

	Far-end ID�Press Next Button��	SACS CONFIG

	Access List�Press Select Button��	ACCESS LIST MENU

	Load ACL via DTE�Press Next Button��	ACCESS LIST MENU

	Load ACL via KSD�Press Select Button��	WAITING FOR ACL

	Insert ACL KSD�Insert valid ACL KSD��	ACL Received xxx

	Insert ACM CIK�Insert ACM CIK��	ACL RECEIVED nnn

	show new ACL�Press Next Button��	ACL RECEIVED nnn

	save new ACL�Press Select Button��	NEW ACL SAVED

	previous menu�Press Menu Button��

5.3.3 Modifying the ACL

�tc  \l 3 "5.3.3 Modifying the ACL"�

Quick Reference Guide 5-3 describes the modification of an existing ACL.



	Quick Reference Guide 5-3

MODIFY AN EXISTING ACL�tc  \l 5 "MODIFY AN EXISTING ACL"����	DISPLAY�	ACTION��	(current display)

�Insert SACS Master CIK

Press Menu Button��	MAIN MENU

	Secure Voice�Press Next Button��	MAIN MENU

	Secure Data�Press Next Button��	MAIN MENU

	Show Config�Press Next Button��	MAIN MENU

	Change Config�Press Select Button��	CHANGE CONFIG

	Security Config�Press Select Button��	SECURITY CONFIG

	SACS Disable�Press Next Button��	SECURITY CONFIG

	SACS Options�Press Select Button��	SACS OPTIONS

	SACS Control�Press Next Button��	SACS OPTIONS

	AutoAccess Control�Press Next Button��	SACS OPTIONS

	Far-end ID�Press Next Button��	SACS OPTIONS

	Access List�Press Select Button��	ACCESS LIST MENU

	Load ACL via DTE�Press Next Button��	ACCESS LIST MENU

	Load ACL via KSD�Press Next Button��	ACCESS LIST MENU

	modify ACL�Press Select Button��	MODIFY ACL

	add KID entry	�You can now add, delete, save, or show either a KID or DAO entry. If you want to add a KID entry, press Select now. Otherwise press Next to select the action you want, then Select the action you want and follow the steps below.��	KID Entries���	Enter 9 digits

	KID xxxxxxxxx�The digits for the  KID appear as you enter them. When all 9 are entered, the next display message appears. ��	KID xxxxxxxxx

	save new entry�Press Select to add, delete, show, or save the entry and return to the MODIFY ACL message. Press Next to cancel the entry and reenter the digits.��	DAO Entries���	Enter 6 digits

	DAO xxxxxx�The digits for the new DAO appear as you enter them. When all 6 are entered, the next display message appears.��	DAO xxxxxx

	save new entry�Press Select to add, delete, show, or save the entry and return to the MODIFY ACL message. Press Next to cancel the entry and reenter the digits.��

5.3.4 Copying a SACS ACL to a Blank KSD

�tc  \l 3 "5.3.4 Copying a SACS ACL to a Blank KSD"�

�xe "Access Control List\:Copying to a Blank KSD"�Refer to Quick Reference Guide 5-4 to copy a SACS ACL to a blank KSD for use with other STU-IIIs.



	Quick Reference Guide 5-4

COPY SACS ACCESS LIST TO A KSD�tc  \l 5 "COPY SACS ACCESS LIST TO A KSD"����	DISPLAY�	ACTION��	(current display)

�Insert SACS Master CIK

Press Menu Button��	MAIN MENU

	Secure Voice�Press Next Button��	MAIN MENU

	Secure Data�Press Next Button��	MAIN MENU

	Show Config�Press Next Button��	MAIN MENU

	Change Config�Press Select Button��	CHANGE CONFIG

	Security Config�Press Select Button��	SECURITY CONFIG

	SACS Disable�Press Next Button��	SECURITY CONFIG

	SACS Options�Press Select Button��	SACS OPTIONS

	SACS Control�Press Next Button��	SACS OPTIONS

	AutoAccess Control�Press Next Button��	SACS OPTIONS

	Far-end ID�Press Next Button��	SACS OPTIONS

	Access List�Press Select Button��	ACCESS LIST MENU

	Load ACL via DTE�Press Next Button��	ACCESS LIST MENU

	Load ACL via KSD�Press Next Button��	ACCESS LIST MENU

	modify ACL�Press Next Button��	ACCESS LIST MENU

	copy ACL to KSD�Press Select Button��	READY TO COPY

	insert blank KSD�Insert blank KSD��	ACL Copied

	insert ACM CIK�Insert ACM CIK��	ACCESS LIST MENU

	load ACL via DTE�Copy is complete��

5.3.5 Turning the SACS ACL On (AAC On) and Off (AAC Off)

�tc  \l 3 "5.3.5 Turning the SACS ACL On (AAC On) and Off (AAC Off)"�

�xe "SACS\:AAC ON"��xe "SACS\:AAC OFF"��xe "SACS\:activating the SACS ACL "��xe "Access Control List\:Turning On and Off"�The Auto Access Control (AAC) feature of the SCS 1100/1150 controls ACL checking. If the AAC is On, then ACL checking occurs; if the AAC is Off, no ACL checking is performed, even if an ACL is loaded into the SCS 1100/1150. 



When the ACL is loaded into the SCS 1100/1150, you have to turn On the ACL checking process before you can use it.  To turn On the ACL checking process, refer to Quick Reference Guide 5-5.





	Quick Reference Guide 5-5

TURN SACS ACL ON AND OFF�tc  \l 5 "TURN SACS ACL ON AND OFF"����	DISPLAY�	ACTION��	(current display)

�Insert SACS Master CIK

Press Menu Button��	MAIN MENU

	Secure Voice�Press Next Button��	MAIN MENU

	Secure Data�Press Next Button��	MAIN MENU

	Show Config�Press Next Button��	MAIN MENU

	Change Config�Press Select Button��	CHANGE CONFIG

	Security Config�Press Select Button��	SECURITY CONFIG

	SACS Disable�Press Next Button��	SECURITY CONFIG

	SACS Options�Press Select Button��	SACS OPTIONS

	SACS Control�Press Next Button��	SACS OPTIONS

	AutoAccess Control�Press Select Button��	AAC IS xxx

	Change AAC�xxx = On if AAC is On

xxx = Off if AAC is Off



Press Select Button to change AAC��

5.3.6 Viewing the SACS ACL

�tc  \l 3 "5.3.6 Viewing the SACS ACL"�

�xe "Access Control List\:view the list"��xe "Access Control List\:automatic FID ON"�Refer to Quick Reference Guide 5-6 to view the contents of the SACS ACL.



	Quick Reference Guide 5-6

VIEW THE SACS ACL�tc  \l 5 "VIEW THE SACS ACL"����	DISPLAY�	ACTION��(current display)

�Insert SACS Master CIK

Press Menu Button��	MAIN MENU

	Secure Voice�Press Next Button��	MAIN MENU

	Secure Data�Press Next Button��	MAIN MENU

	Show Config�Press Next Button��	MAIN MENU

	Change Config�Press Select Button��	CHANGE CONFIG

	Security Config�Press Select Button��	SECURITY CONFIG

	SACS Disable�Press Next Button��	SECURITY CONFIG

	SACS Options�Press Select Button��	SACS OPTIONS

	SACS Control�Press Next Button��	SACS OPTIONS

	AutoAccess Control�Press Next Button��	SACS OPTIONS

	Far-end ID�Press Next Button��	SACS OPTIONS

	Access List�Press Select Button��	ACCESS LIST MENU

	Load ACL via DTE�Press Next Button��	ACCESS LIST MENU

	Load ACL via KSD�Press Next Button��	ACCESS LIST MENU

	modify ACL�Press Next Button��	ACCESS LIST MENU

	copy ACL to KSD�Press Next Button��	ACCESS LIST MENU

	show ACL�Press Select Button��	SHOW ACCESS LIST

	show xxx entries�Press Select Button��	SHOW ACL ENTRIES

	H:xxxxxxxxxxxxx�Press Next Button to view all ACL entries��

5.3.7 Deleting a SACS ACL

�tc  \l 3 "5.3.7 Deleting a SACS ACL"�

�xe "Access Control List\:Deleting"�To delete all entries on an ACL, refer to Quick Reference Guide 5-7.



	Quick Reference Guide 5-7

DELETE A SACS ACL�tc  \l 5 "DELETE A SACS ACL"����	DISPLAY�	ACTION��	(current display)

�Insert SACS Master CIK

Press Menu Button��	MAIN MENU

	Secure Voice�Press Next Button��	MAIN MENU

	Secure Data�Press Next Button��	MAIN MENU

	Show Config�Press Next Button��	MAIN MENU

	Change Config�Press Select Button��	CHANGE CONFIG

	Security Config�Press Select Button��	SECURITY CONFIG

	SACS Disable�Press Next Button��	SECURITY CONFIG

	SACS Options�Press Select Button��	SACS OPTIONS

	SACS Control�Press Next Button��	SACS OPTIONS

	AutoAccess Control�Press Next Button��	SACS OPTIONS

	Far-end ID�Press Next Button��	SACS OPTIONS

	Access List�Press Select Button��	ACCESS LIST MENU

	Load ACL via DTE�Press Next Button��	ACCESS LIST MENU

	Load ACL via KSD�Press Next Button��	ACCESS LIST MENU

	modify ACL�Press Next Button��	ACCESS LIST MENU

	copy ACL to KSD�Press Next Button��	ACCESS LIST MENU

	show ACL�Press Next Button��	ACCESS LIST MENU

	delete ACL�Press Select Button��	DELETE ACL MENU

	DEL xxx entries�Press Select Button to delete xxx entries��	DELETE ACL

	confirm delete�Press Select Button to confirm. Press Next to cancel the deletion.��

5.3.8 Temporarily Disabling SACS ACL

�tc  \l 3 "5.3.8 Temporarily Disabling SACS ACL"�

�xe "Access Control List\:Temporarily Disabling"�You may want to temporarily disable SACS to receive transmissions from people who are not on your SACS ACL or if the MinSL or MaxSL settings are incompatible. Disabling SACS lets you receive such transmissions without having to obtain a master CIK. 



Disabling SACS not only disables the AAC, MinSL, and MaxSL settings, it also allows the user access to all four keysets. To disable SACS, a valid CIK must be locked in the terminal. However, the Disable SACS feature will only operate if the SACS Control feature is set to Enabled.  (This may only be accomplished with an ACM CIK.)



NOTE:	If RA is Off, turning SACS Disable On disables Auto Answer.



To disable and reenable SACS, refer to Quick Reference Guide 5-8.



Keep in mind that when the CIK used to temporarily disable the SACS feature is removed from the terminal, the SACS Disable feature is turned Off. 



	Quick Reference Guide 5-8

TEMPORARILY DISABLE SACS ACL�tc  \l 5 "TEMPORARILY DISABLE SACS ACL"����	DISPLAY�	ACTION��	(current display)

�Insert Valid CIK

Press Menu Button��	MAIN MENU

	Secure Voice�Press Next Button��	MAIN MENU

	Secure Data�Press Next Button��	MAIN MENU

	Show Config�Press Next Button��	MAIN MENU

	Change Config�Press Select Button��	CHANGE CONFIG

	Security Config�Press Select Button��	SECURITY CONFIG

	SACS Disable�Press Select Button��	SACS DISABLE xxx

	change Disable�Press Select Button

xxx = ON or OFF, indicating whether SACS Disable is currently On or Off.��

5.4 Setting the Minimum Security Level

�tc  \l 2 "5.4 Setting the Minimum Security Level "�

The values for MinSL are given in Table 5-1.  Quick Reference Guide 5-9 provides the front panel menu steps to turn On the MinSL feature.  You have to use the SACS Master CIK to access and modify any of the SACS features. You can only set the MinSL from the front panel. You cannot set it with a Remote Control Command.



	Table 5-1. Values for Minimum Security Level

	Value�	Meaning��OFF�No checking is performed��UNCLASS�MinSL of call is UNCLASSIFIED��CONF�MinSL of call is CONFIDENTIAL��SECRET�MinSL of call is SECRET��TS�MinSL of call is TOP SECRET��

The default value is Off.



	Quick Reference Guide 5-9

SET THE MINIMUM SECURITY LEVEL�tc  \l 5 ""����	DISPLAY�	ACTION��	(current display)

�Insert SACS Master CIK

Press Menu Button��	MAIN MENU

	Secure Voice�Press Next Button��	MAIN MENU

	Secure Data�Press Next Button��	MAIN MENU

	Show Config�Press Next Button��	MAIN MENU

	Change Config�Press Select Button��	CHANGE CONFIG

	Security Config�Press Select Button��	SECURITY CONFIG

	SACS Disable�Press Next Button��	SECURITY CONFIG

	SACS Options�Press Select Button��	SACS OPTIONS

	SACS Control�Press Next Button��	SACS OPTIONS

	AutoAccess Control�Press Next Button��	SACS OPTIONS

	Far-end ID�Press Next Button��	SACS OPTIONS

	Access List�Press Next Button��	SACS OPTIONS

	Min Sec Level�Press Select Button��	MinSL IS xxxxx

	change to off�Press Next Button and select desired MinSL. Then press the Select Button.��

5.5 Setting the Maximum Security Level

�tc  \l 2 "5.5 Setting the Maximum Security Level"�

�xe "Maximum Security Level\:activating"�The values for MaxSL are given in Table 5-2.  Quick Reference Guide 5-10 provides the front panel menu steps to turn On the MaxSL feature. You must use the SACS Master CIK to access and modify any of the SACS features. You can only set the MaxSL from the front panel. You cannot set it with a Remote Control Command.



	Table 5-2. Values for Maximum Security Level

	Value�	Meaning��OFF�No checking is performed��UNCLAS�Highest permitted security level for far-end STU-III is UNCLASSIFIED��CONF�Highest permitted security level for far-end STU-III is CONFIDENTIAL��SECRET�Highest permitted security level for far-end STU-III is SECRET��TS�Highest permitted security level for far-end STU-III is TOP SECRET��

The default value is Off.



	Quick Reference Guide 5-10

	SET THE MAXIMUM SECURITY LEVEL�tc  \l 5 ""����	DISPLAY�	ACTION��	(current display)

�Insert SACS Master CIK

Press Menu Button��	MAIN MENU

	Secure Voice�Press Next Button��	MAIN MENU

	Secure Data�Press Next Button��	MAIN MENU

	Show Config�Press Next Button��	MAIN MENU

	Change Config�Press Select Button��	CHANGE CONFIG

	Security Config�Press Select Button��	SECURITY CONFIG

	SACS Disable�Press Next Button��	SECURITY CONFIG

	SACS Options�Press Select Button��	SACS OPTIONS

	SACS Control�Press Next Button��	SACS OPTIONS

	AutoAccess Control�Press Next Button��	SACS OPTIONS

	Far-end ID�Press Next Button��	SACS OPTIONS

	Access List�Press Next Button��	SACS OPTIONS

	Min Sec Level�Press Next Button��	SACS OPTIONS

	Max Sec Level�Press Select Button��	MaxSL IS xxxxx

	change to off�Press Next Button and select desired MaxSL. Then press the Select Button.��

5.6 SACS Master CIKs and Multiple Keysets

�tc  \l 2 "5.6 SACS Master CIKs and Multiple Keysets"�

�xe "CIKs\:SACS Master"��xe "SACS\:master CIKs and multiple keysets"�The SCS 1100/1150 can store four different cryptographic keysets. Thus, four Master CIKs could be associated with the same SCS 1100/1150, one Master CIK for each keyset. But the SCS 1100/1150 will accept only one SACS Master CIK. One of the four Master CIKs is the SACS Master.



Master CIKs were made when the COMSEC Custodian filled the SCS 1100/1150 with the cryptographic key material. At that time, when the SACS features were not yet active, any one of the four Master CIKs could become the SACS Master CIK. 



�xe "Master CIK\:activating SACS"��xe "SACS\:Activating using the Master CIK"��xe "SACS\:Access Control List"��xe "Access Control List\:With a SACS Master CIK"�The FIRST MASTER CIK used to turn On the SACS features or load and save an ACL becomes the SACS MASTER CIK. That Master CIK remains the SACS Master CIK until all of the SACS features are turned Off and no ACL is stored. Once this happens, then the SACS state of the SCS 1100/1150 is similar to the state when first loaded with key material. Either of the four Master CIKs can become the SACS Master CIK.



5.7 SACS and Zeroization

�tc  \l 2 "5.7 SACS and Zeroization"�

�xe "Zeroization\:and SACS"��xe "Keyset\:Zeroization by Deletion"��xe "Zeroization\:by Keyset Deletion"��xe "SACS\:and Zeroization"�You can zeroize the SCS 1100/1150 by pressing the Zeroize Button, or by deleting all of the keysets.



If the device is zeroized while SACS is active, the ACL is zeroized but not all of the SACS settings are changed. Although the SACS Control and SACS Disable settings will be disabled when the terminal is zeroized, the AAC On/Off setting and the MinSL and MaxSL settings are not changed. When the COMSEC Custodian fills the zeroized unit, he or she must also clear any SACS features that were active when the unit was zeroized. If these features are not turned Off, all attempts to establish a secure call with the new non-SACS keyset will fail.�

��include  \c WrdPrfctDos �





CHAPTER 6  	CRYPTO-IGNITION KEY (CIK) 							MANAGEMENT AND INITIAL 							FILL PROCEDURES�tc  \l 1 "CHAPTER 6\: CRYPTO-IGNITION KEY (CIK) MANAGEMENT AND INITIAL FILL PROCEDURES"�





�xe "CCI"��xe "Controlled Cryptographic Item (CCI)"�The SCS 1100/1150 is a Controlled Cryptographic Item (CCI) device. You must handle it in accordance with all COMSEC-related regulations. The COMSEC Custodian at your facility is responsible for filling the SCS 1100/1150 with the correct cryptographic key material, and maintaining adequate records.



This chapter describes how to fill the SCS 1100/1150 with key material, how to make CIKs, and how to manage your CIKs and keys. This chapter will not provide you with local policy information on how to handle the CIKs; contact your COMSEC Custodian or Security Officer for local rules.



6.1 Key Storage Devices (KSDs)

�tc  \l 2 "6.1 Key Storage Devices (KSDs)"�

�xe "Key Storage Devices (KSDs)"��xe "KSDs"�The KSD plays a number of roles in the operation of the SCS 1100/1150. The KSDs have the ability to store data. The name we call a particular KSD is determined by the data stored within it. When they are used with the SCS 1100/1150, the KSDs are called Fill Devices, CIKs, Access Control List (ACL) KSDs, and Blank KSDs.



When you order new KSDs from General Dynamics Advanced Technology Systems or other sources, they do not contain any data. They are called Blank KSDs. You can also create a Blank KSD from a KSD that has been previously used by inserting the KSD into the SCS 1100/1150 and erasing it using the Menu Programming options available.



The KSD shipped to you with your SCS 1100/1150 is a Blank KSD.



6.1.1 Fill Devices

�tc  \l 3 "6.1.1 Fill Devices"�

�xe "Fill Devices"�When your COMSEC Custodian orders Key Material from the Key Management Center (KMC), the KMC sends KSDs to your COMSEC Custodian. These KSDs contain data used to fill the SCS 1100/1150. These KSDs are called Fill Devices. Only the KMC can create fill devices.



6.1.2 Crypto-Ignition Keys

�tc  \l 3 "6.1.2 Crypto-Ignition Keys"�

�xe "CIKs\:Master"��xe "Crypto-Ignition Key (CIK)"�A CIK is an unclassified KSD that contains data which associates it with a particular cryptographic keyset in a specific STU-III. Your COMSEC Custodian creates CIKs as part of the process of filling the SCS 1100/1150 with cryptographic key material. In order to establish a secure link with another STU-III, an associated CIK must be properly inserted in the SCS 1100/1150.



6.1.3 Access Control List KSDs�tc  \l 3 "6.1.3 Access Control List KSDs"� 



�xe "Access Control List\:Storing on a KSD"�You can also use blank KSDs to store the SCS 1100/1150's SACS ACL. The SCS 1100/1150 menu commands allow you to write the ACL to a blank KSD and to read an ACL from a KSD. KSDs used for ACL storage (ACL KSDs) cannot be simultaneously used as a CIK.



6.2 Keysets

�tc  \l 2 "6.2 Keysets"�

�xe "Keyset\:capabilities"�The SCS 1100/1150 can hold four different cryptographic keysets. The specific keyset used for a particular secure call is determined by the CIK in the SCS 1100/1150 at the time of the call.



6.2.1 Keyset Capabilities

�tc  \l 3 "6.2.1 Keyset Capabilities"�

The keysets loaded into the SCS 1100/1150 can be of the same or of different security classification levels. The COMSEC Custodian defines the keyset security classification level, as well as some of the text in the keyset identification fields, when he or she places the order for key material. Other fields are defined by the KMC.



Keysets can be either Class 5 or Class 6 keysets. Class 6 keysets contain caveats that can be used for compartmentalization purposes. Class 5 keysets do not contain caveats. The caveats are displayed during secure call setup, and are available for audit trail information through the data port.



6.2.2 Obtaining Key Material

�tc  \l 3 "6.2.2 Obtaining Key Material"�

�xe "Key material\:obtaining"�The COMSEC Custodian at your site is responsible for ordering Key Material from the KMC.



�xe "Key material\:seed key"��xe "Seed Key"�In some cases the KMC sends Seed Key material to the COMSEC Custodian for each keyset ordered. The Seed Key material is sent on a KSD called a Fill Device, as described previously. This Fill Device fills the SCS 1100/1150, allowing it to establish a secure communications link with only the KMC. 



Your Operational Key material is turned On during this call to the KMC. When your SCS 1100/1150 contains Operational Key material, it can make secure calls to all other properly filled STU-IIIs.



�xe "Key material\:Operational key"��xe "Operational Key"�In other cases the KMC sends an Operational Key instead of a Seed Key to the COMSEC Custodian for each keyset ordered. The Operational Key differs from the Seed Key in one important respect: the COMSEC Custodian does not need to place a telephone call to the KMC as part of the Key Material Filling process. Everything else is the same for both types of fill material on Fill Devices.



6.2.3 Loading Key Material

�tc  \l 3 "6.2.3 Loading Key Material"�

�xe "Key material\:loading"�The SCS 1100/1150 programming mode provides menu sequences to enable you to load cryptographic key material.    Quick Reference Guides 6-1, 6-2, and 6-3 provide summaries of these sequences.  The complete menu sequences, including all options, are provided in the Menu Maps in Appendix C. 



	Quick Reference Guide 6-1

FILL KEY MATERIAL INTO TERMINAL: MASTER CIK�tc  \l 5 "FILL KEY MATERIAL INTO TERMINAL\: MASTER CIK"��xe "Master CIK\:Creating"����	DISPLAY�	ACTION��	(current display)�Insert Fill Device��	FILL KEY INSERTD

	fill terminal�Press Select Button��	PROCESSING

	please wait�Wait until you get the next display message.��Note: If SCS 1100/1150 does not have its internal electronic serial number set, it will prompt you to set it here.�See Quick Reference Guide 6-3 for setting the serial number.��	KEYID nnnnnnnnn

	show keyset info�Press Next Button��	KEYID nnnnnnnnn

	make first CIK�Press Select Button��	PROCESSING

	please wait�Wait until you get the next display message.��	MAKE FIRST CIK

	Make Master CIK�A Master CIK is REQUIRED for SACS, and to create additional working CIKs.

Press Select Button��	MASTER CIK MADE

	add another CIK�Press Select Button to make additional CIKs. Press Menu to end the fill procedure.��	ADD CIK x

	insert CIK�Follow these last two steps for as many CIKs as you want to make, then press Menu to exit. Insert the next CIK. x is the number of the CIK to be made.��	CIK x OF y MADE

	add another CIK�Repeat the last two steps for as many CIKs as you want to make, then press Menu to exit. x is the number of the CIK being made, y is the total number. You can make up to 8 CIKs.��

If you received a Seed Key from the KMC, you must call the KMC to complete the fill process. The SCS 1100/1150 displays CALL KMC if a call is necessary. Since the KMC call is a secure call, use one of the CIKs from the Seed Key keyset when you place the call.



	Quick Reference Guide 6-2

FILL KEY MATERIAL INTO TERMINAL: NON-MASTER CIK�tc  \l 5 "FILL KEY MATERIAL INTO TERMINAL\: NON-MASTER CIK"����	DISPLAY�	ACTION��	(current display)�Insert Fill Device��	FILL KEY INSERTED

	fill terminal�Press Select Button��	PROCESSING

	please wait�Wait until you get the next display message.��Note: If SCS 1100/1150 does not have its internal electronic serial number set, it will prompt you to set it here.�See Quick Reference Guide 5-13 for setting the serial number. ��	KEYID nnnnnnnnn

	show keyset info�Press Next Button��	KEYID nnnnnnnnn

	make first CIK�Press Select Button��	PROCESSING

	please wait�Wait until you get the next display message.��	MAKE FIRST CIK

	Make Master CIK�Press Next Button��	MAKE FIRST CIK

	Make non-Master�Press Select Button��	CIK 1 MADE

	add another CIK�Press Select Button to make additional CIKs. Press Menu to end the fill procedure.��	ADD CIK x

	insert CIK�Follow these last two steps for as many CIKs as you want to make, then press Menu to exit. Insert the next CIK. x is the number of the CIK to be made.��	CIK x OF y MADE

	add another CIK�Repeat the last two steps for as many CIKs as you want to make, then press Menu to exit. x is the number of the CIK being made, y is the total number. You can make up to 8 CIKs.��

	Quick Reference Guide 6-3

ENTER A SERIAL NUMBER:  TAMPERED TERMINAL�tc  \l 5 "ENTER A SERIAL NUMBER\:  TAMPERED TERMINAL"����	DISPLAY�	ACTION��	SER# a10xxxxxxxx

	Enter 8 digits�This message appears if you try to fill a terminal that has been zeroized by tampering.  a = N if the terminal is single-line, P if it is multiline.��	SER# a10xxxxxxxx

	confirm ser#�Press Select. The fill process continues.��

6.3 Crypto-Ignition Keys

�tc  \l 2 "6.3 Crypto-Ignition Keys"�

�xe "CIKs\:Master"��xe "Interoperable CIKs"��xe "CIKs\:Interoperable"�The COMSEC custodian creates CIKs. CIKs are required when you use the SCS 1100/1150 for secure communications. They can be created as part of the Cryptographic Key filling process, or at a later date using a Master CIK created during the key filling process.



The SCS 1100/1150 creates interoperable CIKs. Interoperable CIKs are either Master CIKs or non-Master CIKs. A Master CIK is associated with one keyset in one SCS 1100/1150. The non-Master CIK can be associated with keysets in up to seven different SCS 1100/1150 terminals. Although the non-Master CIK can be associated with many different SCS 1100/1150 terminals, in most cases it is associated with only one SCS 1100/1150.



The COMSEC Custodian should create one Master CIK during the fill process. A Master CIK is required to access the SACS features, and to change the SACS FID setting of the SCS 1100/1150. A Master CIK is also required to create up to seven additional CIKs.



NOTE:	If local security policy does not permit creation of a Master CIK during the fill process, then you should make all of the keyset's CIKs as part of the fill process. Without a Master CIK, you will not be able to make additional CIKs after the SCS 1100/1150 has been filled, enable SACS, turn On the Speakerphone, etc.



You need a Fill Device to create a Master CIK. The Fill Device used for loading key material into the SCS 1100/1150 is erased during the fill process. Thus, it becomes a blank KSD, ready to be used as a Master CIK. If you do not make a Master CIK during the fill process, then you cannot make a master CIK for the keyset at a later time. Master CIKs can be made only during the fill process.



	Adding CIKs

�xe "CIKs\:Adding"�If you want to add CIKs to an already filled SCS 1100/1150, then the COMSEC Custodian should select the Add CIK submenu from the Key/CIK Mgmt menu. Since a nonmaster interoperable CIK can be associated with up to seven SCS 1100/1150 terminals or STU-IIIs, the KSD does not have to be blank to be added to a keyset. However, if it is not blank, it must be a nonmaster interoperable CIK; ACL KSDs and Master CIKs cannot be used.



Each keyset in the SCS 1100/1150 can have one Master CIK and seven non-Master CIKs associated with it, or it can have no master CIKs, and eight interoperable CIKs associated with it.



In this document the terms Master CIK and Working CIK refer to the Master Interoperable CIK and to the non-Master Interoperable CIK, respectively.



6.4 Initial Fill Procedure

�tc  \l 2 "6.4 Initial Fill Procedure"�

When you have installed the STU-III, you must fill the SCS 1100/1150 and make a CIK before you can perform Secure Voice or Secure Data communication.



	IMPORTANT

	Before you perform any fill procedures, READ THE PROCEDURE AND BE SURE YOU UNDERSTAND IT. Certain sequences in the fill procedures have time limits, and if you are not familiar with the procedure before you begin, the procedure may time out. The fill procedure times out if the time interval between removing a Fill Device or CIK and inserting a key equals or exceeds 1 minute. If this happens, you cannot make any more CIKs during this fill procedure.



During a fill procedure you cannot make or receive calls on the terminal and the terminal must be On-hook.



6.4.1 Introduction to Fill Devices

�tc  \l 3 "6.4.1 Introduction to Fill Devices"�

You can use two types of Fill Device (FD) with the STU-III terminal.



FDs that contain a Type I Seed Key

FDs that contain a Type I Operational Key



The FD comes with an attached label. This label identifies the FD type. For example, a label that says



	STU-III, Type I Seed Key,  Exp=11/97, TS



indicates that the attached FD contains a Type I Seed Key with an expiration date of November 1997, and a security clearance level of Top Secret.



The STU-III terminal can accommodate up to four keysets. Each keyset has 8 CIKs for a total of 32 CIKs. Each keyset has only one security clearance level. Also, each keyset requires its own FD for initialization; the first CIK in each keyset can be made a Master CIK if desired.



A CIK can only be associated with one keyset per terminal.



A Master Operational CIK can be made only during the fill procedure as the first CIK. It provides the capability for adding more Operational CIKs to a keyset (up to seven) any time after the fill procedure is completed. Before you start a fill procedure, you must determine if the FD is to be made a Master Operational CIK or an Operational CIK. When the FD has been reinitialized as an Operational CIK, it cannot be reinitialized as a Master Operational CIK and you must make any additional Operational CIKs for the keyset during the fill procedure.



6.4.2 Loading Additional Keysets

�tc  \l 3 "6.4.2 Loading Additional Keysets"�

You can load up to four keysets by following the procedures described in the following sections.



6.5 Keying a Previously Used and Zeroized SCS 1100/1150

�tc  \l 2 "6.5 Keying a Previously Used and Zeroized SCS 1100/1150"�

�xe "Zeroized unit\:keying a previously used "��xe "Keying\:a previously used and zeroized unit"�If a previously used SCS 1100/1150 has been zeroized, as a last step in keying the SCS 1100/1150 make certain that all SACS features that had been On are turned Off. Unless these features are turned Off, the SCS 1100/1150 will not establish any secure calls.



To clear previously used SACS features, use a Master CIK and step through the menu to the three SACS features:



Auto Access Control (AAC)

Minimum Security Level (MinSL)

Maximum Security Level (MaxSL).



These features can be modified as shown in the Quick Reference Guides located in Chapter 5. Turn all three features Off. This turns Off existing SACS features; the old ACL was zeroized as part of the zeroization process, so you do not need to delete the old list.



6.6 KMC Re-Key Calls

�tc  \l 2 "6.6 KMC Re-Key Calls"�

�xe "Rekey calls\:KMC"��xe "KMC\:rekey calls"�When you need to update your cryptographic key material, the unit displays the following message.



Call KMC��

If you update your key material electronically by calling a special KMC telephone number, your SACS Key Identification (ID) number is not changed. If you decide to update your key material by ordering a new fill device, your SACS Key ID changes.



NOTE:	Check the expiration date on your CIK. If it is near expiration, call the KMC rekey number in the front of this manual to extend the CIK for 12 months.



To update a key, follow these steps:



			1.	Insert a CIK

			

			2.	Call the Rekey number.



The KMC will provide you with information concerning the electronic rekey process. When you call the KMC to rekey, the unit displays:

	

KMC

��

If either SACS or Remote Authentication (RA) is active, the unit does not perform these  checks for the KMC Rekey call.



When the SCS 1100/1150 places a KMC call, it operates as it normally does for a Secure Data call. The KMC will automatically initiate and terminate the secure link.



6.7 Keyset and CIK Management

�tc  \l 2 "6.7 Keyset and CIK Management"�

�xe "Keyset\:management"��xe "CIKs\:Management"��xe "Crypto-Ignition Key (CIK)"�You use the CIK and Keyset Management (CIK/Key Mgmt) menu options to verify the contents of devices and to supplement your record keeping. The Keyset and CIK Management menus are a major submenu set located under the Main Menu. Their location in the menu system, and their submenus, are shown below.



	Main Menu

		 Secure Voice

		 Secure Data

		 Show Config

		 Change Config

		 Key/CIK Mgmt

			 Show Keysets

			 Fill Terminal

			 Delete Keyset

			 Show CIK Associations

			 Add CIK

			 Delete CIK Associations

			 Show CIK Fields

			 Erase CIK

			 Cancel CIM Message

			 Previous Menu



6.7.1 Keyset Options

�tc  \l 3 "6.7.1 Keyset Options"�

�xe "Keyset\:options"�The Show Keysets and Delete Keyset menu options pertain to keyset management.  The Show Keyset menu allows you to see the keyset information stored in your SCS 1100/1150.  The Delete Keyset menu allows you to delete one or all keysets stored in your device.



You can use the Delete Keyset menu to zeroize the SCS 1100/1150: if you delete all keysets the SCS 1100/1150 is zeroized.



You specify the keyset you want to delete by inserting a CIK from the keyset, or by identifying the specific keyset by its ID number. The SCS 1100/1150 menu system prompts you through this process. The SCS 1100/1150 asks for confirmation before it deletes a keyset, preventing accidental deletions.



�xe "SACS\:keyset deletion"��xe "Zeroization\:and SACS"��xe "CIKs\:Master"�If a keyset is the SACS Keyset, turn Off the SACS features and delete the access list before you delete the keyset. If you do not do this before you delete the keyset, the device will not set up a secure call with a non-SACS keyset until you refill and use a Master CIK to clear the SACS features associated with the deleted keyset.



6.7.2 CIK Options

�tc  \l 3 "6.7.2 CIK Options"�

�xe "CIKs\:Options"�CIK options allow you to manage all the CIKs associated with your SCS 1100/1150, and allow you to perform a limited number of functions on nonassociated CIKs.



The CIK menus allow you to manage both Keyset and CIK operations. Using these menus you can:



Determine the number of CIKs associated with a Keyset (Show CIK Associations Menu)

Add a CIK to a keyset; that is, associate a CIK (Add CIK menu)

Delete a CIK - Keyset association (Delete CIK Associations menu)

Turn Off the Key Compromised display while a CIK associated with the compromised keyset is inserted (Cancel CIM Message Menu)

Identify the keysets with which a particular CIK is associated (Show CIK Fields menu)

Erase one or more CIK fields (Erase CIK menu). When all fields are erased, the CIK becomes a blank KSD.



6.7.3 Compromised Key List (CKL)

�tc  \l 3 "6.7.3 Compromised Key List (CKL)"�

�xe "Compromised Key List (CKL)"��xe "CKL"�A CKL is a list of compromised keys. As part of its secure call setup, the SCS 1100/1150 checks the CKL to ensure that the far-end STU-III's keyset is not on this list. If the far-end keyset is not on the list, the secure call setup continues. If the far-end STU-III keyset is on the CKL, the local SCS 1100/1150 displays a Key Compromised message, and terminates the secure call setup process.�
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CHAPTER 7   INSTALLATION�tc  \l 1 "CHAPTER 7\: INSTALLATION"�





7.1 Introduction

�tc  \l 2 "7.1 Introduction"�

�xe "Installation"�This chapter provides instructions for the installation of the SCS 1100 (single-line terminal) and the SCS 1150 (multiline terminal).  Please read all instructions carefully before you begin the installation.



	IMPORTANT

Appendix A contains Federal Communications Commission (FCC) Registration and Repair information for the SCS 1100/1150. Do not attempt to install either model until you have read and understood the material in Appendix A.



7.2 Installing the SCS 1100

�tc  \l 2 "7.2 Installing the 1100"�

To install the SCS 1100 single-line STU-III, follow these steps:



1. Inspect Package Contents 

Inspect the contents for damage that may have occurred during transit. Save all packing material until the SCS 1100 is installed and working properly. Compare the contents of the shipment against the packing slip, which lists the inventory of the shipment. 



The shipment should include the following pieces: 



Secure Voice/Data terminal

Terminal stand

AC power cord and power supply 

Handset

Handset cord

Telephone line cord (Not included with SCS 1150)

Blank KSD (Optional-not included) 

This User's Manual 0N-493106.



Visually confirm that there are no broken parts and that the SCS 1100 housing and panel surfaces are free of obvious defects. Press all of the buttons on the front of the SCS 1100 and confirm that they move freely. If you suspect any part is damaged, or if parts are missing, call the General Dynamics Advanced Technology Systems SCS Customer  Service Center at 1-800-243-7883 or 336-279-3411.



2. Verify Identification 

Each SCS 1100 has a label on the bottom that indicates the serial number. The product label, which contains the model number, FCC information, Host Nation Connection Approval, and other information, is on the bottom of the unit. Verify that the identification label exists and that the serial number on the label is the same as the serial number of the SCS 1100 as shown on the packing slip. If the label is missing, or the serial numbers do not match, call the General Dynamics Advanced Technology Systems SCS Customer Service Center.



Make a note of the serial number, or keep the packing slip available, as you will want to check the serial number stored in the SCS 1100 when it is filled with key material.



3.	Place the Terminal 

Locate the SCS 1100 where it will be secure, according to COMSEC specifications and local regulations. 



The device should not be exposed to extreme heat (over 100° F or 38° C), or extreme cold (under 40° F or 4° C). It should be protected from water and direct sunlight. 



Allot sufficient space for air to flow around the housing.



4.	Install the Terminal 

Follow these steps to install the SCS 1100.



	a.		Place the SCS 1100 on the desk or wall (using the optional wall mount 		kit) at the selected location.



	b.		If you use the SCS 1100 on a desk, assemble the desk stand by 			following these steps:



	1.	Locate the two extended rivets on the base of the terminal.



	2.	Locate the matching slots on the desk stand.



	3.	Slide the desk stand into the rivets so it fits snugly.



	4.	Return the terminal to its normal position. The terminal now tilts toward the user.



	c.	Assemble the handset and handset cord.



	d.	Install the power supply.



NOTE:	If you are NOT in the US, check the local electric code. You may need to purchase a cord to plug into the power supply that is compatible with the available electrical wall outlet.



		Plug the round end of the power cord that is permanently attached to 		the power supply into the 8�pin round connector in the back of the SCS 		1100. The connector is labeled POWER.  See Figure 7-1.



		Next, plug the ac power cord into the ac power supply and then into the 		ac wall outlet. It is important that the connector be plugged into the 		SCS 1100 prior to connecting the power supply to the ac outlet. 



NOTE:	If the SCS 1100 must be moved after installation, be certain that the ac power cord is removed from the wall outlet prior to disconnecting the cord between the power supply and the SCS 1100.



	e.	The SCS 1100 automatically runs self�contained self-tests when it is 	plugged into a power source. 



	f.	Install the Telephone Cord. Plug one end of the telephone line cord into 	the modular jack in the back of the SCS 1100. Plug the other end of the 	cord into a modular telephone jack that is connected to the telephone 	network.



5. Installing the Terminal With a Positive Line Disconnect

�xe "Common Ringing\:Installation"�When you install a POTS telephone in a location serviced with a positive line disconnect (SanBar 4001B, WECO 270B, etc.), you have to connect an auxiliary ringer to the Key Switching Unit (KSU) common ring signal. When you install the SCS 1100 you can connect the common ring signal directly to the terminal. An auxiliary ringer is not required.



The installation requires a 6-conductor connecting block and a 6-conductor line cord for connection to the SCS 1100.



Have a qualified telephone installer connect the common ring signal to pins 1 and 6 of the connecting block. Then connect the SCS 1100 using a 6-conductor line cord. Program the SCS 1100 for common ringing using the Menu programming feature.



� EMBED Word.Picture.6  ���



	Figure 7-1. SCS 1100/1150 Back Panel



6. Installation Instructions for Secure Data users

Install the Data Terminal Equipment (DTE) by connecting your terminal, computer, or FAX machine to the EIA�232 connector in the back of the 1100. The connector is labeled DATA. Use the EIA�232 cable that comes with your DTE, or purchase a cable. The end that attaches to the SCS 1100 must be male. The other end should be compatible with the connector on your DTE. Connect the other end of the EIA�232 cable to your DTE. 



7. Filling the SCS 1100 

Using a fill device obtained from the Key Management Center (KMC), fill the SCS 1100 with keying data. See Chapter 6. 



8. Configure the Terminal

The terminal has numerous operating features that you may want to turn either On or Off (Speakerphone, Clear Voice Disable, etc.). Configure the terminal to suit your needs by configuring these options as described in Chapter 3. You can also configure the terminal by going directly to the menus (Appendix C).



9. Repacking 

If the SCS 1100 needs to be returned to the factory, telephone the Customer Service Center for instructions.



There are security restrictions on how the SCS 1100 can be shipped. DO NOT SHIP THE SCS 1100 TO General Dynamics Advanced Technology Systems SCS PRIOR TO OBTAINING AUTHORIZATION AND INSTRUCTIONS FROM THE GENERAL DYNAMICS ADVANCED TECHNOLOGY SYSTEMS SCS CUSTOMER SERVICE STAFF.  BE CERTAIN THE DEVICE HAS BEEN ZEROIZED BEFORE YOU SHIP IT.





7.3 Installing the SCS 1150 Multiline Terminal

�tc  \l 2 "7.3 Installing the SCS 1150 Multiline Terminal"��xe "Installing the SCS 1150 Multiline terminal"�

The SCS 1150 is factory-wired to provide five lines and Hold. The 1150 must be installed by a qualified technician. 



7.3.1 Multiline Connections

�tc  \l 3 "7.3.1 Multiline Connections"��xe "Connections, multiline"�

The SCS 1150 is designed to operate with 1A2 Key telephone equipment. The 50-pin connector is wired to replace a 6-Button key telephone. The multiline connections are shown in Table 7-1.



	Table 7-1. SCS 1150 Multiline Connections

	Pin #�	Signal�	Pin #�	Signal�	Wire Pair��	1�	R1�	26�	T1�BL-W/W-BL��	2�	A1�	27�	A(1)�O-W/W-O��	3�	L1�	28�	L1G�G-W/W-G��	4�	R2�	29�	T2�BR-W/W-BR��	5�	NC�	30�	A(2)�S-W/W-S��	6�	L2�	31�	L2G�BL-R/R-BL��	7�	R3�	32�	T3�O-R/R-O��	8�	NC�	33�	A(3)�G-R/R-G��	9�	L3�	34�	L3G�BR-R/R-BR��	10�	R4�	35�	T4�S-R/R-S��	11�	NC�	36�	A(4)�BL-BK/BK-BL��	12�	L4�	37�	L4G�O-BK/BK-O��	13�	R5�	38�	T5�G-BK/BK-G��	14�	NC�	39�	A(5)�BR-BK/BK-BR��	15�	L5�	40�	L5G�S-BK/BK-S��	16�	NC�	41�	NC�BL-Y/Y-BL��	17�	NC�	42�	NC�O-Y/Y-O��	18�	S1�	43�	B2�G-Y/Y-G��	19�	NC�	44�	BL�BR-Y/Y-BR��	20�	R�	45�	B�S-Y/Y-S��	21�	NC�	46�	NC�BL-V/V-BL��	22�	NC�	47�	NC�O-V/V-O��	23�	NC�	48�	NC�G-V/V-G��	24�	NC�	49�	NC�BR-V/V-BR��	25�	NC�	50�	NC�S-V/V-S��

7.3.2 Converting the SCS 1150 to a Single-Line Unit

�tc  \l 3 "7.3.2 Converting the SCS 1150 to a Single-Line Unit"�

To convert the SCS 1150 multiline terminal to single-line use, obtain a conversion kit from the General Dynamics Advanced Technology Systems SCS Service Center and follow the instructions that come with the kit.�



��include  \c WrdPrfctDos �





CHAPTER 8  	TROUBLESHOOTING AND 							MAINTENANCE�tc  \l 1 "CHAPTER 8\: TROUBLESHOOTING AND MAINTENANCE"�



�xe "Maintenance"�

8.1 Introduction

�tc  \l 2 "8.1 Introduction"�

Performing STU-III troubleshooting usually is not necessary, since the terminal has numerous internal diagnostic checking routines. The terminal performs these routines automatically at various times to determine its status. However, there are tests that you can perform to determine the terminal's condition.



The General Dynamics Advanced Technology Systems SCS Customer Service Center can answer your questions about troubleshooting, maintenance, or other items concerning your terminal.

The Customer Service Center is open work days Monday through Friday from 8 a.m. until 8 p.m., Eastern time. The telephone number is 1-800-243-7883 or (336) 279-3411.



When you report a problem to the Service Center, the Center may ask you to perform a Diagnostic Test. You will be provided with the specific code number for certain internal circuits to automatically test the terminal. You should perform such a Diagnostic Test only as directed by the Service Center.



If the terminal is malfunctioning, the Federal Communications Commission (FCC) requires that you unplug it from the modular telephone outlet and not use it until the problem is corrected (Appendix A). The terminal can be repaired only by the manufacturer or its authorized agents or by others who may be authorized to do so by the FCC.



For repair procedures, follow the instructions outlined in the General Dynamics Advanced Technology Systems Warranty (see Appendix B).



8.2 User Troubleshooting

�tc  \l 2 "8.2 User Troubleshooting"�

If the terminal malfunctions, you should make four simple checks before you call the Service Center:



			1.	Perform the Power Up Test.

			

			2.	Verify all cable connections.

			

			3.	Ensure that the ac wall outlet is working by plugging in a device you know is working, such as a lamp. If this device works properly, then the ac outlet is not causing the problem. If the test device does not work, try your terminal in another outlet that is known to work. Remember, the terminal performs the Power Up Test each time you apply ac power.



NOTE:	Low ac input voltage inhibits user-programmable features and fill procedures. When the terminal message response indicates Operation Incomplete, or CIK Not Identified, check the ac input voltage requirement.



In addition to the automatic tests that the terminal performs, you can perform  additional tests and status checks. These tests and checks are described in the following paragraphs.



8.2.1 Self-Test Procedures and Status Checks�tc  \l 3 "8.2.1 Self-Test Procedures"�



The SCS 1100/1150 performs a self-test automatically each time you turn it On.  However, the terminal also lets you perform several self-test procedures and status checks.  These procedures and checks may be accessed by using Menu Programming and are described in Table 8-1.



Table 8-1. Terminal Test Procedures and Status Checks

	Test or Status Check�	Definition��Show Status Code�Sequentially displays all current terminal status codes��Clear Status Code�Clears all current terminal status codes��Self-Test�Performs the terminal self- test program��Show Tamper Data�Indicates if the terminal has been tampered with��Analog Loopback�Checks possible trouble with data communication or problems with the terminal, cables, or Data Terminal Equipment (DTE)��

To access these procedures using Menu Programming, follow these steps:



			1.	Press the Menu Button to enter program mode.

			

			2.	The main menu appears. Press the Next Button until DIAGNOSTICS appears. Then press the Select Button.

			

			3.	Press Next repeatedly to view the tests and status checks described in Table 8-1. Then select and run the procedure(s) you want. Chapter 3 describes program mode.



�PRIVATE ��8.2.2 Call Processing Problems

�tc  \l 3 "8.2.2 Call Processing Problems"�

Call Processing Problems are problems encountered when you are trying to make either clear or secure calls.



NOTE:	When the terminal detects an operational error, an appropriate display message may appear.



If you experience Call Processing problems, follow these steps:



			1.	Try the call again.

			

			2.	If the call fails again:



  					a.	Check the Crypto-Ignition Key (CIK) installation if trying a 	secure call.



  					b.	Check the programmable features. For example, if the Clear 	Voice Disable option is enabled, you cannot transmit Clear 	Voice.



  					c.	Verify the Country Code. If it is incorrect, notify your Local 	Security Authority.



  					d.	Verify the telephone line by connecting the telephone line cord 	of the terminal to a telephone line you know is working.



  					e.	Try the call again.



  	NOTE:		With a valid CIK locked, a message that includes either CIK not Identified or CIK Not Associated may indicate low ac power. Check the ac input voltage requirements.



			3.	If the call fails again:



  					a.	Verify terminal operation by performing the Power Up Test.



  					b.	Restore the terminal setup to Factory Settings. Remember, you 	must use the Programming mode to set any changed security 	parameter to the original factory setting.



  					c.	Try the call again.



			4.	If these steps do not correct the call processing problem, contact the STU-III Customer Service Center.



8.3 User Maintenance: Terminal Cleaning

�tc  \l 2 "8.3 User Maintenance\: Terminal Cleaning"�

When the display area or the terminal exterior requires cleaning, perform the following procedure:



			1.	Obtain a soft cotton cloth and a nonabrasive liquid commercial-type glass cleaner.

			

			2.	Slightly dampen the cloth with glass cleaner. DO NOT SATURATE THE CLOTH WITH GLASS CLEANER. Also, do not spill liquid into the speaker.

			

			3.	Unplug the terminal prior to cleaning.

			

			4.	Carefully wipe the dirty area of the terminal with the damp cloth until it is clean.  Do not worry about pressing buttons, but be careful not to accidentally perform any programming or erase any Memory Dialer Buttons.  Lift the handset to clean it.



8.4 Returning the Terminal

�tc  \l 2 "8.4 Returning the Terminal"�

To return the terminal, follow these steps:



			1.	Obtain authorization from the General Dynamics Advanced Technology Systems SCS Customer Service Center at 1-800-243-7883 or (336) 279-3411.

			

			2.	ZEROIZE THE TERMINAL PRIOR TO SHIPMENT by momentarily pressing the Zeroize Button.

			

			3.	Follow all instructions from the Service Center.

����include  \c WrdPrfctDos �





APPENDIX A  		FCC REGISTRATION AND 								REPAIR INFORMATION�tc  \l 1 "APPENDIX A\: FCC REGISTRATION AND REPAIR INFORMATION"�

�xe "FCC Registration"�

�xe "Registration, FCC"�

A.1 Introduction

�tc  \l 2 "A.1 Introduction"�

Your SCS STU-III Terminal has been registered with the Federal Communications  Commission (FCC). The STU-III complies with standards in Part 15 Subpart J (Class B), and Part 68 of the FCC rules. The FCC requires General Dynamics Advanced Technology Systems to provide you with the information in this appendix.





A.2 	Connection and Use With the Nationwide Telephone 		Network

�tc  \l 2 "A.2 Connection and Use With the Nationwide Telephone Network"�

The FCC requires that you connect your STU-III Terminal to the nationwide telephone network through a modular telephone outlet or jack. The modular telephone outlet or jack to which the STU-III Terminal must be connected is a USOC RJ11 or RJ13.



The STU-III Terminal may not be used with Party Line Service or with Coin Telephone lines.



A.3 Information for the Telephone Company�tc  \l 2 "A.3 Information for the Telephone Company"�



The following information applies if you are using a USOC RJ11 connection:



	You are required to provide the following information at the request of the telephone company:

	

The "line" to which you will connect the STU-III Terminal (that is, your phone number).



The STU-III Terminal's FCC registration number and Ringer Equivalence Number (REN). These numbers are on the back or bottom of your STU-III.



   		The REN is useful to determine how many devices you may  connect to your telephone line and still have them ring when your telephone line is called. In most, but not all areas, the sum of all RENs should be five or less. You may want to contact your local telephone company for additional information.



A.4 Repair Instructions

�tc  \l 2 "A.4 Repair Instructions"�

�xe "Repair information"�If your STU-III Terminal is malfunctioning, the FCC requires that it not be used and that it be unplugged from the modular telephone outlet until the problem has been corrected. Repairs to the STU-III Terminal can be made only by the manufacturer or its authorized agents who may be authorized by the FCC. For repair procedures, follow the instructions outlined in Chapter 8, and in the General Dynamics Advanced Technology Systems Warranty (Appendix B).



A.5 Rights of the Telephone Company

�tc  \l 2 "A.5 Rights of the Telephone Company"�

If the STU-III Terminal is causing harm to the telephone network, the telephone company may temporarily discontinue your telephone service. If possible, they will notify you before they interrupt service. If advance notice is not practical, you will be notified as soon as possible. You will be given the opportunity to correct the problem, and you will be informed of your right to file a complaint with the FCC.



Your telephone company may make changes in its facilities, equipment, operations, or procedures that could affect the proper functioning of your STU-III Terminal. If such changes are planned, you will be notified.



A.6 The STU-III Terminal is Compatible with Inductively Coupled Hearing Aids�tc  \l 2 "A.6 The STU-III Terminal is Compatible with Inductively Coupled Hearing Aids"�



A.7 Hearing Aid-Compatibility Statement

�tc  \l 2 "A.7 Hearing Aid-Compatibility Statement"�

The SCS 1100/1150 Voice/Data terminal is hearing aid compatible in accordance with FCC Part 68.316.



A.8 Federal Communications Commission Notice

�tc  \l 2 "A.8 Federal Communications Commission Notice"�

The SCS STU-III Terminal generates and uses radio frequency (RF) energy. Therefore, if the STU-III is not installed and used in accordance with the User's Manual (0N-493106), the STU-III may cause interference to radio and television reception. WHEN USING SHIELDED CABLING TO INTERCONNECT THE STU-III TO DATA TERMINAL EQUIPMENT (DTE), THE STU-III HAS BEEN FOUND TO COMPLY WITHIN THE LIMITS FOR A CLASS B COMPUTING DEVICE IN ACCORDANCE WITH THE REQUIREMENTS IN PART 15, SUBPART J OF THE FCC RULES. These rules are designed to provide reasonable protection against radio and television interference in a residential installation. However, this does not guarantee that radio and television interference will not occur in every installation.



If the STU-III is suspected of causing radio or television interference, remove ac power from the STU-III. If the interference does not stop, it is not caused by the STU-III. If the interference does stop, attempt to correct the interference by:



Repositioning the receiving antenna

Repositioning the STU-III with respect to the receiver

Connecting the ac power cord for the STU-III to another ac power outlet, so the STU-III and receiver are not connected to the same ac power circuit.

	

If the interference difficulties cannot be corrected, notify the General Dynamics Advanced Technology Systems SCS Customer Service Center at 1-800-243-7883 or 336-279-3411.

�

�





APPENDIX B: WARRANTY�tc  \l 1 "APPENDIX B\: WARRANTY"�



�xe "Warranty information"�

	WARRANTY FOR REPAIR OR REPLACEMENT OF STU�III

	EQUIPMENT



a. DEFINITIONS



(1) "Acceptance" as used in this clause, means the act of an authorized representative of the customer by which the customer assumes for itself, or as an agent of another, ownership of existing and identified supplies, or approves specific services rendered, as partial or complete performance of the contract. Where the use of Certificate of Conformance (COC) has been authorized, acceptance occurs when the COC is executed.



(2) "Correction" as used in this clause, means the elimination of a defect.



(3) "Supplies" as used in this clause, means the STU�III Low Cost Terminals including all parts, hardware, and firmware for the terminal and any options and ancillaries furnished by the Contractor and required under the contract. The word "Supplies" does not include data.



(4) "Customer" as used in this warranty, is not limited to representatives of the procuring agency, but extends to any and all commercial and non-commercial representatives that may be users of the supplies purchased under this contract.



b. CONTRACTOR'S OBLIGATIONS

(1) Notwithstanding inspection and acceptance by the customer of supplies furnished under this contract concerning the conclusiveness thereof, General Dynamics Advanced Technology Systems warrants that for twenty�four (24) months, beginning at date of acceptance or 15 days after shipment (whichever is earlier), all Secure Voice/Data Devices including all parts, hardware, and firmware for the terminal and any options and ancillaries furnished by General Dynamics Advanced Technology Systems, will perform their designated function and will be adequate for the intended purpose; will be free from defects in material and workmanship; and will conform with all specifications which applied when the terminal was manufactured. The customer may formally notify General Dynamics Advanced Technology Systems, prior to delivery, that a 60�day delay (grace period) in the start of the warranty period is required. This delay in the warranty start shall be applicable to any terminal not scheduled for installation during the 60 days from the date of acceptance. Terminals that are found to have defects within 15 days after acceptance will be replaced by General Dynamics Advanced Technology Systems at no cost to the customer. The replacement terminal will carry the same warranty as a new terminal and the new warranty will begin 15 days after acceptance.



(2) The customer may, at its option, and at the price in effect at such time, renew the initial twenty�four (24) month warranty for an additional twelve (12) months following the initial warranty period, and upon the same terms and conditions as specified in the initial warranty. The customer may exercise this option at any time up to 30 days prior to the expiration of the initial twenty�four (24) month warranty.



(3) The customer may, at its option, and at the price in effect at such time, convert the initial twenty�four (24) month warranty to a five�year warranty, and upon the same terms and conditions as specified in the initial warranty. The customer may exercise this option at any time up to 30 days prior to the expiration of the initial twenty�four (24) month warranty.



(4) The warranty in paragraph b.(1) shall extend to all work, components, and parts furnished by subcontractors.



(5) Any supplies corrected or furnished in replacement shall be subject to the conditions of this warranty to the same extent as supplies initially delivered, or ninety (90) days, whichever is greater, to include any additional durations occurring by exercise of paragraphs b.(2) or b.(3).



(6) General Dynamics Advanced Technology Systems shall provide a telephone service, available to the customer at a minimum twelve hours per day local time, five days per week for the reporting of problems with the supplies. (These numbers are listed in the front of this manual.) When not manned, the CONUS toll�free number will allow taping of a message. For any user who contacts the toll�free number (CONUS) or toll number (OCONUS), during the hours of manned operation, General Dynamics Advanced Technology Systems shall provide diagnostic service by qualified technicians, who will assist the user in exercising built�in tests. Within one working day after receipt of telephonic notice of a problem, General Dynamics Advanced Technology Systems shall provide diagnostic guidance or instruct the customer to return the supplies to General Dynamics Advanced Technology Systems, at General Dynamics Advanced Technology Systems expense, for repair or replacement.



(7) Within one working day from the date General Dynamics Advanced Technology Systems instructs the customer to return the equipment, General Dynamics Advanced Technology Systems shall mail a replacement terminal to the customer. Subject to the carriers ability to meet this requirement, within 10 working days from the date General Dynamics Advanced Technology Systems instructed the customer to return the equipment, the customer shall receive a repaired or replacement device. For supplies being shipped outside the continental United States, the customer shall receive a repaired or replacement device within 20 working days from the date General Dynamics Advanced Technology Systems  furnished the disposition instructions.



(8) The customer will not return defective or nonconforming supplies to General Dynamics Advanced Technology Systems unless instructed to do so by General Dynamics Advanced Technology Systems. It shall, however, be conclusively presumed that any such instruction provided by any General Dynamics Advanced Technology Systems representative (at the telephone number furnished by General Dynamics Advanced Technology Systems) is authorized and may, without any further verification by the customer, be acted upon the user.



(9) General Dynamics Advanced Technology Systems obligation under the warranty includes responsibility for the costs of furnishing all labor and material to (a) reinspect items that the customer reasonably expected to be defective, (b) accomplish the required repair or replacement of defective items, and (c) test, inspect, package, pack, and mark repaired or replaced supplies.



(10) When defective or nonconforming supplies are returned to General Dynamics Advanced Technology Systems for correction or replacement pursuant to General Dynamics Advanced Technology Systems instruction, and in accordance with packing and shipping directions provided by General Dynamics Advanced Technology Systems, General Dynamics Advanced Technology Systems shall bear the commercial transportation costs and the risk of loss or damage of the supplies from any location within the continental United States (irrespective of the f.o.b. point or the original point of acceptance) to the repair facility designated by General Dynamics Advanced Technology Systems. Also, General Dynamics Advanced Technology Systems shall bear the commercial transportation costs and the risk of loss or damage of any corrected or replacement supplies being shipped from General Dynamics Advanced Technology Systems repair or production facility to any location within the continental United States (irrespective of the f.o.b. point or the original point of acceptance).



(11) Any replacement supplies provided to the customer pursuant to this warranty must be functionally equivalent to the supplies the Contractor originally furnished, including any and all enhancements originally furnished.



(12)ALL IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE EXCLUDED FROM ANY OBLIGATION CONTAINED IN THIS WARRANTY.



(13) The Contractor shall warrant all repairs for a minimum of ninety (90) days from the date of repair, regardless of the expiration date of the original warranty or any warranty extension.



c. REMEDIES AVAILABLE TO THE CUSTOMER



(1) In the event the supplies furnished are not free from defects in design, material and workmanship or fail to conform to all specifications at the time of manufacture, the customer may, at no increase in contract price, require General Dynamics Advanced Technology Systems to repair or replace, at General Dynamics Advanced Technology Systems election, within the time frames specified in paragraph b.(8) of this warranty, the defective or nonconforming supplies, provided the customer notifies General Dynamics Advanced Technology Systems by telephone or in writing of the problem with the equipment, at any time prior to the expiration of the warranty period.



(2) The rights and remedies of the customer provided in this warranty apply notwithstanding inspection and acceptance by the customer of supplies furnished under the contract under which this equipment is purchased.



(3) The rights and remedies of the customer provided in this warranty are in addition to and do not limit any rights afforded to the customer by any other clause of the contract under which this equipment is purchased or by operation of the law.



d. DISAGREEMENTS PERTAINING TO WARRANTY COVERAGE



(1) When supplies have been returned by the user pursuant to General Dynamics Advanced Technology Systems instruction, and General Dynamics Advanced Technology Systems upon examination of the supplies, determines the problem to be outside the scope of the warranty set forth in paragraph b.(1) of this warranty, General Dynamics Advanced Technology Systems shall promptly notify the user of this determination and inform the user that written authorization from his Contracting Officer is needed before General Dynamics Advanced Technology Systems can make any repairs or replacements outside the scope of the warranty.



(2) Notwithstanding any determination by General Dynamics Advanced Technology Systems that defects in the supplies are outside the scope of the warranty, General Dynamics Advanced Technology Systems shall bear the risk of loss or damage and shall be liable for any and all costs associated with the transportation of the supplies to General Dynamics Advanced Technology Systems facility and the return thereof to the customer, provided the supplies were shipped to General Dynamics Advanced Technology Systems facility pursuant to General Dynamics Advanced Technology Systems instruction. General Dynamics Advanced Technology Systems shall also bear all costs associated with General Dynamics Advanced Technology Systems examination, handling and storage of supplies that the customer expected to be covered by the warranty. In the event, however, that General Dynamics Advanced Technology Systems fails to receive appropriate written authorization from a contracting officer within 60 calendar days from the date the customer was notified of General Dynamics Advanced Technology Systems 'out�of�warranty determination, General Dynamics Advanced Technology Systems may, without notice to the user but at General Dynamics Advanced Technology Systems expense, return the supplies to the user.



e. LIMITATIONS OF THE WARRANTY



(1) The warranty set forth in paragraph b.(1) does not extend to defects or failures in the supplies due exclusively to: 



(i)  Customer neglect, accident, or abuse of the supplies; 

(ii) Customer use in other than a normal and customary manner; 

(iii) Improper installation; 

(iv) Unauthorized alterations or repairs; 

(v)  Acts of God; 

(vi) Improper use of peripheral devices.



(2) The warranty specified in paragraph b.(1) does not extend to loss of key due to battery fault or failure.



(3) The warranty specified in paragraph b.(1) does not extend to the security effectiveness of the customer�specified security algorithms and processes, but rather extends only to the Contractor's correct implementation thereof.



��





�xe "Menu\:Summary of"�APPENDIX C    MENUS�tc  \l 1 "APPENDIX C\: MENUS"�





C.1 Overview

�tc  \l 2 "C.1 Overview"�

Program the SCS 1100/1150 using a series of menus.  These menus are listed on the following pages of this appendix.  The following paragraphs provide descriptions of the menu structure as well as how to use menu programming.



	NOTE:	You ordinarily program the terminal using Menu Programming.  However, some frequently programmed features can be programmed using Speed Programming as described in Section 3.4.



C.2 Menu Structure

�tc  \l 2 "C.2 Menu Structure"�

The menu structure consists of the MAIN MENU (see Diagram C-1) and its options.  The name of the menu appears on the first line of the display, and the menu options appear on the second line of the display.  You can step through the menu options by repeatedly pressing the Next button.  When you reach the menu option you want, press the Select button.



The options can be submenus with their own set of options.  For example, selecting the third option on the MAIN MENU, Show Config, leads to the submenu named SHOW CONFIG (see Diagram C-5) which has its own set of options.



C.3 How To Use Menu Programming

�tc  \l 2 "C.3 How To Use Menu Programming"�

Menu Programming can be used either when the terminal is On-hook and no call is in progress, or when the terminal is Offhook and a call (Secure or Clear Voice) is in progress.



	NOTE:	Use Menu Programming in the Manual mode but NOT in the Remote mode (unless you turn the Remote mode OFF).



To use Menu Programming follow these steps:



			1.	Enter Menu Programming by pressing the Menu button �located on the terminal front panel below the display.  When you enter Menu Programming, the LED beside the Menu button illuminates, and the following message appears on the display:



	MAIN MENU

	Secure Voice��

			2.	Press the Next button repeatedly to step through the MAIN MENU options which are shown on the second line of the display.  Each time you press the Next button the next menu option (Secure Voice, Secure Data, Show Config, etc.) appears on the second line of the display.



	NOTE:	Usually the last option on all menus is previous menu.  Select this option to back up in the menu tree.



			3.	When you reach the menu option you want, press the Select button.

			

			4.	Follow the display prompts, if any, and enter the information the terminal requests.

			

			5.	When you have completed programming the terminal, press the Menu button to exit Menu programming.  When you exit Menu Programming, the LED beside the Menu button extinguishes.  You can also exit menu programming by doing the following:  if the handset is On-hook, lifting the handset;  if the handset is Offhook, replacing the handset.  In addition, if you enter Menu Programming and do not make an entry within 60 seconds, the terminal automatically exits Menu Programming.
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APPENDIX D   DISPLAY MESSAGES



�tc  \l 1 "APPENDIX D\: DISPLAY MESSAGES"�

�xe "Messages\:Display"��xe "Display Messages\:Summary"�This appendix provides a listing of the display messages shown on the 2-Line by 16-Character Display of the SCS 1100/1150. The messages are divided into several tables based on the state the terminal is in such as Idle, Clear Voice, Secure Call Setup, etc.



	Table D-1. Idle State (On-Hook) Display Messages

	Message�	Line�	Description ��	CIK is Inserted�	1�Associated CIK is inserted��	Rmt Control ON�	2�Remote Control is On and the terminal is not Zeroized��	Auto-Sec Rcv ON�	2�Autosecure Receive Voice option is On, Remote Control is Off, and the terminal is not Zeroized��	Auto Answer ON�	2�Number of Rings for Auto-Answer is greater than zero, AAC is On, SACS Disable is Off, and RA is On��	No Auto Answer�	1�Terminal tries to Auto Answer but cannot. The appropriate message below is also shown on Line 2 of the Display��	AAC Off & RA Off�	2�Both AAC and RA options are Off��	check DTE�	2�DTR is inactive��	check CIK�	2�Associated CIK is not inserted��	SACS is disabled�	2�SACS Disable option is On (Message lasts 3 seconds and is replaced by the following message)��	NON-SACS-CIK�	2�Inserted CIK is not associated with Access Control Keyset (3- second message)��	CALL TERMINATED�	2�Secure call is terminated��	No Secure Speaker�	2�Secure Speakerphone control option is set to Off��	No Clear Speaker�	2�Clear Speakerphone control option is Off��	Key Updated�	2�Displayed after transition from the KMC call state��	Key Update Fail�	2�Displayed after transition from the KMC call state��	Secure Complete�	2�Displayed after transition from the Secure Call Setup, Secure Voice, or Secure Data states��	Call KMC�	2�Displayed when a call to the KMC is required��	Key Compromised�	2�Displayed when the Keyset has been compromised��	CIM (If there is one)�	2�Shown after transition to Idle or Clear Voice and after the CIK is inserted��

	Table D-2. Clear Voice Display Messages

	Message�	Line�	Description ��	NONSECURE�	1�Terminal is in the Clear Voice state��	NONSECURE HDX�	1�Half-Duplex has been turned On by pressing the Half-Duplex button on the front panel��	Rmt Control ON�	2�Remote Control is On��	ClrVoiceDisabled�	2�Clear Voice option is disabled, Remote Control is Off, and the terminal is not Zeroized��	Auto-Sec Rcv ON�	2�Clear Voice option is enabled and the Auto Secure Receive option is On, Remote Control is Off and the terminal is not zeroized��	Auto Answer ON�	2�Number of rings for Auto Answer is greater than zero, AAC is On, SACS Disable is Off, and RA is On��	No SecureSpeaker�	2�Secure Speakerphone control option is set to Off��	No Clear Speaker�	2�Clear Speakerphone control option is set to Off��	check CIK�	2�Request to setup a secure call is received while the key inserted is not an associated CIK��	check DTE�	2�Request to setup a Secure Data call is received while the DTR signal is not active��	NON-SACS CIK�	2�Request to setup a Secure call is received while any SACS option (AAC, MinSL, or MaxSL) is not Off and SACS Disable is Off and the CIK inserted in the terminal is not associated with the Access Control Keyset��	FAR-END REQUEST�	1�Message is associated with the three messages above, when a request to setup a Secure call is received from the far end��

	Table D-3. Redial and Memory Dialer Display Messages

	Message�	Line�	Description��	No Number Stored

�	2

�No number is stored for the Memory Dialer location or the Redial Button��	Enter Number

	then Location�	1

	2�Displayed after the Program Button is pressed��	Number Too Long

	40 Digits Max�	1

	2�Memory Dialer location can only store up to 40 digits��	Number Stored�	2�Number was stored in a Memory Dialer location��	Number Erased�	2�Displayed when a Memory Dialer Button is pressed following a Program Button press or Program and Lower Button presses��	Table D-4. Secure Call Setup Display Messages

	Message�	Line�	Description��	GOING SECURE�	1�Terminal is setting up a secure call��	Retrying at 2400�	1�Terminal is involved in a fallback to 2400 bps��	Please wait�	2�Terminal is processing��	SACS is disabled�	2�SACS Disable has been set to On and at least one of the SACS features (AAC, MinSL, or MaxSL) is On��	Call KMC�	2�Displayed when a call to the KMC is required��	Table D-5. Rate Change Display Messages

	Message�	Line�	Description��	Changing rate�	1�Resynchronization is occurring with a change to the Data Rate��	Processing�	1�Resynchronization is occurring with no change to the Data Rate��	Please wait�	2�Terminal is processing��

	Table D-6. Error Display Messages

	Message�	Line�	Description��	Speaker Disabled�	2�Speaker Button is pressed and both the Clear and Secure Speakerphone control options are Off��	No SecureSpeaker�	2�Speaker Button is pressed and the Secure Speakerphone control option is Off and the Clear Speakerphone control option is On��	No Clear Speaker�	2�Speaker Button is pressed and the Clear Speakerphone control option is Off and the Secure Speakerphone control option is On��	menu not allowed�	2�Menu Button pressed while Remote Control is On and the terminal is waiting to send a result code��	Low battery�	2�Battery needs to be replaced��	TerminalZeroized�	2�Terminal was Zeroized in response to a user request��	TerminalTampered�	2�Terminal was tampered in response to a tamper detection��	HARDWARE FAILURE�	2�Hardware failure has occurred��	Table D-7. Failed Call Display Messages

	Message�	Line�	Description��	Push VOICE�	2�Remote Control is Off and the first line of the display is not Secure Complete��	Please Hang Up�	2�Remote Control is Off and the first line of the display is not Secure Complete��	Rmt Control ON�	2�Remote Control is On��	Far Key Expired�	1�Far-end Key is expired��	Far Key Invalid�	1�Far-end key is invalid��	Key Invalid�	1�Key loaded into the terminal is invalid��	Call KMC to Init�	2�Displayed when required to call the KMC to initiate the key��	Incompatible Key�	1�Displayed when the near-end and far-end keys are incompatible��	Non-Sec Request�	1�Displayed when the far end presses the Voice Button��	Secure Complete�	1�Displayed when the far-end terminal goes to Idle��	Secure Call Failed�	1�Displayed for all other secure call failure conditions��	Table D-8. Status Display Messages

Message�	Line�	Description��	kkkkkkkkkk  mm-yy

	CIK xofy mmmmmm�	1

	2�Associated CIK has been inserted while terminal is in either Idle or Clear Voice



kkkkkkkkk is the 9 digit keyset ID number



mm-yy is the expiration date of the key shown as month (mm) and year (yy)



x is the number of the CIK



y is the number of CIKs associated with the keyset



mmmmmm is "Master" if the CIK is a Master CIK and is blank if the CIK is not a Master CIK��	NON-SACS CIK�	2�CIK that is not associated with the Access Control Keyset is inserted and SACS is On (when this condition exists, all secure calls except KMC calls fail)��	invalid CIK�	2�CIK that is not associated with the terminal is inserted��	FillDev inserted�	2�Fill Device is inserted and terminal is in Clear Voice��	factory test KSD

	xxxxxxxxxxxxxxx�	1

	2�Factory KSD is inserted and the terminal is in the Idle state. A 16 digit status code is shown on the second line of the display��	unknown KSD�	2�Terminal does not recognize the KSD inserted��	Processing

	Please wait�	1

	2�Terminal is waiting for the far end in a half-duplex call to relinquish the line so that a message can be sent to it��	Ringer Volume�	1�Displayed while adjusting the ringer volume (must be in Idle state)��	TEST IN PROGRESS

	Please wait�	1

	2�Terminal is performing self-test diagnostics��	Table D-9. SACS Display Messages

	Message�	Line�	Description��	NON-SACS CIK�	2�SACS CIK check failed (a CIK that is not associated with the Access Control Keyset is inserted and SACS is On - all secure calls fail except KMC calls)��	MINSL NOT MET�	2�MinSL check failed (common security level of the secure call is too low)��	MAXSL EXCEEDED�	2�MaxSL check failed (security level of far end is too high)��	PARTY DENIED�	2�ACL check failed because a match was not found in an ACL that contained at least one keyset ID or DAO code��	ACL EMPTY�	2�ACL check failed because there are no entries in the ACL��	ACL CORRUPT�	2�ACL check failed because the ACL was corrupt��	Table D-10. AUTOVON Preempt Display Messages

	Message�	Line�	Description��	Preempted

	Please Hang Up�	1

	2�AUTOVON preempt tone was detected��	Table D-11. Secure Dial Receive and Transmit Display Messages

	Message�	Line�	Description��	SDR�	2�Message is followed by the dial digits received��	FarEnd Not Ready�	2�Far end is not able to receive secure dialing digits��	FlashToDial�	2�Press the Flash Button to send the secure dialing digits��	Number Sent�	2�Secure dialing digits have been sent to the far end��	Table D-12. Speed Programming Display Messages

Message�Line�Description��Speed Program�1�Speed Programming mode is On��Command Executed�2�Speed Programming command was executed��Invalid Number�2�Speed Programming code is invalid��Cannot Execute�2�Terminal not capable of executing the command entered��



��
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�tc  \l 1 "APPENDIX E\: EIA-232 DATA PORT"�

�xe "Data Port\:Pin Out Table"��xe "Pin Out Table\:EIA-232 Data Port"��xe "EIA-232 Data Port\:Pin Out Table"�This appendix provides the pin connections for the SCS 1100/1150 terminal. The transmit and receive timing pins provide a continuous clock signal in all communication states except Power Off, Reset, and Fault.



For synchronous data communication, the SCS 1100/1150 asserts Clear-To-Send (CTS) such that the first rising edge of the Send timing clock (TXC), after the Data Set Ready (DSR), Request To Send (RTS), CTS, and Data Terminal Ready (DTR) signals are high, frames the first bit to be encrypted. The Data Terminal Equipment (DTE) frames Send Data between the edges of TXC. The SCS 1100/1150 samples Send Data on the falling edge of the TXC. The DTE should remove RTS on the rising edge of TXC.



For receiving data, the SCS 1100/1150 asserts Data Carrier Detect (DCD) such that the first rising edge of the receive timing clock (RXC), after DSR, DTR, and DCD signals are high, frames the first decrypted bit. The SCS 1100/1150 frames Read Data with the rising edges of RXC.



	Table E-1. EIA-232 Data Port Pins

	Pin

	No.�

	Function�

	Source�

	SCS 1100/1150��	1�Protective GND��Green Wire GND��	2�Transmitted Data (TXD)�	DTE�Transmitted Data��	3�Received Data (RXD)�	DCE�Received Data��	4�Request to Send (RTS)�	DTE�Request to Send��	5�Clear to Send (CTS)�	DCE�Clear to Send��	6�Data Set Ready (DSR)�	DCE�Data Set Ready��	7�Signal GND�	�Signal GND��	8�Data Carrier Detect (DCD)�	DCE�Signal DCD��	9�Reserved for Testing�	�GND through 3.65K��	10�Reserved for Testing�	�GND through 3.65K��	11�Unassigned�	�Shorted to Pin 10��	12�Secondary RR�	DCE�Signal GND��	13�Secondary CTS�	DCE�Signal GND��	14�Secondary TXD�	DTE�GND through 3.65K��	15�Transmit Timing (TXC)�	DCE�Transmit Timing��	16�Secondary RXD�	DCE�Signal GND��	17�Receive Timing (RXC)�	DCE�Receive Timing��	18�Unassigned�	�GND through 3.65K��	19�Secondary RTS�	DTE�GND through 3.65K��	20�Data Terminal Ready (DTR)�	DTE�Data Terminal Ready��	21�Signal Quality Detector�	DCE�GND through 3.65K��	22�Ring Detector (RI)�	DCE�Ring Detector��	23�Data Signal Rate Selector�	DCE�GND through 3.65K��	24�Transmit Timing�	DTE�GND through 3.65K��	25�Test Voltage�	DCE�+7V through 2K

Max Load 2 ma���

�xe "Accessories, optional"�

�xe "Optional accessories"�

APPENDIX F   OPTIONAL ACCESSORIES�tc  \l 1 "APPENDIX F\: OPTIONAL ACCESSORIES"�





The following optional accessories are available for the SCS 1100/1150.



	Carrying Case

	Wall Mount Kit

	Two-Line/Four-Wire Adapter

	Cellular Conversion Kit 

	Single-Line Conversion Kit for SCS 1150

	Push-to-Talk Handset

	Replacement Handset

	Replacement Handset Cord

	Replacement Line Cord 

	Power Supply -- ac (Replacement)

	Power Supply -- 48 volt dc

	Four Conductor Line Cord -- 7 foot

	Six Conductor Line Cord -- 6 foot

	Data Cable -- 5 foot

	Data Cable -- 10 foot

	Power Cord -- 6 foot

	Power Cord -- 15 foot

	Stand (Replacement)

	Memory Dialer Card

	Number Card with Retainer

	KSD-64 (Blank CIK)

	User Manual

	Quick Reference Guide

	SACS Software

	Replacement feet

	Secure Conferencing Bridge up to 16 ports

	STU-III & ANDVT Secure Conference Bridge

	Uninterruptable Power Supply (UPS)

	Cellular Offerings

	

Contact the General Dynamics Advanced Technology Systems SCS Customer Service Center for pricing and ordering information at 1-800-243-7883 or 336-279-3411.
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�xe "Abbreviations"�

This appendix defines abbreviations and acronyms used in this manual.

�xe "Acronyms"�

A	Ampere

AAC	Auto Access Control

AASD	Auto-Answer Secure Data

ac	Alternating Current

ACL	Access Control List

ACM	Access Control Master

ASCII	American Standard Code for nformationInterchange

ASIC	SCS STU-III Information Center

Assy	Assembly

Async	Asynchronous

AT&T	American Telephone and Telegraph Company, Inc.

Auto	Automatic

AUX	Auxiliary

bps	Bits per Second

C	Centigrade

CCI	Controlled Cryptographic Item

CCITT	Consultative Committee International Telegraph and 	Telephone

CELP	Codebook Excited Linear Prediction

CIK	Crypto-Ignition Key

CIM	Compromise Information Message

CKL	Compromised Key List

COC	Certificate of Conformance

COMSEC	Communications Security

Cont	Continue

CONUS	Continental United States (including Alaska and 	Hawaii)

CORR	Correlation

CR	Carriage Return

CTS	Clear To Send

CV	Clear (Nonsecure) Voice

DAO	Department, Agency, Organization

dc	Direct current

DCD	Data Carrier Detect

DCE	Data Communication/Circuit-Terminating Equipment

Del	Delete

DP	Dial Pulse

DSR	Data Set Ready

DTD	Dial Tone Detect

DTE	Data Terminal Equipment

DTR	Data Terminal Ready

ERR	Error Correction

EX/Exp	Expiration

F	Fahrenheit

FAX	facsimile

FCC	Federal Communications Commission

FD	Fill Device

FDX	Full-Duplex

FID	Far-end ID

FO	Frequency Offset Compensation

FSO	Facility Security Officer

GND	Ground

HEMP	High-Altitude Electro-Magnetic Pulse

HDLPC	High Definition Linear Predictive Coding

HDX	Half-Duplex

Hz	Hertz

ID	Identification

Info	Information

ISO	International Organization for Standardization

kbps	kilo bits per second

KG	Key Generator

KMC	Key Management Center

KSD	Key Storage Device

KSG	Keystream Generator (same as KG)

KST	Keyset

KSU	Key Switching Unit

LED	Light-Emitting Diode

LPC	Linear Predictive Coding

Lucent	Lucent Technologies Inc.

Lucent Surity™	Trademark of Lucent Technologies Inc.

MaxSL	Maximum Security Level

MFR	Manufacture

MinSL	Minimum Security Level

OCONUS	Outside Continental United States

PBX	Private Branch Exchange

Prog	Program

R	Receiving (Half-Duplex)

RA	Remote Authentication

RAM	Random Access Memory

Rec	Record

REN	Ringer Equivalence Number

RK	Re-Key

RMS	Root Mean Square

ROM	Read Only Memory

RF	Radio Frequency

RTS	Request To Send

RUI	Remote User Interface

RXC	Receive Timing Clock

RXD	Received Data

SACS	Secure Access Control System

SC	Secure Channel

SCI	Sensitive Compartmented Information

SCS	Secure Communications Systems

SD	Secure Data

SDR	Secure Dial Receive

STU	Secure Telephone Unit

SV	Secure Voice

SW	Software

Sync	Synchronous

T	Tone dialing, or Transmitting (Half-Duplex) 	Telegraph

TS	Top Secret

TXC	Transmit (Send) Timing Clock

TXD	Transmitted Data

UK	United Kingdom

US/USA	United States of America

V	Voice

Vac	Volts Alternating Current

W	Dial Tone Detect

�
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This appendix provides the technical specifications for the SCS 1100/1150 STU-III.



Information Protected

• U.S. Government top secret, secret,

   confidential, and classified�

• Canadian Government top secret, secret,

   confidential, and classified��User Community

• U.S. & Canadian Federal Governments�

• U.S. & Canadian Government Contractors��Security Features

• Secure Access Control System (SACS)

• Maximum and minimum security level              setting

• Auto answer, Auto-Secure

• Tempest�• CIK (Crypto-Ignition Key)

• Active and passive terminal zeroization

• Fully automated STU-III fill procedures

• Display window for authentication                      Identification

• Information to create a call audit trail��Key Management

• Master CIK

• Traveling CIK�

• Four key sets

• Eight CIKs per key set��Voice Modes

• Clear Voice

• Secure Voice

    • 4.8 kbps Full-Duplex CELP

    • 4.8 kbps Full-Duplex HDLPC

    • 2.4 kbps Full-Duplex LPC10e

    • 2.4 kbps Half-Duplex LPC10e�





• 2.4 kbps Digital Voice

• 4.8 kbps Digital Voice��Telephone Features

• Speakerphone - clear and secure

• On-hook dialing with speakerphone

• Speakerphone volume control

• Pulse or tone dialing

• Last number redial

• Memory Dialer (32 numbers on Single-            Line, 20 numbers on Multiline)

• Programmable pause

• Dial tone detect

• Secure Dialing

• Switch Hook Flash

• Automatic disconnect�

• Ringer volume control

• Ringer Cut-Off

• Handset volume control

• Microphone mute

• 2 line by 16 character Liquid Crystal

   Display (LCD)

• PABX compatible

• AUTOVON precedence signaling clear               and secure

• AUTOVON preempt detection clear and            secure

• Multiline SCS 1150 for use with 1A                  key systems (optional) ��Secure Data Operational Modes

• 9.6 kbps Full-Duplex sync/async

• 4.8 kbps Full-Duplex sync/async�

• 2.4 kbps Full-Duplex sync/async

• 2.4 kbps Half-Duplex sync��Modem Characteristics

• Near/Far echo cancellation

• Frequency offset compensation

• 9.6 kbps: CCITT V.32 secure sync/async

   Full-Duplex with optional trellis coding

• 4.8 kbps: CCITT V.32 secure sync/async

   Full-Duplex

• 2.4 kbps: CCITT V.26 bis secure sync/             async Full-Duplex�

• 2.4 kbps: CCITT V.26 bis secure                       sync/async Half-Duplex

• Input level: 0 to -43 dBm

• Output level: adjustable 0 to -15 dBm

• Automatic rate fallback: from 9.6 and

   4.8 kbps to 2.4 kbps

• ACK/NACK call setup��Interfaces

• External power supply, IEC 320/CEE-22

   connector

• EIA-232 data port with 25-pin D-                       connector

• RJ11/RJ13 telephone jack to connect to           public switched network, PABX, or key            system�

• AUTOVON 2-wire

• A/A1 leads for use with key telephone

   systems��Physical Characteristics

• 9”w x 3.25”h x 11"d (22.9 x 8.2 x 27.9 cm)�

• 10 lbs.(4.5 kg)��Environmental Data

• Operating temperature range:

   40° to 100° F (4.5° to  38° C)

• Storage temperature range:

   -40° to 150° F (-40° to  66° C)�

• Relative humidity range (storage):

   5% to 95% noncondensing��Power

• External  power supply auto ranging

   90-253 V ac�

• Input frequency 47-63 Hz

• Input power dissipation: 16 watts��Equipment Interoperability

• All FSVS 210 Terminals���Equipment Compatibility

• Data devices with EIA-232 output�

• Digital facsimile��Compliance with Standards

• FCC Part 15, Subpart J, Class B

• FCC Part 68

• UL 1459

• UL/TUV/CSA /CE (power supply)

• NSTISSAM Tempest  1-92, Level 1

• TSG 5 - On-hook acoustic security�

• MIL-STD 1472 Acoustical Noise, Curve              NC-35 

• EMC/EMI MIL-STD-461C

• ESD 20 kV

• HEMP-NSA 77-27

• 21 Host-Nation approvals��

�
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Abbreviations	223

Access Control List	101

Access Control List:automatic FID ON	111

Access Control List:Copying to a Blank KSD	108

Access Control List:Deleting	113

Access Control List:Loading via a KSD	104

Access Control List:Loading via the Data Port	102

Access Control List:Storing on a KSD	122

Access Control List:Temporarily Disabling	114

Access Control List:Turning On and Off	110

Access Control List:view the list	111

Access Control List:With a SACS Master CIK	119

Accessories, optional	221

Acronyms	223

Approvals:Government	4

Asynchronous On-Line State	63

Auto Answer	31

Auto Secure Option	27

Auto Secure Option:Far-End	27

Autobauding	62

AUTOVON:Precedence Codes	15

AUTOVON:Programming Locations	15

B

Bit Rate	87

Button:Dial Pulse	14

Button:Disconnect	14

Button:Flash	14

Button:Half-Duplex	14

Button:Hold	17

Button:Keypad	9

Button:Line Select	17

Button:Lower	16

Button:Memory Dialer	15

Button:Menu	16

Button:Mute	13

Button:Next	16

Button:Program	15

Button:Redial	14

Button:Ringer Cut©Off	14

Button:Secure Voice	16

Button:Select	16

Button:Speaker	9

Button:Voice	16

Button:Volume	14

Button:Zeroize	16

C

Carrier Detect	74

CCI	5, 6, 121

CIKs:Adding	127

CIKs:Interoperable	126

CIKs:Management	129

CIKs:Master	122, 126, 130

CIKs:Options	131

CIKs:SACS Master	98, 119

CKL	76, 131

Class 6 ID field	58

Clear Speaker Option	19

Clear Voice Calls:Disable Option	20

Clear Voice Calls:Placing and Receiving	18

Clear Voice Calls:Using the Speakerphone	19

Clear Voice Disable Option	20

Common Ringing:Installation	135

Common Ringing:Setting	85

Communication Modes	2

Communication Modes: Secure Data	3

Communication Modes:Clear Voice	2

Communication Modes:Half-Duplex	34

Communication Modes:Secure	23

Communication Modes:Secure Voice	3

Communications Security	5

Compromised Key List (CKL)	76, 131

Connecting State	63

Connections, multiline	137

Controlled Cryptographic Item (CCI)	5, 6, 121

Controls and Indicators	9

Crypto-Ignition Key (CIK)	3, 17, 122, 129

D

Data Carrier Detect	74

Data configuration:Changing during Secure Data call	30

Data Port	17

Data Port:Pin Out Table	219

Dial Pulse Button and LED	14

Dial Subcommand Summary	67

Dial Subcommands:Summary Table	93

Dialing:During a Secure Call	31

Disconnect Button	14

Display	9

Display Messages:Remote Control	65

Display Messages:Summary	209

DTR signal:factory settings	92

DTR signal:flash	64, 70, 75

DTR signal:resync time	88, 92

DTR signal:synchronous	86

E

EIA-232 Data Port	17

EIA-232 Data Port:Pin Out Table	219

F

Failed Call Procedures	32

Far-end ID (FID):during a Secure Call	26, 29

Far-end ID (FID):In Remote Control	65

Far-end ID (FID):Information	58

FCC Registration	143

Features, Telephone	9

Fill Devices	121

Flash Button	14

G

Government Approvals	4

H

Half-Duplex	34

Half-Duplex Button	14

Handshake, Remote Authentication	58

Hold Button	17

I

Indicators and Controls	9

Installation	133

Installing the SCS 1150 Multiline terminal	137

Internal Diagnostic Monitoring	4

Interoperable CIKs	126

K

Key ID	55

Key ID:Display Lines	58

Key ID:Information	58

Key material:loading	123

Key material:obtaining	122

Key material:Operational key	123

Key material:seed key	122

Key Storage Devices (KSDs)	121

Keyceptacle	17

Keying:a previously used and zeroized unit	128

Keypad	9

Keyset:capabilities	122

Keyset:management	129

Keyset:options	130

Keyset:Zeroization by Deletion	120

KMC:rekey calls	129

KSDs	121

L

LED:Dial Pulse	14

LED:Line Select	17

LED:Line Status	17

LED:Menu	16

LED:Mute	13

LED: Ringer Cut-Off	14

LED: Secure Data	16

LED: Secure Voice	16

LED: Speaker	9

Line Select Button	17

Line Select LED	17

Line Status LED	17

Local Asynchronous Command State	60

Local Asynchronous Command State: Autobauding	62

Local Asynchronous Command State: Command Buffer	62

Local Asynchronous Command State: Command Echoing	61

Local Asynchronous Command State: Command Structure	61

Local Asynchronous Command State: Command Syntax	61

Local Asynchronous Command State: Errors	61

Local Asynchronous Command State: Far-End Initiation	63

Local Asynchronous Command State: Result Codes	62

Lower Button	16

M

Maintenance	139

Master CIK: activating SACS	119

Master CIK: creating	123

Maximum Security Level:  checking	99

Maximum Security Level:  activating	117

Memory Dialer Button	15

Memory Dialer: During a Secure Call	31

Memory Dialer: Erasing a Number	21

Memory Dialer: Placing a Clear Voice Call	20

Memory Dialer: Special Character Codes	22

Memory Dialer: Storing a Number	20

Memory Dialer: Viewing a Number	22

Memory Dialer: Writing Information on the Number Card	22

Menu	39

Menu Button and LED	16

Menu Programming	39

Menu Programming:Using	40

Menu:Structure	40

Menu:Summary of	153

Messages: CIK Identification	24

Messages: Display	209

Messages: Far-End CIK Identification	26, 29

Minimum Security Level Checking	98

Monitoring:Internal Diagnostics	4

Multiline Terminal: Features	17

Mute Button and LED	13

N

Next Button	16

Notices: Terminal	6

O

Operation, Terminal	9

Operational Key	123

Optional accessories	221

Overview of Terminal	1

P

Pin Out Table: EIA-232 Data Port	219

Program Button	15

Programming: Changing Method	40

Programming: Entering and Exiting	39

Programming: Menu	39

Programming: Menu Structure	40

Programming: Operational Modes	40

Programming: Speed	39, 52

Programming: Speed Programming Codes	53

Programming: Terminal	39

Programming: Using Menu Programming	40

Programming: Using Speed Programming	52

R

Redial Button	14

Register S14: Command Echo	69

Registration, FCC	143

Rekey calls: KMC	129

Remote Authentication	55, 57

Remote Authentication Information	58

Remote Authentication: Handshake	58

Remote Authentication: SACS	101

Remote Control	4, 55

Remote Control Command Summary	66

Remote Control Command Summary: &C -  Data Carrier Detect Options	74

Remote Control Command Summary: &F -   Restore Configuration to Factory Setting	74

Remote Control Command Summary: &M -  Asynchronous/Synchronous Selection	74

Remote Control Command Summary: &T -   Standard Test Commands	74

Remote Control Command Summary:  ? -      Examine an S-Register	71

Remote Control Command Summary: +A -   Far-end Remote Authentication Information	75

Remote Control Command Summary: +H -   Disconnect	75

Remote Control Command Summary: +I -    Near-end Key ID Information	75

Remote Control Command Summary: +L -   Display Last Number Dialed	75

Remote Control Command Summary: +O -  On-Line State Selection	76

Remote Control Command Summary: +Q -   Message Control	76

Remote Control Command Summary: +Rn - Examine Memory Dialer Location	77

Remote Control Command Summary: +Sn - Examine Serial Number	77

Remote Control Command Summary: +Sn= - Store a Number in a Memory Dialer Location	77

Remote Control Command Summary: +SV - Secure Voice	78

Remote Control Command Summary: +V -   Clear Voice	78

Remote Control Command Summary:  = -    Set an S-Register	71

Remote Control Command Summary: A -    Answer	66

Remote Control Command Summary: A/ -   Repeat Last Command	66

Remote Control Command Summary: Command Summary Table	78

Remote Control Command Summary:  D -   Dial	66

Remote Control Command Summary:  E -   Command Echo	69

Remote Control Command Summary:  H -   Switch-Hook Control	70

Remote Control Command Summary:  M -  Call Progress Speaker Control	70

Remote Control Command Summary:  O - Return to On-line State	70

Remote Control Command Summary:  Q - Result Code Control	71

Remote Control Command Summary: Sn - Set an S-Pointer	71

Remote Control Command Summary: Sn? - Examine an S-Register	72

Remote Control Command Summary: Sn= - Set an S-Register	71

Remote Control Command Summary:  V- Type of Result Code	72

Remote Control Command Summary:  X - Extended Result Code Control	73

Remote Control: +Q Command (Display Messages)	65

Remote Control: Asynchronous On-Line State	63

Remote Control: Authentication Information	58

Remote Control: Command summary	66, 78

Remote Control: Connecting State	63

Remote Control: Dial Subcommand Table	93

Remote Control: Display Messages	65

Remote Control: Far-End Key ID	58

Remote Control: Far-End ID Control	65

Remote Control: Key ID Information	58

Remote Control: Local Asynchronous Command State	60

Remote Control: Operational states	59

Remote Control: Summary of Dial Subcommands	67

Remote Control: Synchronous On-Line State	64

Remote Control: Turning Off	56

Remote Control: Turning On	55

Repair information	144

Result Codes: Summary	94

Ringer Cut-Off Button and LED	14

S

SACS	5, 97

SACS: AAC OFF	110

SACS: AAC ON	110

SACS: Access Control List	119

SACS: activating the SACS ACL	110

SACS: Activating using the Master CIK	119

SACS: and Zeroization	120

SACS: Far-end ID (FID)	98

SACS: government guidelines for	100

SACS: keyset deletion	130

SACS: Master CIK	98

SACS: master CIKs and multiple keysets	119

SACS: Remote Authentication	101

SACS: rules for	99

Secure Access Control System (See SACS)	97

Secure Communication	23

Secure Communication: CIK Identification	24

Secure Communication: Inserting the CIK	24

Secure Communication: Placing and Receiving Secure Voice Calls	25

Secure Communication: Preparing the Terminal for	24

Secure Communication: Secure Data	28

Secure Data	28

Secure Data Button	16

Secure Data Button and LED	16

Secure Data calls: Placing and receiving	28

Secure Data: Auto Answer	31

Secure Data: Changing Configuration during a Call	30

Secure Data: Failed Calls	32

Secure Data: Going to Clear Voice	30

Secure Data: Going to Secure Voice	30

Secure Data:Half-Duplex	34

Secure Data:Placing and Receiving Calls	28

Secure Data:When Auto Secure Option is On	31

Secure Data:When Clear Voice Disable Option is On	30

Secure Dialing	31

Secure Voice Button and LED	16

Secure Voice calls: Placing and receiving	25

Secure Voice: Auto Secure Option	27

Secure Voice: Failed Calls	32

Secure Voice: Far-End Auto Secure Option	27

Secure Voice: Going to Secure Data	27

Secure Voice: Half-Duplex	34

Secure Voice: Placing and Receiving	25

Secure Voice: Using the Speakerphone	26

Security: CIK	6

Security: COMSEC	5

Security: Regulations and Requirements	5

Security: Speakerphone	6

Security: Terminal with CIK Inserted	6

Security: Terminal without CIK Inserted	7

Seed Key	122

Select Button	16

Speaker Button and LED	9

Speakerphone: Clear Speaker Option	19

Speakerphone: Clear Voice Calls	19

Speakerphone: Factory Setting	19, 26

Speakerphone: Secure Speaker Option	26

Speakerphone: Secure Voice	26

Specifications, technical	227

Speed Programming	39

Speed Programming:Codes	53

Speed Programming:Using	52

S-Register Summary	80

S-Register Summary: S0 -   Auto-Answer	80

S-Register Summary: S1 -   Ring Count	80

S-Register Summary: S12 - Escape Guard Time	82

S-Register Summary: S14 - E, Q, V, +Q, Dialing Mode, Originate/Answer Options	82

S-Register Summary: S16 - Loopback Test Options	84

S-Register Summary: S18 - Test Timer	84

S-Register Summary: S2 -   Escape Character	81

S-Register Summary: S21 - &J, &R, &C Options	85

S-Register Summary: S22 - L, M, X Options	86

S-Register Summary: S25 - Delay to DTR	86

S-Register Summary: S28 - Secure Data Configuration	87

S-Register Summary: S3 -   Carriage Return Character	81

S-Register Summary: S30 - Secure Voice Configuration	88

S-Register Summary: S31 - DTR Resynchronization Time	88

S-Register Summary: S32 - DTR Return-to-Command Time	89

S-Register Summary: S33 - Telephone Feature Options	89

S-Register Summary: S34 - Country Code	90

S-Register Summary: S35 - Volume Control	91

S-Register Summary: S4 -   Line Feed Character	81

S-Register Summary: S5 -   Backspace Character	81

S-Register Summary: S6 -  Wait for Dial Tone	81

S-Register Summary: S7 -  Wait for Carrier After Dial	82

S-Register Summary: S8 -  Time for Pause in Dialing	82

S-Register Summary: Summary Table	91

Synchronous On-Line State	64

T

Technical specifications	227

Telephone Features	9

Terminal:Operation	9

Terminal:Programming	39

V

Voice Button	16

Volume Button	14

W

Warranty information	147

Z

Zeroization	35

Zeroization: and SACS	36, 120, 130

Zeroization: by Keyset Deletion	120

Zeroization: Procedure	36

Zeroization: Tampered Terminal	36

Zeroization: With Electrical Power	35

Zeroization: Without Electrical Power	35

Zeroize Button	16

Zeroized unit: keying a previously used	128
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