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IMPORTANT NOTE: This declassified report summarizes many important findings and judg-
ments contained in the Select Committee’s classified Report, issued January 3, 1999. U.S. intdlli-
gence and law enforcement agencies within the Clinton administration have determined that other
sgnificant findings and judgments contained in the Select Committee's classified Report cannot be
publicly disclosed without affecting nationa security or ongoing criminal investigations.

1.

* The People’s Republic of China (PRC) has stolen design
information on the United States’ most advanced
thermonuclear weapons.

The Select Committee judges that the PRC’s next generation
of thermonuclear weapons, currently under development,
will exploit elements of stolen U.S. design information.

PRC penetration of our national weapons laboratories spans
at least the past several decades and almost
certainly continues today.

A. The People’s Republic of China (PRC) has stolen design
information on the United States’ most advanced
thermonuclear weapons.

The People's Republic of China (PRC) has stolen classified design information
on the United States' most advanced thermonuclear weapons. These thefts of nuclear
secrets from our nationa weapons laboratories enabled the PRC to design, develop,
and successfully test modern strategic nuclear weapons sooner than would otherwise
have been possible. The stolen U.S. nuclear secrets give the PRC design information

i on thermonuclear weagpons on a par with our own.
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The PRC theftsfrom our National Laboratories began at least asearly asthelate
1970s, and significant secrets are known to have been stolen as recently as the mid-
1990s. Such thefts dmogt certainly continue to the present.

The stolen information includes classified information on seven
U.S. thermonuclear warheads, including every currently deployed
thermonuclear warhead in the U.S. ballistic missile arsenal.

The stolen information also includes classified design information
for an enhanced radiation weapon (commonly known as the
“neutron bomb”), which neither the United States, nor any other
nation, has yet deployed.

The PRC has obtained classified information on the following
U.S. thermonuclear warheads, as well as a number of associated
reentry vehicles (the hardened shell that protects the thermonu-
clear warhead during reentry).

U.S. WARHEAD U.S. NUCLEAR MISSILE CURRENTLY DEPLOYED

W-88 Trident D-5 SLBM Yes
W-87 Peacekeeper ICBM Yes
W-78 Minuteman Il (Mark 12A) ICBM Yes
W-76 Trident C-4 SLBM Yes
W-70 Lance SRBM No
W-62 Minuteman |l ICBM Yes

W-56 Minuteman Il ICBM No
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In addition, in the mid-1990s the PRC stole, possibly from a U.S. national
wegpons laboratory, classfied thermonuclear weapons information that cannot be
identified in this unclassified Report. Because this recent espionage caseis currently
under investigation and involves sendtive intelligence sources and methods, the
Clinton adminigtration has determined that further information cannot be made pub-
lic without affecting national security or ongoing crimina investigations.

The W-88, a miniaturized, tapered warhead, is the most sophisticated nuclear
wegpon the United States has ever built. In the U.S. arsend, it is mated to the D-5 sub-
marine-launched bdlisic missle caried aboard the Trident nuclear submarine. The
United States learned about the theft of the W-88 Trident D-5 warhead information, as
well as about the theft of information regarding severd other nudlear wegpons, in 1995.

he PRC has stolen U.S. design information and other classfied information

for neutron bomb warheads. The PRC stole classified U.S. information about
the neutron bomb from a U.S. nationa weapons laboratory. The U.S. learned of the
theft of this classified information on the neutron bomb in 1996.

In the late 1970s, the PRC stole design information on the U.S. W-70 warhead
from the Lawrence Livermore Laboratory. The U.S. government first learned of this
theft several months after it took place. The W-70 warhead contains elements that
may be used either as a strategic thermonuclear weapon, or as an enhanced radiation
weagpon (“neutron bomb™). The PRC tested the neutron bomb in 1988.

The Sdect Committee is aware of other PRC thefts of U.S. thermonuclear
wegpons-related secrets.  The Clinton administration has determined that further
information about PRC thefts of U.S. thermonuclear weapons-related secrets cannot
be publicly disclosed without affecting national security.

The PRC acquired this and other classified U.S. nuclear weaponsinformation as
the result of a 20-year intelligence collection program to develop modern thermonu-
clear wegpons, continuing to this very day, that includes espionage, review of unclas-
sfied publications, and extensive interactions with scientists from the Department of
Energy’s nationa wegpons laboratories.

The Select Committee has found that the primary focus of thislong-term, ongo-
ing PRC intelligence collection effort has been on the following national weapons
i\ laboratories:
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* LosAlamos

* LawrencelLivermore
* Oak Ridge

¢ Sandia

he Sadlect Committee judgesthat the PRC will exploit eements of the solen

desgn information on the PRC’s next generation of thermonuclear
weapons. The PRC plans to supplement its silo-based CSS-4 ICBMss targeted on
U.S. citieswith mobile ICBMs, which are more survivabl e because they are more dif-
ficult to find than slo-based missiles.

The PRC has three mobile ICBM programs currently underway — two road-
mobile and one submarine-launched program — all of which will be ableto strikethe
United States.

Thefirst of these new People's Liberation Army (PLA) mobile ICBMs, the DF-
31, may betested in 1999, and could be deployed as soon as2002. These mobilemis-
slesrequire small warhead designs, of whichthestolen U.S. designinformationisthe
most advanced in the world.

In addition, the PRC could choose to use e ements of the stolen nuclear weapons
design information — including the neutron bomb — on intermediate- and short-
range balistic missiles, such asits CSS-6 missiles.

The PRC has the infrastructure and technical ability to use dements of the
stolen U.S. warhead design information in the PLA’s next generation of thermonu-
clear wegpons. The Select Committee concludes that the production tools and
processes required by the PRC to produce small thermonuclear warheads based on
the stolen U.S. design information, including the stolen W-88 information, would be
similar to those developed or available in a modern aerospace or precision-guided
munitions industry. The Select Committee judges that the PRC has such infrastruc-
ture and is capable of such production.

The Sdect Committee judges that the PRC is likdy to continue its work on
advanced thermonuclear weapons based on the stolen U.S. design information. The
PRC could begin serid production of such wegpons during the next decade in connec-

tion with the development of its next generation of intercontinental ballistic missles.
Y
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A series of PRC nuclear weapons test explosions from 1992 to 1996 began a
debate in the U.S. Government about whether the PRC's designs for its new genera
tion of nuclear warheads were in fact based on stolen U.S. classified information. The
apparent purpose of these PRC tests was to develop smdller, lighter thermonuclear
warheads, with an increased yield-to-weight ratio.

The United States did not become fully aware of the magnitude of the counter-
intelligence problem at the Department of Energy national weapons |aboratories until
1995. In 1995 the United States received a classified PRC document that demon-
strated that the PRC had obtained U.S. design information on the W-88 warhead and
technica information concerning approximately haf a dozen other U.S. thermonu-
clear warheads and associated reentry vehicles.

The document was provided by a PRC nationd, unsolicited by the CIA — a
“wadk in” Thisindividua approached the CIA outside the PRC, and turned over a
number of documents. Among these was an officiad PRC document classified
“Secret” by the PRC.

This PRC document included, among other matters, solen U.S. design infor-
mation on the W-88 thermonuclear warhead used on the Trident D-5 missile, aswdll
as U.S. technical information on severd other strategic U.S. nuclear warheads. The
document recognized that the U.S. weapons represented the State-of-the-art againgt
which PRC nuclear wegpons should be measured.

By mid-1996 the CIA had determined that the individua who provided the
information was secretly under the direction of the PRC intelligence services. The
CIA and other U.S. intelligence community anaysts have neverthel ess concluded that
the classified PRC document contained U.S. thermonuclear warhead design informa:
tion and other technical information on U.S. nuclear weapons.

he stolen U.S. nuclear secrets give the PRC design information on ther-

monuclear weaponson a par with our own. Currently deployed PRC ICBMs

targeted on U.S. cities are based on 1950s-era nuclear weagpons designs. With the

solen U.S. technology, the PRC has legped, in a handful of years, from 1950s-era
drategic nuclear capabilities to the more modern thermonuclear weapons designs.

These modern thermonuclear weapons took the United States decades of effort, hun-

Vi dreds of millions of dollars, and numerous nuclear tests to achieve.
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Such small, modern warheads are necessary for dl of the eements of amodern
intercontinental nuclear force, including:

* Road-mobile ICBMs
* Submarinelaunched ICBMs
« |CBMswith multiple warheads (MRVsor MIRVS)

The PRC has an ongoing program to use these modern thermonuclear warheads
on its next generation of ICBMs, currently in development. Without the nuclear
secrets stolen from the United States, it would have been virtudly impossible for the
PRC to fabricate and test successfully small nuclear warheads prior to its 1996 pledge
to adhere to the Comprehensive Test Ban Tresty.

B. The Select Committee judges that elements of the
stolen information on U.S. thermonuclear warhead designs
will assist the PRC in building its next generation of mobile
ICBMs, which may be tested this year.

The stolen U.S. design information will assst the PRC in building smaller
nuclear warheads — vita to the success of the PRC’s ongoing efforts to devel op sur-
vivable, mobile missles. Current PRC ICBMs, which are silo-based, are more vul-
nerable to attack than mobile missiles.

The PRC has currently underway three intercontinental mobile missile programs
— two road-mobile, and one submarine-launched. All of these missiles are capable
of targeting the United States.

The firgt of these, the road-mobile solid-propellant DF-31, may be tested in
1999. Given a successful flight-test program, the DF-31 could be ready for deploy-
ment in 2002.

he Sdlect Committee judges that the PRC will in fact use a small nuclear
war head on its new generation ICBMs. The small, mobile missiles that the
PRC is developing require smaler warheads than the large, heavy, 1950s-era war-
heads developed for the PRC's sllo-based missiles. The main purpose of a series of vii
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nuclear tests conducted by the PRC between 1992 and 1996 was evidently to devel-
op new smdler, lighter warheads with an increased yield-to-weight ratio for use with
the PRC’s new, mobile nuclear forces.

The Sdlect Committee judges that the PRC will exploit eements of the stolen
U.S. thermonuclear weaponsdesignsonitsnew |CBMs currently under development.
The advanced U.S. thermonuclear warheads for which the PRC has stolen U.S.
design information are sgnificantly smaller than those for which the PRC'ssilo-based
missiles were designed. The U.S. desgns, unlike those in the PRC's currently-
deployed arsend, can be used on smaler mobile missiles.

The Sdect Committee judges that:

* The PRC is likely to continue to work on small ther-
monuclear warheads based on stolen U.S. design infor-
mation

* The PRC has the infrastructure and ability to produce
such war heads, including war heads based on elements of
the stolen U.S. W-88 Trident D5 design infor mation

* The PRC could begin serial production of small ther-
monuclear warheads during the next decade in conjunc-
tion with its new generation of road-mobile missles

e The introduction of small warheads into PLA service
could coincide with the initial operational capability of
the DF-31, which could be ready for deployment in 2002

These small warhead designs will make it possible for the PRC to develop and
deploy missles with multiple reentry vehicles (MRVs or independently targetable
MIRVS).

Multiple reentry vehiclesincrease the effectiveness of abalistic missileforce by
multiplying the number of warheads a single missile can carry as many asten-fold.

Multiple reentry vehiclesalso can help to counter missile defenses. For example,
multiple reentry vehicles make it easier for the PRC to deploy penetration aids with
viii its ICBM warheadsin order to defeat anti-missile defenses.
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The Select Committeeis aware of reports that the PRC hasin the past undertak-
en efforts related to technology with MIRV applications. Experts agree that the PRC
now has the capability to develop and deploy silo-based intercontinental balistic mis-
sles with multiple reentry vehicles (MIRVsor MRVS).

Experts aso agree that the PRC could have this capability for its new mobile
intercontinental balistic missleswithin areasonable period of yearsthat is cons stent
with its plans to deploy these new mobile missiles. The PRC could pursue one or
more penetration aids in connection with its new nuclear missiles.

If the PRC violates the Comprehensive Test Ban Treaty by testing surreptitious-
ly, it could further accelerate its nuclear development.

he Sdect Committee judges that, if the PRC were successful in stealing

nuclear test codes, computer modds, and data from the United States, it
could further accelerateitsnuclear development. By using such stolen codes and
data in conjunction with High Performance Computers (HPCs) aready acquired by
the PRC, the PRC could diminish its need for further nuclear testing to evaluate
wegpons and proposed design changes.

The possession of the stolen U.S. test data could grestly reduce thelevel of HPC
performance required for such tasks. For these reasons, the Sdlect Committee judges
that the PRC has and will continue to aggressively target for theft our nuclear test
codes, computer models, and data.

Although the United States has been the victim of systematic espionage suc-
cessfully targeted against our most advanced nuclear weapons desgns — and
athough the Sdlect Committee judges that the PRC will exploit eements of those
designsfor its new generation of ICBMs — the United States retains an overwhelm-
ing qualitative and quantitative advantage in deployed strategic nuclear forces.
Nonetheless, in a crisgs in which the United States confronts the PRC's conventional
and nuclear forces at the regiond level, a modernized PRC strategic nuclear balistic
missile force would pose a credible direct threat againgt the United States.

Nether the United States nor the PRC has a nationad balistic missle defense
system.

IX
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I n the near term, a PRC deployment of mobile thermonuclear weapons, or
neutron bombs, based on stolen U.S. design infor mation, could have a signif-
icant effect on the regional balance of power, particularly with respect to Taiwan.
PRC deployments of advanced nuclear weapons based on solen U.S. design infor-
mation would pose greater risks to U.S. troops and interestsin Asia and the Pecific.

In addition, the PRC’ stheft of information on our most modern nuclear weapons
designs enables the PRC to deploy modern forces much sooner than would otherwise
be possible.

At the beginning of the 1990s, the PRC had only one or two silo-based ICBMs
capable of attacking the United States. Since then, the PRC has deployed up to two
dozen additiona slo-based ICBMs capable of attacking the United States;, has
upgraded its silo-based missiles; and has continued development of three mobile
ICBM systems and associated modern thermonuclear warheads.

If the PRC is successful in developing modern nuclear forces, as seems likely,
and chooses to deploy them in sufficient numbers, then the long-term baance of
nuclear forces with the United States could be adversdly affected.

C. Despite repeated PRC thefts of the most sophisticated U.S.
nuclear weapons technology, security at our national nuclear
weapons laboratories does not meet even minimal standards.

The PRC gstole design information on the United States most advanced ther-
monuclear weapons as a result of a sustained espionage effort targeted at the United
States nuclear weapons facilities, including our nationa weapons laboratories. The
successful penetration by the PRC of our nuclear weapons laboratories has taken
place over the last severd decades, and amost certainly continues to the present.

More specificaly, the Select Committee has concluded that the successful pen-
etration of our Nationd Laboratories by the PRC began as early asthe late 1970s; the
PRC had penetrated the Laboratories throughout the 1980s and 1990s, and our
L aboratories almost certainly remain penetrated by the PRC today.
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Our national weapons laboratories are responsible for, among other things, the
design of thermonuclear warheads for our balistic missles. The information at our
nationa weapons laboratories about our thermonuclear warheads is supposed to be
among our nation’s most closaly guarded secrets.

ounterintelligence programsat the national weaponslabor atoriestoday fail

to meet even minimal standar ds. Repeated efforts since the early 1980s have
failed to solve the counterintel ligence deficiencies at the National Laboratories. While
one of the Laboratories has adopted better counterintelligence practices than the oth-
ers, dl remain inadequate.

Even though the United States discovered in 1995 that the PRC had stolen
design information on the W-88 Trident D-5 warhead and technical information on a
number of other U.S. thermonuclear warheads, the White House has informed the
Sdect Committee, in response to specific interrogatories propounded by the
Committee, that the President was not briefed about the counterintelligence failures
until early 1998.

Moreover, given the great Sgnificance of the PRC thefts, the Select Committee
IS concerned that the appropriate committees of the Congress were not adequately
briefed on the extent of the PRC's espionage efforts.

A counterintelligence and security plan adopted by the Department of Energy in
late 1998 in response to Presidentia Decision Directive 61 is a step toward establish-
ing sound counterintelligence practices. However, according to the head of these
efforts, sgnificant time will be required to implement improved security procedures
pursuant to the directive. Security at the nationa wegpons laboratorieswill not be sat-
isfactory until at least sometime in the year 2000.

See the chapters PRC Acquistion of U.S Technology, PRC Theft of U.S
Thermonuclear Warhead Design | nfor mation, and PRC Missile and Space Forces
for more detalled discussons of the Sdect Committee's investigation of these
matters.

Xi
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2.

The PRC has stolen or otherwise illegally obtained U.S.

missile and space technology that improves the PRC’s
military and intelligence capabilities.

A. The PRC has stolen U.S. missile technology and exploited it
for the PRC’s own ballistic missile applications.

The PRC has proliferated such military technology to a number of
other countries, including regimes hostile to the United States.

The Sdlect Committee has found that the PRC has stolen a specific U.S. guid-
ance technology used on current and past generations of U.S. weapons systems. The
stolen guidance technology is currently used on a variety of U.S. missiles and mili-
tary aircraft, including:

¢ TheU.S Army Tactical Missle Sysem (ATACMYS)

« The U.S Navy Stand-off Land Attack Missle-Extended
Range (SLAM-ER)

 TheU.S Navy F-14
 TheU.S Air Force F-15, F-16, and F-117 fighter jets

The stolen guidance technology has direct applicability to the PRC’sinterconti-
nental, medium- and short-range ballistic missiles, and its spacdlift rockets.

Thetheft of U.S. balistic missle-related technology is of great valueto the PRC.
In addition to ICBMs and military spacdift rockets, such technology is directly
gpplicable to the medium- and short-range PLA missles, such as the CSS-6 (aso
known as the M-9), the CSS-X-7 (also known asthe M-11), and the CSS-8 that have
been developed for, among other purposes, striking Taiwan.
Xil
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CSS-6 missleswere, for example, fired in the Taiwan Strait and over Taiwan's
main portsin the 1996 criss and confrontation with the United States.

The Sdlect Committee has uncovered instances of the PRC's use of this spe-
cific stolen U.S. technology that:

« Enhancethe PRC’s military capabilities
« Jeopardize U.S. national security interests

 Poseadirect threat to the United States, our friends and
allies, or our forces

The Clinton administration has determined that particular uses by the PRC of
this stolen U.S. technology cannot be disclosed publicly without affecting national
Security.

The PRC has proliferated weapons systems and components to other countries
including Iran, Pakistan, Libya, Syria, and North Korea.

B. Inthe late 1990s, the PRC stole or illegally obtained U.S.
developmental and research technology that, if taken to
successful conclusion, could be used to attack U.S. satellites
and submarines.

During the late 1990s, U.S. research and development work on e ectromagnetic
weapons technology has been illegaly obtained by the PRC as aresult of successful
espionage directed againgt the United States. Such technology, once developed, can
be used for space-based weagpons to attack satellites and missiles.

In 1997, the PRC stole classified U.S. developmental research concerning very
sengtive detection techniquesthat, if successfully concluded, could be used to threst-
en U.S. submarines.

Xiii
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C. Currently-deployed PRC ICBMs targeted on the United States
are based in significant part on U.S. technologies
illegally obtained by the PRC in the 1950s.

This illustrates the potential long-term effects of technology loss.

Even in today’s rapidly changing technologica environment, technology losses
can have long-term adverse effects. Currently-deployed PRC ICBMstargeted on the
United States are based on U.S. and Russian technologies from the 1950s and 1960s.

In the 1950s, a U.S. military officer and associated members of the design team
for aU.S. ICBM program (the “Titan” missle program) emigrated to the PRC and
illegally gave U.S. missle and missle-related technology to the PRC.

Thisinformation formed the basis for the up to two dozen PRC CSS-4 ICBMs
that are currently targeted on the United States.

All but two of these missiles have been deployed by the PRC for the firg time
in this decade.

D. In the aftermath of three failed satellite launches since 1992,
U.S. satellite manufacturers transferred missile design information
and know-how to the PRC without obtaining the legally required
licenses.

This information has improved the reliability of PRC rockets useful
for civilian and military purposes.

The illegally transmitted information is useful for the design and
improved reliability of future PRC ballistic missiles, as well.

U.S. satdlite manufacturers analyzed the causes of three PRC launch failures
and recommended improvements to the reliability of the PRC rockets. These launch
failure reviews were conducted without required Department of State export licenses,

Xiv
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and communicated technica information to the PRC in violation of the Internationd
Traffic in Arms Regulations.

The Select Committee has concluded that the PRC implemented a number of
the recommended improvements to rocket guidance and to the fairing (or nose cone),
which protects a satdllite during launch. These improvements increased the reliabili-
ty of the PRC Long March rockets. It is dmost certain that the U.S. satellite manu-
facturers recommendations led to improvements in the PRC'’s rockets and that the
improvements would not have been considered or implemented so soon without the
U.S. assgtance.

It is possible or even likely that, absent the U.S. satellite manufacturers’ inter-
ventions on the problems associated with the defective fairing on the PRC's Long
March 2E rocket and the defective guidance system on the PRC's Long March 3B
rocket, one or more other PRC launches would have failed.

he PRC Long March rockets improved by the U.S. technology assstance
are useful for both commercial and military purposes. The military uses
include launching:

« Military communications and reconnaissance satellites
* Space-based sensors
*  Space-based weapons, if successfully developed

« Satdlitesfor modern command and control and sophisti-
cated inteligence collection

The Sdlect Committee judges that the PRC military has important needsin these
areas, including notably space-based communications and reconnai ssance capabilities.

In addition, design and testing know-how and procedures communicated during
thelaunch failure reviews could be applied to the reliability of missilesor rockets gen-
erdly. U.S. participants comments during the failure investigations related to such
matters as:

XV
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¢ Misslededgn
e Dedgn analysis
» Tegting procedures

* Theapplication of technical know-how to particular
failure analyses

To the extent any vauable information was transferred to the PRC’s space pro-
gram, such information would likely find itsway into the PRC's ballistic missile pro-
gram. The ballistic missile and space launch programs have long been intertwined and
subordinate to the same ministry and state-owned corporation in the PRC.

For example, the PRC’'s Long March 2 rockets and their derivatives (including
the Long March 2E, on which Hughes advised the PRC) were derived directly from
the PRC’s slo-based CSS-4 intercontinenta ballistic missiles that are currently tar-
geted on the United States.

The variousingtitutes and academiesin the PRC involved in balistic missileand
rocket design aso share design and production responsibilities. Many of the PRC
personnel in these organizations have respongbilities for both commercia rocket and
military missile programs. Attendees at important failure review meetings included
PRC personnd from such organizations.

n fact, information passed during each of thefailure analyses hasthe potential

to benefit the PRC’sballistic missile program. Theindependent experts retained
by the Sdlect Committee judge that information valuable to the PRC's ballistic missile
and space programs was transferred to the PRC in the failure investigations.

The rocket guidance system on which Lora and Hughes provided advice in
1996 is judged by the Sdect Committee to be among the systems capable of being
adapted for use as the guidance system for future PRC road-mobile intercontinental
balistic missiles, dthough if abetter system is available, it is more likely to be cho-
sen for that mission.

The Sdlect Committee judges that information on rocket fairings (that is, nose
cones) provided to the PRC by Hughes may assist the design and improved reliabili-

XVi
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ty of future PRC MIRVed misslles, if the PRC decidesto develop them, and of future
submarine-launched balistic missiles.

When Lora and Hughes asssted the PRC, they could not know whether the
PRC would in fact use such information in their military programs.

I.  1n 1993 and 1995, Hughes showed the PRC how to improve the design and
reliability of PRC rockets.

Hughes advice may also be useful for design and improved rdiability of
future PRC ballistic missiles.

Hughes ddiberately acted without seeking to obtain the legally required
licenses.

In 1993 and 1995, Hughes showed the PRC how to improve the design and relia-
bility of PRC Long March rockets with important military applications. The informa
tion provided by Hughes dso may be useful for improving the reliability of future PRC
baligic missles. Hughes deliberately acted without the legdly required licenses.

n 1993 and 1995 Hughes analyzed the causes of PRC launch failures and, for

both failures, illegally recommended to the PRC improvements to the fairing,
apart of therocket that protectsthe payload. The PRC changed thefairing of itsLong
March rocket to incorporate the Hughes recommendations.

Hughes aso corrected deficiencies in the PRC's coupled loads anadysis, a criti-
cal rocket design technology.

Hughes aso identified changes needed in PRC launch operations.

The State Department’s Office of Defense Trade Controls has concluded that
Hughes significantly improved the PRC space launch program and contributed to the
PRC goal of assured accessto space. The State Department further concluded that
the lessons learned by the PRC are inherently applicable to their missile program.

The State Department administers arms export licensing, and would have been

the proper authority to license the Hughes failure investigations.
XVii
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The State Department found that the PRC and Hughes personnel engaged inan
extensve exchange of data and analyses, which, among other things, identified and
corrected for the PRC deficiencies in a number of technical areas, including:

¢ Anomaly analysis

* Accident investigation techniques

¢ Tedemetry analyss

¢ Coupled loads analysis

* Hardware design and manufacture
« Tedting

* Modding

« Simulation

*  Weather analysis

The illegally transmitted information improved the PRC's military rockets and
operations. Theillegally transmitted information may assist the PRC inthedesign and
improved rdiability of future slo-based or mobile PRC balistic missiles, including
particularly missiles that require fairings (or nose cones). These would include mis-
sles with advanced payloads (that is, multiple warheads, or certain penetration aids
designed to defeat missile defenses), and submarine launched ballistic missiles.

The PRC has the capability to develop and deploy silo-based missiles with mul-
tiple reentry vehicles (MIRV's or MRVs). Within a reasonable period of years that is
consstent with the PRC’s possible deployment of new mobile missiles, the PRC
could deploy multiple warheads on those mobile missiles, as well. The PRC dso
appears to have gained practical ingght into U.S. coupled loads andlysis, and insight
into diagnogtic and failure analysis techniques for identifying the causes of alaunch
failure. Such lessons could be applied to both rockets and missiles.

In both 1993 and 1995, Hughes failed to gpply for or obtain the required
Department of State licenses for its activities, because Hughes knew that the
Department of State would be unlikely to grant the license and that the licensing
process would in any case be lengthy.

XViil
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Hughes also engaged in ddliberate efforts to circumvent the Department of State
licensing requirement. To this end, Hughes sought the approva of a Department of
Commerce officid for its 1995 activities and claims to have sought the gpproval of a
Department of Defense monitor for some of its 1993 activities, athough Hughes
knew that neither official was legally authorized to issue the required license.

Hughes had important commercid interestsin the PRC at thetimeit engaged in
thefallure investigations. These interestsincluded future saes of satellitesto the PRC
or to parties serving the PRC market, and reducing the cost and improving the safety
of launching satellites in the PRC.

ii.  1n 1996, Loral and Hughes showed the PRC how to improvethedesgn and
reliability of the guidance system used in the PRC’s newest Long March
rocket.

Loral’sand Hughes advice may also beuseful for design and improved reli-
ability of dementsof future PRC ballistic missiles.

L oral and Hughes acted without thelegally required license, although both
corporations knew that a license was required.

Lord and Hughes andyzed for the PRC the potential causes of a 1996 PRC
launch failure, identified for the PRC the true cause of the failure as a particular de-
ment within the Long March rocket’s guidance unit, and provided the PRC with tech-
nica assistance that may be useful not only for the PRC's commercia and military
space launch programs, but for ballistic missiles as well.

In so doing, Loral and Hughes deliberately acted without the legdly required
license, and violated U.S. export control laws.

Although Lora and Hugheswere wd| aware that a State Department license was
required to provide assistance related to the guidance system of a PRC rocket, neither
company applied for or obtained the required license. Lora waswarned of the need for
alicense a thetime it agreed to participate in the investigation, but took no action.
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Lora and Hughes also failed to properly brief participants in the failure investi-
gation of U.S. export requirements, failed to monitor theinvestigation asit progressed,
and failed to take adequate steps to ensure that no prohibited information was passed
to the PRC.

Lord and Hughes submitted lengthy written materias andyzing the cause of the
guidance system failure to the PRC and to other foreign nationds. In addition, Lord and
Hughes engaged in technicd discussons, including discussons about the detalls and
causes of the guidance system failure, that were dmost certainly recorded by the PRC.

While some aspects of these discussions have been identified by the Sdlect
Committee and reviewed by independent experts retained by the Sdect Committee,
the full range and content of these discussons remains unknown. The Select
Committee was unable to talk to severa important participants in the failure investi-
gation, and the PRC refused to agree to the Select Committee’srequest for interviews.
Additiona controlled information may have been received by the PRC.

The information and assistance conveyed by Lora and Hughes led to improve-
ments to the guidance system of the PRC’s Long March 3B rocket. While the launch
that falled was commercid, the information transmitted by Loral and Hughes was
useful, aswell, for military space launch purposes.

oral and Hughes provided valuable additional infor mation that exposed the

PRC to Western diagnostic processes that could lead to improvementsin
the reiability of all PRC ballistic missiles. Lora’s and Hughes' advice could help
reinforce or add vigor to the PRC’ s adherence to good design and test practices, which
could be transferred to the balistic missile program. The exposure to U.S. diagnostic
and test processes outlined by Lora and Hughes has the potentid to improve PRC
pre- and post-flight failure analysis for the ballistic missle program.

The technology transferred by Lora and Hughes thus has the potentid, if used
by the PRC, to increase the rdiability of future PRC balistic missiles.

The independent experts retained by the Select Committee had access not just
to the written report prepared by Loral with input from Hughes, but a so to the com-
ments of participants about meetings in Beijing. The independent experts conclude
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that information valuable to the PRC's space and ballistic missile programs was
transferred.

Neither Lord nor Hughes disclosed to export control officers of the U.S.
Government their unlicensed activities until after they were contacted by U.S.
Government licensing officials demanding an explanation for their conduct. The U.S.
Government officials became aware of the improper activities through an articleina
widdy-read industry publication. This article dso came to Lord’s attention prior to
Lord’s disclosure to the U.S. Government.

Lora and Hughes had important commercid interests in the PRC when they
engaged in the 1996 failure investigation. These interests included future sales of
satellites to the PRC or to parties serving the PRC market, and reducing the cost and
improving the safety of launching satdllitesin the PRC.

E. Inlight of the PRC’s aggressive espionage campaign against
U.S. technology, it would be surprising if the PRC has not
exploited security lapses that have occurred in connection with
launches of U.S. satellites in the PRC.

Theorigina policy permitting U.S. manufactured satellitesto be launched in the
PRC envisoned strict compliance with requirements to prevent unauthorized tech-
nology transfers.

These requirements are encompassed in U.S. regulations and licenses. Pursuant
to a bilateral agreement between the United States and the PRC, the requirements
include U.S. control over accessto the satdllite whileit isin the PRC. Many of these
requirements imposed on exporters are to be closdy monitored by U.S. Government
officias provided by the Defense Department.

he Sdect Committee hasfound numerouslapsesin theintended pre-launch
technology safeguards. Defense Department monitors have reported numerous
security infractions by exporters. Exporters often hire private security guardsto assst
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in the performance of their duties to prevent technology transfers, and these private
guards have a so reported security |apses.

In addition, it is likely that other security lapses have gone unreported. In the
mid-1990s, three launches and associated pre-launch activities were not monitored by
the Defense Department. Launches that were monitored have lacked proper staffing.

Because of the PRC's aggressive efforts to acquire U.S. technology, it would be
aurprising if the PRC has not exploited security lapses while U.S.-built satellites and
associated equipment and documents were in the PRC. Prior to launch, the satdllite,
associated test equipment, and controlled documents are transported to the PRC and
may remain in the PRC for periods as short as a couple of weeks or as long as two
months. The PRC would likely exploit opportunities to gain information while the
U.S. satellite and associated equipment are in the PRC before launch.

Unrestricted accessto a satellite for aslittle as two hours could provide the PRC
with valuable, non-public information about mgjor satellite subsystems, aswell asthe
design and manufacture of such subsystems.

There are numerous reasons for security infractions, some of which may be
addressed through changes in procedures:

* Defense Department monitors on occason have found
poor attitudes toward security among both company
management and private guards

* Private security guards hired by satellite exporters may
have an inherent conflict of interest when reporting on
their current and prospective employers

* Both Defense Department monitors and private security
guards may lack sufficient training

* Defense Department monitors sometimeslack continuity
with a given launch

« Often, only one Defense Department monitor may have
been present on a project
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F. Foreign brokers and underwriters of satellite and space launch
insurance have obtained controlled U.S. space and missile-related
technology outside of the system of export controls that applies
to U.S. satellite manufacturers.

While existing laws address such exports, U.S. export control
authorities may not be adequately enforcing these laws in the
space insurance industry context, nor paying sufficient attention
to these practices.

Satdllite and space insurance is underwritten by overseas and multinational
organizations to which U.S. technical information is aways passed to assess insur-
ance risks. Thisis particularly true where the insurers have particular reasons to be
concerned about launch failures.

These insurers have, on occasion, received controlled U.S. technicd informa:
tion. It is not clear that manufacturers and purchasers of satellites are transmitting
satelliteinformation to such foreign brokers and underwritersin compliancewith U.S.
export control rules and regulations.

Asinsuranceiscritical to commercia space launches, the insurance role cannot
be diminated. Existing laws address exports to brokers and insurers. The administra-
tion of these laws must be applied to exports of sensitive U.S. technology to the space
launch and satellite insurance industry.

G. The Strom Thurmond National Defense Authorization Act took
Important steps to correct deficiencies in the administration of
U.S. export controls on commercial space launches in the PRC.

But the aggressive implementation of this law is vital, and other
problems with launches in the PRC that the Act does not address
require immediate attention.
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The Fisca 1999 Department of Defense Authorization Act sought to increase
safeguards on technology transfer during foreign launches of U.S. satdllites.

The measures et forth in the Act include transferring licensing jurisdiction to
the Department of State, and increased support for the Defense Department’s efforts
to prevent technology loss.

However, additiona measures — including better training for Defense
Department monitors and improved procedures for hiring professonal security per-
sonne — will be needed.

H. Itisin the national security interest of the United States
to increase U.S. domestic launch capacity.

While U.S. policy since 1988 has permitted launching satdllitesin the PRC, U.S.
national security interestswould be advanced by avoiding the need for foreign launch-
es through increased domestic launch capability.

The Reagan administration’s decision to permit launchesin the PRC was affect-
ed by two factors. insufficient domestic launch options in the aftermath of the
Challenger disaster, and the perception of the PRC as a strategic balance against the
Soviet Union in the context of the Cold War. These factors are no longer applicable
today.

Launching Western satellites has provided the PRC with additiona experience
that hasimproved its space launch capabilities. Even in the absence of any lossof U.S.
technology, such experience benefits a potential long-run competitor of the United
States.

See the chapters PRC Missile and Space Forces, Satdllite Launches in the PRC:

Hughes, and Satellite Launches in the PRC: Loral for more detailed discussion
of the Sdlect Committee'sinvestigation of these matters.
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3.

United States and international export control policies and
practices have facilitated the PRC's efforts to obtain militarily
useful technology.

A. Recent changes in international and domestic export control
regimes have reduced the ability to control transfers of militarily
useful technology.

I.  Thedissolution of COCOM in 1994 |e&ft the United Stateswithout an effec-
tive, multilateral means to control exports of militarily useful goods and
technology.

The Wassenaar Arrangement on Export Controls for Conventional Arms and
Dual-Use Goods and Technologies (Wassenaar) leaves internationa controls over the
transfer of military technologies to nationa discretion.

The dissolution of the Coordinating Committee for Multilatera Export Controls
(COCOM) in March 1994 |eft the United States without an effective international
mechanism to control the transfer of important military technologies. Other multilat-
eral control regimes set guiddlines for particular kinds of transfers (for example, cer-
tain transfers related to missiles or weapons of mass destruction).

In the post-COCOM period, the United States dramatically liberaized export
controls,

A new COCOM-like agreement, under which national exports of certain mili-
tarily useful goods and technologies are subject to international agreement, would
enhance efforts to restrict technology transfers. The United States should seek to
negotiate such anew arrangement.
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ii.  The expiration of the Export Administration Act in 1994 has left export
controlsunder different legidative authority that, among other things, car-
ries lesser penalties for export violations than those that can be imposed
under theAct.

Following the expiration of the Export Administration Act in 1994, export con-
trols on dua-use items have been continued under the provisions of the International
Emergency Economic Powers Act. This law carries significantly lesser pendties for
crimina and civil violations of export controls than those that applied under the
Export Adminigtration Act.

While the generd crimina penalties of Title 18 of the U.S. Code may be
imposed under ether scheme, adminigtration of export controls would be enhanced
by areauthorization of the Export Administration Act that would restore more signif-
icant pendlties for export control violations.

ii.  U.S. policy changes announced in 1995 that reduced the time available for
national security agenciesto consder export licenses need to bereexamined
in light of the volume and complexity of licensing activities.

New procedures and deadlines for processng Commerce Department export
license gpplicationsingtituted in late 1995 placed nationd security agenciesunder Sig-
nificant time pressures.

Commerce officials alone are less likely to have the expertise for identifying
national security implications of exports of militarily useful technologies. While
national security agencies may be informed of applications, due time is needed for
their consideration.

However, the time frame for consderation is not aways sufficient for the
Department of Defense to determine whether a license should be granted, or if con-
ditions should be imposed.
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In addition, the Inteligence Community has sought arole earlier in the licens-
Ing process in order to evaluate the technology and end user.

B. Dividing the licensing responsibilities for satellites between the
Departments of Commerce and State permitted the loss of U.S.
technology to the PRC.

The 1996 decision to give Commerce the lead role in satellite
exporting was properly reversed by the Congress.

Divided jurisdiction between Commerce and State over satdllite export licens-
Ing has facilitated the loss of U.S. technology to the PRC.

While licensing authority regarding rockets has aways remained with the State
Department, in 1992 certain aspects of satdlite licensng were trandferred to
Commerce.

For nearly a three-year period thereafter, Commerce licenses did not require
Department of Defense monitors for launch campaigns. Accordingly, U.S.
Government officials did not monitor severd launches and launch campaigns. Given
the PRC's efforts at technology acquisition, it would be surprising if the PRC did not
attempt to exploit this Stuation.

In 1995, a Commerce Department official improperly authorized the transfer, in
the context of a launch fallure investigation, of information regarding rocket design
that would almost certainly have been prevented had the Department of State been
consulted.

In October 1996, dl remaining authority for commercial satdllite licensng was
transferred to Commerce.

Legidation passed by Congress in 1998 diminated the split jurisdiction and
assigned dl licensing of satellite exportsto the Department of State.
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C. U.S. policies relying on corporate self-policing to prevent
technology loss have not worked.

Corporate self-policing does not sufficiently account for the risks
posed by inherent conflicts of interest, and the lack of priority
placed on security in comparison to other corporate objectives.

To protect the national security interests of the United States, the U.S.
Government imposes substantia requirements on U.S. businesses exporting technol-
ogy to the PRC. These can include obtaining a license, satisfying additiona condi-
tions imposed in the license, paying for U.S. Government monitors, and providing
Security guards.

Under current policies, whether U.S. national security isin fact protected from
the loss of export-controlled information thus depends in large part on the vigilance,
good will, and efforts dedicated by business to comply with lawful requirements.

Corporations may often face inherent conflicts of interest in complying with
U.S. export laws. Corporate interests that may conflict with restricting exports as
required by U.S. law include:

* Corporate goalsto expand over seas markets and to
satisfy current or prospective cussomers

* Urgent business priorities that compete for the attention
of corporate management

* An unwillingnessto devote the financial resources
necessary for effective security

Protecting the national security interest smply may not be related to improving
acorporation’s “bottom line”

In cases discussed later in this Report, two U.S. satdllite manufacturers, Hughes
and Lord, faled to live by the requirements of U.S. law. The falure of Hughes to
obtain legally required licenses, for example, reflectsaddiberate decisonto assst the
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PRC immediatdly, rather than risk the possibility that a license gpplication would be
delayed or rgected.

Such pressures may be great where important commercial opportunitiesor rela
tionships may seem to a corporation to be at stake.

U.S. palicies relying on corporate salf-policing to prevent technology |oss have
not sufficiently accounted for the risks posed by inherent conflicts of interest, and by
the lack of priority placed on dedicating resources to security in comparison to other
corporate objectives.

D. The PRC requires high performance computers (HPCs) for the
design, modeling, testing, and maintenance of advanced nuclear
weapons based on the nuclear weapons design information
stolen from the United States.

The United States relaxed restrictions on HPC sales in 1996; and
the United States has no effective way to verify that HPC
purchases reportedly made for commercial purposes are not
diverted to military uses.

The Select Committee judges that the PRC has in fact used HPCs
to perform nuclear weapons applications.

PRC research indtitutes with connectionsto PLA military industries have access
to numerous U.S.-built HPCs that could be used for unlawful military applications.
HPCs are important for many military applications, and essentia for some.

One key concern is diversion of U.S. HPCsto the PRC's nuclear weapons pro-
gram. If the PRC complieswith the Comprehensive Test Ban Treaty, then its need for
HPCs to design, weaponize, deploy, and maintain nuclear weapons will be greater
than that of any other nation possessng nuclear weapons, according to the
Department of Energy.
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HPCs are useful for two-dimensional and critical to three-dimensional comput-
er modeling that would be necessary for the PRC to develop, modify, and maintainits
nuclear weapons in the absence of physical testing.

The utility of nuclear weapons computer modeling depends on the amount of
dataavailable from actua nuclear wegponstests, the computing capacity that is avail-
able, and programmer expertise. For this reason, in the judgment of the Sdlect
Committee, the PRC has targeted U.S. nuclear test data for espionage collection,
which, if successful, would reduce its HPC performance requirements.

Complete three-dimensonad models, critica to stockpile maintenance and
assessment of the effect of mgor warhead modifications in the absence of physica
testing, require HPCs of one million MTOPS (millions of theoretica operations-per-
second, ameasure of computer performance and speed) or more. Assessing the effects
of anew warhead without testing would require three-dimensional modeling.

Although the precise utility of HPCs in the 2,000 to 10,000 MTOPS range for
two-dimensional modeling is unclear, these HPCs may be powerful enough to help
the PRC incorporate nuclear weapons design information that it stole from the U.S.
into delivery systems without further testing.

I n fact, the Sdect Committee judges that the PRC has been usng HPCs for
nuclear weapons applications. Theillega diverson of HPCs for the benefit of
the PRC military is facilitated by the lack of effective post-sde verifications of the
locations and purposes for which the computers are being used. HPC diversion for
PRC military use is a0 facilitated by the steady relaxation of U.S. export controls
over sdesof HPCs,

Until 1998, there was no verification of the end uses of HPCs in the PRC.
Modest verification procedures were announced in June 1998, but even if these are
implemented fully, they will be insufficient.

Over the past severd years, U.S. export controls on the sde of HPCsto the PRC
have been steadily relaxed. Asaresult, whilethe PRC had virtualy no HPCsin 1996,
the PRC had over 600 U.S.-origin HPCs at the end of 1998.
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The PRC has demondtrated the capability to assemble an HPC using U.S.-ori-
gin microprocessors. The Select Committee has concluded, however, that the PRC
has virtualy no indigenous high-end computer production capability. Moreover,
while the PRC might attempt to perform some HPC functions by other means, these
computer work-arounds remain difficult and imperfect.

Data from the Commerce Department and Defense Department indicate that
HPCs from the United States have been obtained by PRC organizations involved in
the research and devel opment of:

* Misdles

«  Satellites

*  Spacecr aft

« Submarines

e Aircraft

« Military systems components
¢ Command and control

¢ Communications

¢ Microwaveand laser sensors

Given the lack of an effective verification regime, it is possible that these HPCs
have been diverted for military uses, which could include the following:

« Incorporating or adapting nuclear weapons designs

¢ Upgrading and maintaining nuclear and chemical
weapons

« Equipping mobile forces with high-technology weapons

* Building a modern fleet of combat and combat support
aircraft and submarines

¢ Conducting anti-submarinewarfare

« Deveoping ardiable, accurate ballistic and cruise mis-
dleforce
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* Equalizing a battlefield with eectronic or information
warfare

* Improving command, control, communications, and
intelligence capabilities

Finaly, the Select Committee judges that nuclear testing data and related com-
puter codes are atarget of PRC espionage, and that the PRC’s nuclear weapons pro-
grams would benefit from theillegal acquisition of such information.

In conjunction with such data and codes, HPCs can be used to improve nuclear
wegpons designs, performance, modding, and nuclear stockpile maintenance that
would otherwise be extremely difficult or impossible given the restrictions imposed
by the Comprehensive Test Ban Tregty.

E. The PRC has attempted to obtain U.S. machine tools and jet
engine technologies through fraud and diversions from
commercial end uses.

In one 1991 case studied by the Select Committee, the Department
of Commerce decontrolled jet engines without consulting either
the Defense Department or the State Department.

I.  1n 1994 and 1995 the PRC attempted to divert an export of machine tools
by McDonndl Douglasto military uses.

The Sdect Committee's classified Report includes significantly more detail on
this subject than this unclassified verson. The Justice Department has request-
ed that the Sdect Committee not disclose the details of much of itsinvestigation
into these matters to protect the Justice Department’s prosecution of the China
National Aero-Technology |mport/Export Corporation (CATIC) and McDonndl
Douglas.

ii.  1n 1991 the Commerce Department decontrolled Garrett jet engines with-
out consulting either the Defense Department or the State Department.
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Thisled to a PRC effort to acquire related jet engine production technolo-
gy. The Commerce Department was prepared to approve this transfer,
which was only thwarted when the Defense Department was alerted by the
U.S. Embassy in Beijing.

See the chapters High Performance Computers, U.S Export Policy Toward the
PRC, and Manufacturing Processes for amore detailed discussion of the Select
Committee’s investigation of these matters.

4,

» The PRC seeks advanced U.S. military technology to achieve
its long-term goals.

To acquire U.S. technology the PRC uses a variety of tech-
niques, including espionage, controlled commercial entities,
and a network of individuals and organizations that engage
in a vast array of contacts with scientists, business people,
and academics.

The PRC hasvigoroudy pursued over thelast two decadesthe acquisition of for-
elgn military technologies. These efforts represent the officia policy of the PRC and
its Chinese Communist Party leadership. The PRC seeks foreign military technology
as part of its effortsto place the PRC at the forefront of nations and to enable the PRC
to fulfill itsinternational agenda. The PRC’slong-run geopolitical godsincludeincor-
porating Taiwan into the PRC and becoming the primary power in Asa

The PRC hasnot ruled out using force againg Taiwan, and itstheftsof U.S. tech-
nology have enhanced its military capabilities for any such use of force.

The PRC hasd so assarted territorid clamsagaingt other Southeast Asan nations
and Japan, and has used its military forces asleverage in asserting these clams.
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These PRC goals conflict with current U.S. interestsin Asiaand the Pacific, and
the possibility of a U.S.-PRC confrontation cannot be dismissed.

A. The PRC has mounted a widespread effort to obtain U.S. military
technologies by any means — legal or illegal.

These pervasive efforts pose a particularly significant threat to
U.S. export control and counterintelligence efforts.

The PRC seeks military-related technology through a broad range of activities
that complicate U.S. counterintelligence efforts.

Many of these efforts are less centralized than was the case with those of the
Soviet Union. The number of PRC nationals who seek access to U.S. technology is
much greater than the number of personswho sought smilar kinds of information for
the Soviet Union.

he Sdlect Committee has determined that the Intdligence Community is

insufficiently focused on the threat posed by PRC intdligence and thetar-
geted effort to obtain militarily useful technology from the United States. Dueto
our sustained focus on the Soviet Union during the Cold War, intelligence collection
againgt the PRC was not a top priority for our intelligence agencies in those years.

For the last severa years, the U.S. Intelligence Community has begun to place
a greater priority on the PRC. Nonetheless, the Intelligence Community lacks suffi-
cient Chinese linguists and needs increased resources to address the challenge posed
by the PRC’s intelligence callection efforts.

The FBI has inadequate resources in light of the extensve numbers of PRC vis-
itors, students, diplomats, business representatives, and others who may beinvolved in
intelligence and military-related technology transfer operations in the United States.
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B. Efforts to deny the PRC access to U.S. military technology are
complicated by the broad range of items in which the PRC is
interested, and by transfers to the PRC of Russian military and
dual-use technologies, which may make the consequences of the
PRC's thefts of U.S. technology more severe.

The PRC seeks and has acquired from the United States and elsewhere a broad
range of military and related technol ogies.

Russia, for example, has provided the PRC with extensive military assistance
and related technologies, including a number of complete military systems. The
Sdlect Committee has been advised that the sheer number of transfers of military
equipment and technology to the PRC from Russia, most of which have been aprod-
uct of dramatically increased PRC-Russian military cooperation since 1992, isvastly
greater than the number of transfers from the United States, most of which are the
result of PRC espionage.

Together, the added capabilities that the PRC has gained and continues to gain
from foreign sources makes it difficult to assess how quickly the PRC will be able to
makefull use of any systems or technol ogies stolen from the United States. For exam-
ple, the PRC's reported acquisition of solid-fuel and mobile missile launcher tech-
nologies, if successfully combined with stolen U.S. nuclear design information, will
enable the PRC to field a robust road-mobile, intercontinental ballistic missile threat
to the United States sooner than would otherwise have been possible.

C. The PRC uses commercial and political contacts to advance its
efforts to obtain U.S. military, as well as commercial, technology.

The PRC has adopted policies in recent years aimed at increasing its influence
within the United States in order to increase access to U.S. military, as well as com-
mercia, technology.
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Tothisend, the PRC has used accessto its marketsto induce U.S. businessinter-
ests to provide military-related technol ogy.

The PRC aso uses access to its markets to induce U.S. businesses to lobby in
behaf of common goals, such asliberdized export standards and practices.

Agents tied to the PRC's military industries who have illegaly provided politi-
cal contributions may have used these contributionsto gain accessto U.S. military and
commercial technology.

D. The PRC has proliferated nuclear, missile, and space-related
technologies to a number of countries.

The PRC isone of theleading proliferators of complete ballistic missile systems
and missile components in the world.

The PRC has sold complete balistic missile systems, for example, to Saudi
Arabiaand Pakistan, and missile components to a number of countriesincluding Iran
and Pakistan. The PRC has proliferated military technology to Iran, Pakistan, and
North Korea.

In 1991, the PRC agreed to adhereto the April 1987 Missile Technology Control
Regime (MTCR) guiddines, but the PRC has not accepted the revisons to those
guiddinesissued in 1993. The 1993 MTCR guidelines increase the kinds of missile
systems subject to controls and call for a* strong presumption to deny” both sales of
complete missle systems and components that could be used in balistic missiles.

The PRC has provided, or is providing, assstance to the missile and space pro-
grams of a number of countries according to the Congressona Research Service.
These countries include, but are not limited to:

e lran. The PRC has provided Iran with balistic missile tech-
nology, including guidance components and the recent trans-
fer of telemetry equipment. The PRC reportedly isproviding
Iran with solid-propellant missile technology. Additiondly,
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the PRC provided Iran with the 95-mile range CSS-8 ballis-
tic missle. Since the mid-1980s, the PRC has transferred C-
802 anti-ship cruise misslesto Iran. The PRC has aso pro-
vided assstance to Iran’'s nuclear programs.

« Pakigtan. The PRC has provided Pakistan with awiderange
of assstance. ThePRC reportedly supplied Pakistan with
CSS-X-7/M-11 mobile missile launchers and reportedly has
provided Pakistan with the facilities necessary to produce M-
11 missiles. The PRC provides Pakistan with assistance on
uranium enrichment, ring magnets, and other technologies
that could be used in Pakistan's nuclear weapons program.

« Saudi Arabia. The PRC provided acomplete CSS-2 missile
system to Saudi Arabiain 1987. The conventionally-armed
missile has arange of 1,200 to 1,900 miles.

¢ North Korea. The Sdect Committee judgesthat the PRC has
assisted wegponsand military-related programsin North Korea,

The Select Committee is aware of information of further PRC proliferation of
missile and space technology that the Clinton administration has determined cannot
be publicly disclosed without affecting national security.

Seethe chapter PRC Acquisition of U.S Technology for more detailed discussion
of the Sdlect Committee'sinvestigation of these matters.
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